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Abstract 

Communication is an indispensable activity in all fields whether it is education, organization, and institution and in today’s 

world wireless communication plays an important role. Wireless Communication includes mobile phones, laptops, tabs etc. 

Wireless Communication brings fundamental change to data networking and telecommunication. We can use these devices at 

anytime and anywhere. These devices minimize the gap between sender and receiver and help them to communicate the 

message. The success of these wireless devices encourages the authors to find out the answers of these questions- (1) what 

technical fundamentals of wireless technology are. (2) Application for wireless technology. 

 

Keywords: - Communication, education, indispensable, Technical Fundamentals. 

 

 

 

1. INTRODUCTION 

 

WIRELESS NETWORK is a source to communicate with the help of frequencies and waves in air that is without using cables 

from one point to another. With the help of radio frequencies wireless network allows servers, computers to communicate with 

one another. People cannot only use wireless enabled computer in different areas but they can also access Emails, surfing on 

websites and other network services with the help of access points which are also known as “Hot Spots” in many places like 

airports, hotels, railway stations, coffee   shops .Today the best examples are of mobile phones and tablets which are widely 

used. The main attraction of the wireless network that is its strength is its easy installation, no transmission cost, low cost   high 
capacity, and they are also physically robust because no cables are used.  Working   of wireless   network   depends upon three 

separate elements. 

 

• Radio signals 

• Data format 

• Network structure 
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2. TYPES OF WIRELESS NETWORK 

 
2.1 WLANS: Wireless Local Area Networks 

 
A WLAN is a network of closely located computers connected by transmission media adaptors in such a manner that the system 

allows its user s to communicate and share computing resources. WLANS allow users in a local area, such as a university 

campus or library, to form a network or gain access to the internet. A temporary network can be formed by a small number of 

users without the need of an access point; given that they do not need access to network resources. 

 
2.2 WPANS: Wireless Personal Area Networks 

 
PAN is basically a low –power, short range radio Trans –receiving system that allows a user or device to communicate with 

another user or device with a coverage range of 10m to 50 m within a room or vehicle. The two current technologies for 

wireless personal area networks are Infra Red (IR) and Bluetooth (IEEE 802.15). These will allow the connectivity of personal 

devices within an area of about 30 feet. However, IR requires a direct line of Site and the range is less. The technology 

encompasses a simple low -cost, low- power global radio system for integration into mobile devices. 

  

2.3 WMANS:Wireless metropolitan area networks 

This technology allows the connection of multiple networks in a metropolitan area such as different buildings in a city .It helps 

people to communicate at large areas. 

 
2.4 WWANS: Wireless wide area networks 

 

A Wide Area Network is a computer network that spreads a region, country, or whole of the world. WANS interconnect LANS 

located in any part of the world. The LANS are connected with the help of WANS backbones. Generally WAN use satellites as 

a primary transmission on media and there transmission is comparatively costly. These types of systems are referred to as2G 

SYSTEMS.  

 

 
3. WIRELESS TECHNOLOGIES 
 
3.1 GPRS (General Packet Radio Service) 

GPRS is a General packet Radio Service. It is a packet data technology that allows data service by sending and receiving data 

packet. It is based on data technology. In GPRS data can be exchanged directly in the form of packet to the internet. GPRS 

allow network between 2G, 3G and WCDMA network. 

GPRS connection is not performed without APN. APN is Access Point Name. It is the name of gateway between GPRS, 3G and 

4G mobile networks. In order to set a GPRS connection for a wireless modem, user must have APN which is used in IP address. 

An IP address is a way to measure a user’s unique identity. It is a number that is allocated to browser by internet service 

provider. 

GPRS sends data by two kinds of services. 

i. Point- to- Point(PTP) 

ii. Point-to-Multipoint(PTM) 
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PTP is used for single packet transfer between two subscribers. It is operated both in connection-oriented mode as well as in 

connectionless mode. 

PTM supports the transmission of data packets between a service user and a specified group inside a geographical region. 

GPRS provide a smooth path for GSM. All GSM model devices have GPRS. GPRS data speed will range from 14.4 k bit/s to 

115 k bit/s and offer continuous connection for mobile and computer users. 

3.2 BLUETOOTH 

Bluetooth is a short ranged wireless network device that allows the things to be shared between any devices. The Bluetooth 

service is allowed in android phone and in other phones also. From Bluetooth we can share anything. It consumes less power 

and it is a point to point communication. However Bluetooth has a shorter range. It has range up to 100 meters. New techniques 

like super beam and wifi are come which have large range and send data in less time. Latest version of Bluetooth currently 

available is 4.1 which enhanced usability and increased developer flexibility. 

 

4. VARIOUS ATTACKS IN WIRELESS NETWORK 

4.1 Principle Based Attack 

This attack is the most common in most operating system and network security. This means your access rights to a computer 

and network are determined by your identity. When an attacker finds a valid user account, he has the same right as the real user. 

And with the account attackers can do the following things. 

� Attackers can get computer name and network information. 

� They can do modification in server and network configuration. 

� Delete your data. 

4.2 Sniffer Attack 

Sniffer is an application that can read monitor and capture data. It provides us a full view of data inside a packet. Even 

encapsulated packets can be hacked. An attacker can do following things using sniffer 

� Gain information 

� Crash our network  

� Read our communication 

4.3 Application Layer Attack 

By using this attacker gains the ability to bypass normal access controls. He gains control on our application system and 

network. By this following attacks can be done. 

� Change our operating system 

� Disabled security control 

� Introduce virus programs in our system 

 

4.4 War Driving 

War Driving involves hacking or listening wireless network communication. Its main purpose is to find a launch point to initiate 

the main attack. 

 

4.5 Integrity Attacks 

These attacks generally misguide users by sending fake information. In the hacker first hacks the communication and then adds 

a fake packet in communication. 
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4.6 Data Modification 

In this, after hacking the system attackers modifies the data in the packet. Even if do not require confidential communication 

and messages to be modified, these are done by attackers. Example: if we are doing online shopping and we cancel the order, 

there request is remodified by the attacker 

4.7 Compromised Key Attack 

A key is a secret code or number to access the secured information. When a attacker hacks the key it is referred as compromised 

key. By this he gain access to the secured communication without the knowledge of the user. He can also decrypt or modify data 

of a system.  

4.8 Man-in-middle Attacks 

It means a hacker breaks between you and the person with whom you are communicating. By this he can control your 

communication transparently and send fake messages to the other person whom you are communicating and these messages in 

your name. 

 

5.  RISK IN WIRELESS NETWORK 

Till now we have discussed about the wireless technologies, various attacks but we don’t forget about the risks in wireless 

network. 

5.1 Criminal Activity 

An unauthorized user can use the internet connection of other company for illegal use such as hacking or for any other purpose. 

5.2 Financial Risk 

Today devices are becoming smaller and smaller and can be carried around easily, if stolen data in that device can be fallen into 

wrong hands and companies may have legal consequences. 

5.3 Internet Risk 

 In today’s mobile devices such as smart phones, blackberry, i- phones all have internet facilities, when anything is downloaded 

many internet attacks such as viruses, worms are enter. For this purpose many anti-viruses have created so that there is no harm 

to the phones. 

5.4 Evil Twins  

The biggest problem which is being faced by wireless network is Evil Twins. What is Evil Twins?? We know that all the 

laptops and smart phones have wireless connectivity .many a times laptops, pc and smart phones accidently gets connected to 

fake networks that is Evil Twins. As a result of this the employees believe that they are connected to the right authentic network 

but actually they are connected to the fake network which as a rust steals away their ID’s ,password and all other confidential 

information. 
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