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Abstract 
Today, in highly sensitive computer networking environment, the client system   monitoring   has   become   a   serious   

issue. According   to   a   recent survey [issued on 26th  march 2013 in HT], an employee wastes around 23% of 

working time in non-productive work on computer and internet, like visiting social networking site, surfing web-sites, 

playing games etc. The task of administrator has become much difficult to monitor every client’s system remotely. This 

proposed work is to develop an application that helps administrator of the network to keep watch on all the clients. 

Eagle Eye concept is aimed to develop handheld software for an administrator to look after client’s system without 

disturbing them and to control the client’s machine. The application Eagle Eye is based on client server concept. This 

application mainly deals with the monitoring and security aspects of the client’s system. Monitoring has been provided 

by grabbing the screens of the multiple client terminals and showing them on the server.      
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1. Introduction 

The application Eagle Eye is based on client server concept.  This application mainly deals with the 

monitoring and security aspects of the client machines on same network. The primary objective behind the 

development of Eagle Eye is to provide a mechanism by which system administrator can remotely view a 

desktop machine. This work is aimed to develop handheld software for an administrator to look after, 

monitor and control the user access in the network. It allows administrator to connect to any system in the 

network to gain clients machine access to remotely view, shutdown and message passing etc. This 

application can be used to inspect the activities of the employees in any organization, a particular 

department in college, small firms, cyber cafes etc. It is useful for managers or head of the department in 

companies, educational institutes to keep watch on client’s activity. The existing systems are potentially 

good systems, which do allow us to remotely connect to the remote machines and access their respective 

desktops. But most of the existing systems are quite difficult to use and implement for a layman [1]. There 

are some drawbacks of such existing systems like 

• The program does not work through proxy servers. 

• To establish a connection from a local client to a remote host machine, the local operator must 

communicate with the remote operator, request the ID and password. 

• Business packages are quite expensive to buy. 
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• The program needs fast continuous internet connection, otherwise it would be troublesome and 

frustrating to use. 

• When you give Team Viewer id and password in public group for help, other users can also 

connect to your computer and can do misuse by connecting to your computer. 

• Program is Heavy Weight and bulky to use. 

 

2. Literature Review 

According  to  a recent  survey (issued  on  26th  march  2013  in  HT),  an employee wastes around 

23% of working time in nonproductive work on computer and internet, like visiting social networking site, 

surfing web-sites, playing games etc. The task of administrator has become much difficult for monitoring 

every clients system remotely. Remote Desktop Protocol (RDP) is a multi-channel protocol that allows a 

user to connect to a computer running Microsoft Terminal Services [2]. In most of the  existing  remote  

desktop  capturing  applications,  the  user  working  on  the remote  machine  is  aware  of  the  fact  that  

someone  else  is  viewing  his/her desktop remotely[3]. 

In some of the existing systems, when a user accesses the desktop of the remote machine then the 

display terminal of that remote machine is disabled. This is a major limitation, because it prohibits the 

original user of the remote machine to carry out his/her task [3]. 

In some of the operating systems you can monitor any machine from any other machine connected 

in LAN. An accessing machine can just view the screen of the accessed machine. But the accessed machine 

turns black as long it is viewed by the other machine. Sometimes you can hijack the mouse screen, key 

board of other system, but work on the server side gets disable. In some of the already existing systems, the 

quality of desktop image captured is of poor quality. Most of the systems are resource hungry, heavy in size 

and difficult to use. The following table shows the comparison between different existing systems. 

 

Table 1 Comparison between existing systems 
 

 

Existing 
 

System for 

Remote 

desktop 

Connection 

Client 
 

side 
 

Approval 

Client 
 

Desktop 
 

View 

Client side 
 

Disturbance 

Server 
 

side 

Multiple 
 

client 

Desktop 

View 

Input 
 

device 

hijacking 

Windows 
 

Xp 

Yes Yes Yes Yes No No 

Windows 7 Yes Yes Yes Yes No Yes 

Team 
 

Viewer 

Yes Yes Yes Yes No Yes 
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3. Proposed Work 

The main objective of this proposed work is to provide light weight handheld software for an 

administrator to monitor client’s systems on the network without disturbing them and make it feasible for 

small offices, colleges and organization. The goals of the work are 

• To   list  the  client   names   (host   names,   IP   addresses)  so   that   the administrator can choose  

       which machine he would like to view. 

• Grabbing screen of client machine to view his system. 

• Transporting screen from client to server. 

• Server-side work should not get affected while monitoring clients. 

• Message passing from server to client. 

• Implementing features like Shutdown, Logging off client screen remotely. 

3.1 System Design 
System design usually involves the problem solving and planning software solution. This includes 

low-level component and algorithm design and high- level, architecture design. A proper and accurate 

analysis has been done before starting a design phase of the system. The figure 1 represents two main 

blocks, Server & Client where they are connected in LAN network. 

 

 
Fig.1 Block diagram of Eagle Eye 

 
 This application mainly deals with the administrator access from the server. It includes security and 

monitoring aspect of the network. It involves grabbing  the  screen  of  multiple  client  terminals and  

showing  multiple  client  screens  at  server  side.  There will be only one type of user in application i.e. 

administrator. He is the only person to keep watch on the client terminals connected to the network from 

the server side only. He can do function like: 

• Add client. 

• Remove client. 

• Administrator message to the client. 

• Watching screen of single client terminals. 

• Simultaneously keeping watch of multiple clients. 

• Time flexibility for screen updates. 

 

The client terminal to be watched should have client program installed on it. In this application, the client 

screen changes are updated at specified interval of time, but if multiple clients are sending their screens 

simultaneously, then there can be chances of increased network traffic. To overcome this problem, message   

can be  passed  from  server to client to stop sending  its  screen. 
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The figure 2 shows the complete interaction of the system module including the operations that can be 

performed between the client and the server. 

 
Fig.2 System Modules 

 
As soon as client's system gets on, it dynamically connects to the server after which server can remotely 

monitor any number of clients simultaneously. And if the client is doing any unwanted or restricted activity 

on the system, administrator can perform certain action on it. 

4. Results 

 Firstly when we run the system it displays the following page that is shown in fig.3. For login as a 

admin we need to enter username and password. 

 

 
Fig.3 Eagle Eye Login Frame 
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 If the user name and password are correct then the main application will get opened. The fig. 4 shows the 

main frame for the authorized admin. 

 

 
Fig.4 Main Frame of Eagle Eye  

 

Fig. 5 shows screen captured by admin from three different remote terminals, where one client was playing 

game. Hence administrator can send him message and shutdown his system shown in fig.6 and fig.7. 

 

 

 

Fig.5 Screen Capture of Three Remote Clients 
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Fig.6 Client receiving messages from server 
 

 

 

 
 

Fig.7 Machine getting remotely shutdown by server  
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5. Conclusions 

Eagle Eye helps an organization maintain an ethical work environment wherein the higher authority can 

keep a check on the on goings of the client desktop. This is done to ensure a positive outcome of the tasks 

carried out. Since the internet boom is on high, there are many ways in which it can be misused. Eagle Eye 

helps to keep this misuse under check by remotely monitoring and controlling the client desktop. Eagle Eye 

works efficiently without hindering the work either on the server side or the client side. 

The software is easy to implement and it is GUI friendly that helps even a non-technical person to use it 

efficiently. Eagle Eye can be implemented in any organization which requires a real time view of the 

clients desktop. A server can simultaneously  view  the  desktop  of  many  remote  clients  and  can  

remotely perform operation such as log off, shut down, restart, instant messaging etc.  
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