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Abstract- Storage systems are the main subjects to be attacked. Adopting the feature of security systems is 

getting mandatory for the storage systems. There are many techniques for security purpose but they take 

performance costs. So a new concept is brought for this, the File Security Java System which is based on- on 

demand computing system. This concept is used because one always needs to secure the files but not all, the 

selected one only. 

 This paper shows the design of file security system in java. We always need to secure some important 

data (Files) while using a system. The above system is experimented on the Windows operating system and was 

found that the system is working properly 
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I.INTRODUCTION 

 

One of the fundamental security services in the computer system is access control. This mechanism is used to 

limit the interaction between the user and the protected data. File is one of the important resources of the 

computer system. That must be protected from the unauthorized access that it can’t be tempered or stolen by 

intruders. The security can enforced using cryptographic techniques. With the help of these techniques the 

important files are encrypted and authorized users are given appropriate cryptographic keys. 

  

The cryptographic techniques can be applied at any level of the storage systems because they use the 

layered architecture. File management is an important task of the computer system. A Java security system is 

designed for files on the Windows Operating System. 

 

The file security system storing encrypted files using Rijndael Algorithm, so that an unauthorized user 

can’t access the important data. The encryption takes place for the selected files only. The concept of on-

demand computing is used which results in the high performance of the computer system. The proposed system 

is working properly for all types of the files. 

 

II. TYPES OF DATA ENCIPHERING 

 

There are a many methods available for enciphering the data. 

 

 
Fig 1 
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� Complete Encryption of Disk: In this type of encryption the complete data of the disk storage device 

or drive is encrypted for booting the computer system. And the data accessing takes place after the user 

authentications. Such type of encryption may be software based or hardware based. 

The pre-boot authentication takes place and the file decryption software decrypts the operating 

system’s booting sectors. The bootstrap loader software or program loads the operating system’s 

booting sector for initiating the OS. After the loading of the operating system, the file decryption and 

encryption program or software decrypts the files of the operating system. 

 

 
Fig 2 

� VDE: A VDE stands for virtual disk encryption. A container is known as the procedure of enciphering 

the specified file. A container might keep or store various folders as well as files. The date from the 

container is accessible after the appropriate authentications. And this container is maintained and 

mounted on the virtual storage disks. This encryption technique of VDE can be utilized on any type of 

storage device. The container is a standalone file. It is stored within the logically created volumes. For 

instance there are basically three types of volumes available like boot volume, data volume, and system 

volume. These can be on our personal computers. Otherwise it can be on a USB flash storage device 

which is single file system operated. 

 

� Volume Decryption as well as Encryption: In this kind of encryption, the complete logical volume 

has been encrypted the data of the volume is accessible after an appropriate authentication by the 

system. Basically it is achieved mostly on the hard disk data volumes, volume oriented removable 

electronic storage devices, and the exterior storage device. It is the specialized case of the full disk 

encryption system. 

 

� Files or Folders Encryption & Decryption: File encryption is the process of encrypting individual 

files on a storage medium and permitting access to the encrypted data only after proper authentication 

is offered. Folder encryption is very similar to file encryption, only it addresses individual folders 

instead of files. 
 

III.ASSOCIATED WORK 

Many methodologies are applied to crack the problem of information security like user space, kernel 

space or the combined one. 

The kernel approach is sensitive to implement because any small mistake done by the programmer can harm the 

overall functioning of the system. The user space one is secure and compatible with the system and the 

independent one and comfortable in the implementation and are the highly portable if best portable platform like 

Java is used. 

BestCrypt, is designed as a loopback device driver which creates a raw block device with a single file. 

The file acts as a container (the backing store). Associated cipher key for each container is used. Cryptographic 

File System (CFS), provides a UNIX file system interface to directory hierarchies that are encrypted with user 

supplied keys. It is implemented as a user level NFS server. User needs to create an encrypted directory and 

allot its key which is required for cryptographic conversions, when the directory is created for the first time. 

Transparent Cryptographic File System (TCFS), works as a layer under the Virtual File System (VFS) layer, 

making it completely transparent to the application. The security is applied by means of the Data Encryption 

Standard (DES) algorithm. 
 

 

IV.DESIGN 
 

The design of the File Security System has been described. The idea is closely related to Matt Blaze’s 

Cryptographic File System. The main objective of the design is the file data security. The encryption as well 

decryption of the file data is done on the demand of the users. The File Security System is simple in design. It 

can be mounted at any place on the storage device up on the basic file system. The proposed system is designed 

with the following fundamental requirements: 
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Security 
The major requirement of any file storage security system is that the file data is protected against unauthorized 

access. Storage of complete sensitive files on the device comprises a security risk if the device is in the physical 

possession of an adversary. 

 

Transparent system 
Without transparency it is always irritating for the normal user of the computer system with its file storage 

systems. All of the functionalities of the cryptographical file system must be transparent. Otherwise the system 

features will be ignored and the best solution of the cryptography will become useless for them. Luckily, it is 

achieved by many of the available cryptographic file storage systems at a good stage. 

 

Portability 

We have chosen the highly portable computer language named as Java for the implementation of our security 

file system. The system should be more portable on the diverse configurations than other file systems especially 

the kernel based file systems. CFS is highly portable network oriented file storage system. 

 

On demand computing: 

On-Demand Computing fulfills the need of computing availability at limited hardware and software costs. It is a 

commercial form where resources of the computers are offered on the demand basis. And pay on the basis of the 

resource usage. The file security system services should be available to the users on the demand that will save 

the extra burdens. It will save the lot of performance overhead because the user is in need of the file security for 

the specific files not for all the files. 

 

Strong Access Control 

Both the file matter as well as the private keys is saved on separate media namely the keys on the smart cards 

and the file data on the hard disk of the system. The public key based asymmetric cryptographical 

methodologies are also used, to control the access of the files. The files have a strong access control which 

results a more secure  

 

Easy to use 
It should be very simple in the use for any type of user in the society. So they can easily adopt the system for 

their files to be secure. The users feel comfortable in using it. This Security System provides uniform interface 

to the users on the demand for the file security. 

 

Adaptability 

It can easily adapt the environment without any modifications in the underlying file system on which it is going 

to work. 

 

Reliability 

The cryptographic file system should use the available functionality and features. The file should see normal 

after the decryption process without any loss. 

 

Key Managements 

To manage the private keys is a vital issue for the file storage system developers. Encryption key is managed as 

per-file key basis. Every file has its unique key and that is stored on the smart cards. 

 

File Name 

File names are not encrypted because there should be some clarification for the users that they can easily 

understand the keys for which files they are. That is done for the convenience of the users. User can feel comfort 

in the use of the system. 

 

Better performance 

Encryption algorithms are computationally concentrated, but the overhead should not discourage the user to use 

the cryptographic file system. 
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V.WORKING MODEL OF SECURITY SYSTEM 

The proposed File Security System using Rijndael algorithm is designed for completing above mentioned 

requirements. It is designed in the user space. The module named as FUSE module which is utilized for the 

development. 

 FUSE module comes in the direct connection with the user file system and Virtual File System (VFS). 

VFS handles all the file related operations (read, write, open, close, append, rename, copy etc.) and provides the 

uniform interface with the existing file systems which comes with the Operating Systems like FAT, NTFS etc. 

 

 
 

Fig 3: Working model of Java File Security System (JFSS) using Rijndael Algorithm 

 

In the Fig 3, the working model File Security System is shown. It describes that system takes the input as a plain 

file (easily human readable file) and produces two outputs as an encrypted file (difficult to understand by human 

beings) and a file encryption key (FEK, Symmetric key) that goes to the smart cards. The encrypted file may be 

stored on any type of secondary storage device (hard disks, flash drives (Pan Drives), digital versatile disks 

(DVDs), compact disks (CDs) etc.). Both the encrypted data and the encryption keys are stored on different 

locations for the better security. 

 

VI.ARCHITECTURE OF THE SYSTEM 

 

Fig 4: The architecture of the System 

 

Architecture has basically three components: 

� Key Manager (KM) 

� Crypt Engine (CE) 

� Access Controller (AC) 

 

 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 9, September 2014, Pg. 256-264 

Amandeep, IJRIT  260 

 

Key Manager (KM): 

The key manager should accomplish the organization, creation, and defense of key which are utilized in the 

enciphering procedure. 

Arbitrarily Generated Keys: All of the created keys should be arbitrary. The encryption keys cannot be 

predictable by the attackers which are utilized for enciphering procedure – pseudo-random number generator is 

a bad tool to create a key. 

Sufficient Key length: The key size varies from 128 bits to 256 bits for the Rijndael algorithm. After keys 

creation, they must be guarded well. Some of the features must be considered as follows: 

1. Authorized Key Accessing 

2. Better key store practices. 

3. Keys Storage throughout the life of Data: The keys must be stored and identified where they have been 

used for the lifetime of the data. 

4. Key’s Integrity: Integrity of keys is mainly significant if integrity checks are not applied. 

5. Maintain proper Auditing: The proper logging and auditing should be maintained. 

Key Managing Schemes 

The main entities Security System are independent files as well as users. The user space is the primary active 

driving force for device, employing every enciphering methodology as well as main key managing system. 

The Secure Random class available in Java language’s java.security package is used for the generation 

of secret key for the file in Security System. 

Crypt Engine (CE): 

When the file is to be written on disk by on demand computing, crypt engine accepts largely 2 inputs, one input 

is the plaintext file from the secondary storage and the random symmetric key generated by the Key Manager. It 

uses Rijndael algorithm to encrypt the file and produces the encrypted file. The Rijndael is a block cipher which 

works on a block of 16 bytes. 

Therefore there is a need to check the file size and if file size is not multiple of 16, it is padded in the 

file to make the file size perfect multiple of 16. This padding of file is done while it is being written. When the 

encrypted file is read from the disk, we first decrypt it using Rijndael algorithm and the file encryption key from 

the smart card and then take away the stuffed bytes as well as then surpass it to the file security system. 

The encrypted file is passed to the underlying file system. So to summarize, basically Crypt Engine 

encrypts the file data on the fly and passes it to the low level file system while writing and while reading it 

receives the encrypted file and decrypts the file data on the fly. 

Access Controller (AC): 

The authorization as well as the authorization is controlled by the access controller. Identification is obtained 

through authentication as well as the privileges given to the specific user are achieved by authorization of an 

entity. It is responsible for creation and management of all access related information with respect to a file. All 

the keys are received of saved in the smart cards. 
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VII. IMPLIMENTATION 

To achieve the stated requirements, the following methodology is used: 

� Understanding of the related Existing Technologies 

From the literature survey, feasible encrypted file systems are selected as the basis for the secure file system 

being developed. For the selected file systems their data structures are identified to store data and metadata (the 

data about data). From the literature survey, cryptography algorithms and libraries are identified to provide 

security features for the selected file systems. 

� Design of Data structures and Cryptographic Techniques 

Several designed are developed from the identified data structures and cryptographic techniques for the file 

security system. After this many approaches are identified, alternatives and constraints of the study are 

determined and documented. At last a single design is selected. 

� Development and Testing of Prototype 

A prototype of the new file system is constructed from the preliminary design. This implementation is tested for 

any weaknesses by developing and using a test plan. Additional unimplemented requirements are identified 

from the original requirements set and weaknesses identified. 

� Design, Development and Testing of File Security System 

A complete design is developed based on the prototype design. The complete design is implemented and tested 

based on the test plan developed to check the operational prototype. 

� Documentation and User Manual development 

The complete documentation for installation is done for the users and use of the new file system library is 

created. With the implementation of Security System, it is used to store significant data on any media that need 

to be protected. In the JFSS, the smart cards are used to store file encryption keys. 

All files that are to be secured are encrypted entirely to keep in secure status when stored on secondary storing 

system. While a customer wishes for saving files with help of security system, he/she must have an account on 

the Security System. After that the user will use the facility of securing files. The user will chose the file to be 

encrypted and then the JFSS will generate a file encryption key. The encryption takes place with the help of 

Rijndael algorithm and saved to the storage device. The key is also saved on the smart card of the user. Every 

file encryption key has been given a name that is encrypted and the key in it is also encrypted. All the names of 

the encrypted files are also encrypted. At the time of decryption the file encryption key which is related to the 

file is shown only. And other matter in the smart card is hidden. 

The system asks for the file to be decrypted and ask for the selection of the file encryption key which is saved 

on the smart cards. Only the needed or related key is shown on the smart card for removing the confusion 

among the users because the file encryption key names are also encrypted. 

We have used the Windows operating system to design the functionality of file security system. The 

programming language to be used is the Sun Microsystems Java technology. To design it there is a function 

design form which has the necessary buttons on it. 
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Fig 5: Login Display 

The login form, that is used to login with the file security system. After entering the user id and password we are 

linking to the security execution program. We always need the user registration with the file security system. 

The registration is done by the program administrator who has the only permission to make number of users for 

the system. He or she will give the user’s name as well as user password. It is displayed in the Fig 5. 

After this user registration, he or she can login the system and use its functionality. The file encryption, 

decryption, about and help control form is appeared on the screen. It is shown in the Fig 6. It has the option to 

select the file to which the user wants to encrypt for the security feature. He or she can select any type of file 

and click on the encrypt button after that the encryption key is saved on the smart card is that is not available 

then the key is saved on the user specified location. 

 

Fig 6: Encryption tab display 

The user may want to decrypt his previously encrypted file to use it. Then he or she have to make two selections 

one for the file and one for the key especially the encryption key. Then the user will get the message to be 

successful or unsuccessful decryption. The successful message is exposed with the help of Fig 7. 

 

Fig 7: Decryption tab display 

We perform test and evaluation on the proposed file security system for files and the directories. For experiment 

the computer system was with the latest configurations. The system has been tested for its functioning. In the 

first login window the user enter his or her user id and the password. If that is correct then he or she will get a 

message login successful or not. As in the Fig 8 the login is a successful one. 

 

Fig 8: A successful login window 
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In the next screen shot the user is going to select an important file that has the need of security. It encrypts the 

specified file and save the encryption key to the smart card which is a separate location of storage from the 

encrypted file. It increases security of the data. The decryption process of the system has two file selection 

buttons on it. One file selection button for the specified encrypted file to whom the user is going to decrypt. 

Another one is for the key selection of the specified file. Because every file has its own independent key to 

encrypt or to decrypt it. 

We have seen the file’s look how it will behave after the encryption. The system is highly secure that we cannot 

delete the encrypted file and also can’t change data which shows the integrity. The encrypted file’s view is 

revealed by the figure below. 

 

Fig 9: Display screen of an encrypted file 

 

VIII. CONCLUSION 

 

We have contributed in the designing and development of a user space cryptographic file system. We have 

balanced the design goals like security, performance, convenient and independability of the system. 

We have achieved the high security by including the support of the Rijndeal Algorithm (AES) and we have 

saved the keys on the portable smart cards for the documents which are important. 

The performance is achieved with the help of on-demand computing concept which is that we are not going to 

encrypt all the files on the computer system, but we are going to encrypt only the important documents only. It 

saves the performance overhead of the system. 

The system is very convenient to the users and the independability is achieved with the help of the Java 

technology which is highly portable. So the complete system is a highly independent of the configuration. 
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