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Abstract-Cloud computing is a new computing phenomenon for sharing computing resources across the globe using 

Internet. It is best used to avail infrastructure, software and platform related services. Many users across the globe exploit 

the benefits of cloud using its infrastructure services. Storage is one of the services of cloud. To avail it cloud users 

outsource their data to cloud. Secure data sharing in cloud has been an issue which is the main concern for the owners 

of data. In many existing solutions there is no solution for anti-collusion attacks launched by former legitimate users. In 

this paper we proposed a framework and an algorithm. We implemented it using Java web based application. The 

application demonstrates the cloud based data sharing scheme with anti-collusion technique. Our empirical results 

revealed that the application is able to provide secure cloud data sharing with anti-collusion provision.  
 

Index Terms – Cloud computing, secure data sharing, dynamic group management, and user revocation  

 

I. INTRODUCTION  
Cloud computing has been around for some years and user base is increasing as it became popular. Internet 

users across the globe are influenced by the cloud services in one way or other. Secure cloud data sharing is an 

important service in cloud. This service is crucial for data sharing. However there are security concerns over this 

service. To overcome security concerns many existing systems focused on group dynamics where group 

manager maintains group members and provide controlled access to the group data. Many of the existing 

systems do not have solution for collusion attacks. In this paper we proposed an anti-collusion data sharing 

scheme to over this problem.  

 

 
Figure 1: Cloud Computing Architecture 
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Cloud computing architecture is provided in Figure 1. It is evident that there are many abstractions such as 

hardware, software kernel, software infrastructure, cloud applications and client. Client can access cloud 

applications. In turn cloud applications make use of cloud software infrastructure including computing 

resources, storage, and communication networks. The infrastructure depends on the software kernel where 

operating systems are in place. The software kernel in turn depends on the hardware. 

Objectives 

Our contributions in this paper are described here. We proposed a framework for dynamic group management in 

cloud for secure data sharing with anti-collusion technique. We proposed and implemented an algorithm to 

ensure secure data sharing. We also built a prototype application for the proof of concept.  

Structure of the Paper 
The remainder of the paper is structured as follows. Section II provides review of literature. Section III presents 

the proposed system in detail. Section IV provides problem definition. Section V presents implementation 

details. Section VI presents experimental results while section VII concludes the paper. 

 

 

 

II. RELATED WORKS 
Armbrust et al. [1] studied cloud computing and different services provided by cloud including infrastructure 

such as storage that is provided in pay per use fashion. Data stored in cloud can be shared securely. Kamara and 

Lauter [2] focused on data security and financial cryptography which is meant for ensuring that data is not 

subjected to misuse. Kallahall et al. [3] explored file storage and scalable access to files in an untrusted 

environment. Shacham et al. [4] studied the security of remote data which is stored in untrusted location. When 

data is stored in a remote server, the security of the data stored in the server is given importance. Ateniese et al. 

[5] studied re-encryption schemes for storing and retrieving data stored in cloud. Encrypted data stored in cloud 

can be shared with different users. Yu et al. [6] proposed a scheme that is meant for securing data in cloud and 

to have fine-grained access control on the outsourced data.  

Goyal et al. [7] studied access control mechanism on cloud data. They proposed attribute-based encryption on 

encrypted and outsourced data. Lu et al. [8] focused on data forensics in cloud computing for protecting data. 

Waters [9] proposed another kind of encryption for cloud computing known as cipher text-policy attribute-based 

encryption. Attribute based encryption provides more fine grained access control. Liu et al. [10] proposed a 

security mechanism known as Mona. Mona provides multiple users to have data sharing in cloud with security. 

Boneh et al. [11] explored identity based encryption in cloud which makes use of publicly known identities as 

keys. Delerablee et al. [12] proposed dynamic broadcast encryption for secure communications. Zhu et al. [13] 

proposed an attack model that evaluates Mona proposed in [10]. Role based access control [14] and flexible key 

management [15] were explored where mechanisms are proposed for accessing cloud data securely. The 

existing data sharing systems have issues with collusion attacks. This paper addresses the problem.  

 

III. PROBLEM DEFINITION 
Cloud computing has been around for some years. However, the Infrastructure as a Service (IaaS) which is 

widely used by cloud users is considered untrusted as the data is stored in cloud server. In this context, there are 

many existing systems that endeavoured to have data sharing among different users. Data sharing is cloud is 

essential as the data owners are intended to have their own users for sharing data. Thus many techniques came 

into existence. Once such important mechanism is to have dynamic groups and managing them for secure data 

sharing. The existing system proposed by Zhu and Jiang focused on data sharing in cloud computing 

environment. However, there are certain issues that are to be improved. For instance, the existing system has a 

problem related to users those who are not associated with group. Earlier they were associated with group and 

now they are not. Such users could perform collusion attacks with old credentials. Prevention of this is very 

important to have secure data sharing in cloud. This is the motivation of this work and the subsequent section 

provides the proposed system to overcome this issue.  

 

IV. PROPOSED SYSTEM  
We proposed framework for secure and dynamic sharing of cloud data. We proposed dynamic groups and group 

management activates besides controlling data access to group members. As shown in Figure 2 it is evident that 

there are activities like group member activation, deactivation and signature verification between group manager 

and group member. The data dynamics related to storing and managing data are taking place between group 

member and cloud. Security primitives are exchanged between group manager and security components.  
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Figure 2: Proposed Framework for Dynamic and Secure Data Sharing in Cloud 

 
There are three entities defined in our system that is cloud, group manager and group member as shown here. 

First group manager is given a login and then he permits the group member module for accessing the files to 

process from group manager a verification mail is sent to the registered group member. Now group member will 

access the signature which is auto generated while registering that particular signature need to be copied for the 

access and the same process continues for file accessing too. And all this information is stored with the help of 

cloud as shown in system architecture the above process describes proceed. Group member is another important 

module in the system which provides functionalities required by group members. This module has interaction 

with group manager module for security primitives and also activation and deactivation procedures. This 

module provides required GUI that facilitates performing group member operations in a user friendly fashion.  

Cloud module provides cloud related services. Group manager module is responsible to take care of group 

members in terms adding new members, removing existing members and taking care of data access control 

besides revoking users. File security module takes care of security to data that is also managed by group 

manager. The signature module involved in the system helps in signature generation and supporting anti-

collusion mechanisms for data access. User revocation module is used by group manager in order to ensure that 

the users who are no longer associated with group will not be able to access group’s shared data. The security 

module is the cornerstone of the proposed application. In the algorithm proposed, there is secure data sharing 

with users needed to have signature verification process. It does mean that the data security and data access 

related security mechanisms are provided by this module. Both group member and group manger modules need 

to interact with this module either directly or indirectly.  

 

Proposed Algorithm 

Notations Used in the Algorithm  

NOTATION  MEANING 

D Data that is associated with a group 

GMS Vector holding details of a group members 

Gm Group manager who is responsible for the group.  

GMS’ Group members loaded into main memory 

S Status of a member 

Signature Holds the signature associated with a member 

 

Algorithm : Secure Cloud Data Sharing (SCDS) 

Inputs       : Data D, Group Members GMS, Group  Manager gm 

Outputs    : Secure data sharing 

 

Initialization 

01 Initialize GMS’ vector   //GMS’ holds group member details in main memory (RAM) 

02 Initialize member status s 

 

Loading Member Details 

03 For each member in GMS 

04    Add member to GMS’  //loading data from HDD to main memory GMS’ 

05 End For 

 

Activating New Members 

06 For each member in GMS’ 
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07    Obtain member status into s 

08    IF s=inactive THEN 

09       Set s to active state 

10    END IF 

11 End For 

 

Deactivating Existing Members 

12 For each member in GMS’ 

13    Obtain member status into s 

14    IF s=active THEN 

15       Set s to inactive state 

16    END IF 

17 End For 

 

Signature Verification 

18 For each member in GMS’ 

19    Obtain member status into s 

20    IF s=active THEN 

21       IF signature is correct THEN 

22           Authenticate user and give access  

23       END IF 

24    END IF 

25 End For 

 

Algorithm 1: Secure Cloud Data Sharing (SCDS) 

The algorithm takes group member, group members and data as inputs and performs various activities 

interactively. The activities include activating members, deactivating members and signature verification for 

secure anti-collusion data sharing. 

 

Signature Verification  

Signature generation and verification is done using DES algorithm. The Data Encryption Standard is a 

symmetric-key algorithm for the encryption of electronic data. It was highly influential in the advancement of 

modern cryptography. TripleDES class is used to generate signatures and verify signatures. The signature 

verification is the process in which second level of security is implemented and thus collusion attacks are 

prevented in the proposed system.  
 

V. IMPLEMENTATION  
We implemented the proposed framework using a prototype application. It is a web based application built using 

JDBC, Servlets and JSP. The application demonstrates the proposed framework with group dynamics and secure 

data sharing. The proposed algorithm SCDS is implemented in the application. The activities involved in the 

system are registration, user authentication, signature  verification, viewing group member details, account 

activation, uploading files, editing files, downloading files, deleting files, account revocation. Out of them group 

manager performs view group, group account activation, file delete and account revoke while other activities are 

associated with group members. The activities that can be performed by the two users of the system are 

described here. The group manager activities include user authentication, activation of new group member, 

viewing group details, viewing file details, and even deleting files that are no longer required. The group 

members can perform activities such as login, signature verification and data dynamics supported by the system.  

 
Figure 4: Group Manager Views Group Members and Performs Activation and Deactivation of Members 
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As shown in Figure 4, it is evident that after successful authentication, the group manager is able to view group 

members, view log details and view data details. The group members details contain details of members 

including provision for every member to activate of deactivate account. The activation of deactivation is 

performed by group manager as per the need.  

 

 
Figure 5: UI for Supporting Group Member Activities 

 

After authentication, the group member as shown in Figure 5 can gain access to various operations supported by 

the group. The activities include file upload, file download, viewing file details and other activities. The 

group member is supposed to access data shared by the group manager. However, the group member can 

modify content as per the general privileges he has on the data. The group member can also be revoked 

by group manager when the he is no longer a member of the group for any reason.  

 

VI. EXPERIMENTAL RESULTS 

 
Experiments are made with different activities of group members and group users. All operations were 

evaluated as per the requirements. Especially the focus in this paper was on the collusion attacks. User 

revocation process was improved to prevent collusion attacks. The empirical results in collusion attacks show 

that the system achieves high level of effectiveness in preventing collusion attacks.  

 

Measures Existing  Proposed 

True Positives 80 100 

False 

Positives 20 0 

Table 1 – Shows empirical results with respect to true positives and false positives 

 

 
Figure 6 – Accuracy of the proposed system 

 
As shown in Figure 6, the true positives are 100% in the proposed system. It does mean that the collusion attack 

is prevented completely due to the implementation of user revocation approach that will remove credentials of a 

user who no longer associated with the group.  

 

VII. CONCLUSIONS AND FUTURE WORK 

 
In this paper we studied the issues with data sharing in cloud computing environment. We understood from 

literature that dynamic group’s concept is suitable for secure data sharing. A group manager is able add and 

0

100
True Positive

False Positive
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remove group members as and when needed. The data associated with the group is accessible to group members 

only. Group manager can remove group members. In such cases, the removed group member should not be able 

to access group’s data. However, in many instances it is proved that the group member who is not associated 

with group now was able to perform collusion attacks. In this paper we implemented signature verification 

mechanism as part of the proposed framework and algorithm in order to withstand from such attacks. We built a 

prototype application to demonstrate the proof of concept. The empirical results are encouraging. In future we 

intend to improve it further by using more fine grained control over group member data access.  

 

REFERENCES 

 
[1] M.Armbrust, A.Fox, R.Griffith, A.D.Joseph, R.Katz,A.Konwinski, G. Lee, D.Patterson, A.Rabkin, I.Stoica, 

andM.Zaharia. “A View of Cloud Computing,”Comm. ACM, vol. 53,no.4, pp.50-58, Apr.2010. 

 

[2] S.Kamara and K.Lauter,“Cryptographic Cloud Storage,” Proc.Int’l Conf. 

Financial Cryptography and Data Security (FC), pp.136-149, Jan. 2010. 

 

[3] M. Kallahalla, E. Riedel, R. Swaminathan, Q. Wang, and K.Fu,“Plutus: Scalable Secure File Sharing on Untrusted 

Storage,” Proc.USENIX Conf. File and Storage Technologies, pp. 29-42, 2003. 

 

[4] E.Goh, H. Shacham, N. Modadugu, and D. Boneh, “Sirius: Securing Remote Untrusted Storage,” Proc. Network and 

DistributedSystems Security Symp. (NDSS), pp. 131-145, 2003. 

 

[5] G. Ateniese, K. Fu, M. Green, and S. Hohenberger,“Improved Proxy  Re-Encryption  Schemes with Applications to 

Secure Distributed Storage,” Proc. Network and Distributed Systems SecuritySymp. (NDSS), pp. 29-43, 2005. 

 

[6] Shucheng Yu, Cong Wang, Kui Ren, and Weijing Lou, “Achieving Secure, Scalable, and Fine-grained Data Access 

Control in Cloud Computing,” Proc. ACM Symp. Information, Computer and Comm. Security, pp. 282-292, 2010.  

 

[7] V. Goyal, O. Pandey, A. Sahai, and B. Waters, “Attribute-Based Encryption for Fine-Grained Access Control of 

Encrypted Data,” Proc. ACM Conf. Computer and Comm. Security (CCS), pp. 89-98, 2006  

[8] R. Lu, X. Lin, X. Liang, and X. Shen, “Secure Provenance: The Essential of Bread and Butter of Data Forensics in Cloud 

Computing,” Proc. ACM Symp. Information, Computer and Comm. Security, pp. 282-292, 2010.  

 

[9] B. Waters, “Ciphertext-Policy Attribute-Based Encryption: An Expressive, Efficient, and Provably Secure Realization,” 

Proc. Int’l Conf. Practice and Theory in Public Key Cryptography Conf. Public Key Cryptography, 

http://eprint.iacr.org/2008/290.pdf, 2008  

 

[10] Xuefeng Liu, Yuqing Zhang, Boyang Wang, and Jingbo Yang, “Mona: Secure Multi-Owner Data Sharing for Dynamic 

Groups in the Cloud,” IEEE Transactions on Parallel and Distributed Systems, vol. 24, no. 6, pp. 1182-1191, June 2013.  

 

[11] D.Boneh, X. Boyen, and E. Goh, “Hierarchical IdentityBasedEncryption with Constant Size Ciphertext,” Proc. Ann. 

Int’l Conf.Theory and Applications of Cryptographic Techniques (EUROCRYPT),pp. 440-456, 2005. 

 

[12] C. Delerablee, P. Paillier, and D. Pointcheval, “FullyCollusionSecure Dynamic Broadcast Encryption with Constant-

SizeCi-phertexts or Decryption Keys,” Proc.First Int’l Conf. Pairing-BasedCryptography, pp. 39-59, 2007. 

 

[13] Zhongma Zhu, Zemin Jiang, Rui Jiang, “The Attack on Mona: Secure Multi-Owner Data Sharing for Dynamic Groups 

in the Cloud,”Proceedings of2013 International Conference on Information Science and Cloud Computing (ISCC 2013 ), 

Guangzhou,Dec.7,2013,pp. 185-189. 

 

[14] Lan Zhou, Vijay Varadharajan, and Michael Hitchens, “Achieving Secure Role-Based Access Control on Encrypted 

Data in Cloud Storage,”IEEE Transactions on Information Forensics and Security, vol. 8, no. 12, pp. 1947-1960, December 

2013.  

 

[15]Xukai Zou, Yuan-shunDai, and ElisaBertino, “A practical and flexible keymanagement mechanism for trusted 

collaborative computing,”INFOCOM 2008, pp. 1211-1219. 

 


