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Abstract 

This is a comparative study of the Linux and Windows server, the aim is to point out the differences and similarities 
between the two server operating systems.Users who are considering which of the server operating system to 
install commonly want to know the advantages and disadvantages of each of theoperating systems. The 
aim of this work is to compare the two server operating system using secondary data. 
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Introduction 
 
A web server consists of several components – 
the operating system (e.g. Linux), the web server 
(e.g. Apache) and the programming language (e.g. 
PHP). 
 
Linux and windows Server operating systems are two 
constantly competing operating systems. According to 
a technical report presented by Joe Cabara in April 
2009, Microsoft Windows have the highest market 
share of 37% while Linux holds 13% Market Share[21] .  
 
Microsoft products are regarded as the standard option 
for most businesses. Windows server 2008 and 2012 
are the current option for Microsoft server. Most IT 
administrators are comfortable it. 
 
Linux is a free operating system that can be 
downloaded modified and redistributed. Linux is 
installed on over 95% of the worlds super computers, 
demonstrating that it is the fastest performing OS with 
the smallest resource footprint [22]. Linux's kernel was 
developed by Linus 
Torvalds at the University of Helsinki, Finland. To 
complete the operating system, Torvalds and other 

team members made use of system components 
developed by members of the Free Software 
Foundation for the GNU Project. 
The aim of this research is to exhaustively compare 
Linux and windows server Operating system. 
 
LINUX vs WINDOWS OPERATING SYSTEM 
 
1. Stability 
 
One thing Linux systems are known for is their ability 
to run for years without failure. Linux users may never 
see a crash. This is a great feature for any web server, 
as downtimes maybe disastrous for any organization’s 
business. Even as this is a popular notion, some believe 
that the notion is outdated according to Sander van 
Vugt in an article on www. He further said that both 
Windows and Linux OSes can only be brought down by 
hardware with faulty drivers.  
 
According to Brien Posey in the same article “Windows 
Server became a stable operating system over at least 
the last ten years thanks to rigorous hardware testing 
and a logo certification program for compatibility 
guarantees with various hardware devices”.[6] 
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Others still believe that linux is more stable, because  
 
Linux handles a large number of processes running at 
once better than windows. 
 
Also, there is the need for rebooting when there are 
configuration changes in windows causing inevitable 
downtime; there is generally no need to restart Linux. 
Almost all Linux configuration changes can be done 
while the system is running and without affecting 
unrelated services. [2] 

 
2. Security 
Anyone can look at how an open source operating 
system like Linux is organized. Some people consider 
this a disadvantage for security. However, the fact that 
various interested parties freely access different aspects 
of the operating system makes it easy to detect and fix 
bugs. In a proprietary operating system like Windows 
Server, the company using the software can observe a 
bug but cannot fix it. 
 
While open source doesn't hide the operating system's 
inner workings, security is a part of the Linux kernel, 
and sophisticated mandatory access control systems 
like Security-Enhanced Linux, invented in collaboration 
with the U.S. National Security Administration and Red 
Hat, are built on top of that. Security administrators can 
block all unneeded system calls, for example. There is 
nothing comparable to SELinux for Windows Server. 
 
Microsoft routinely releases security patches for the 
Windows Server operating system as new vulnerabilities 
are discovered. Microsoft also provides extensive 
documentation on how to use built-in Windows Server 
security controls, as well as tips for establishing a 
network architecture that achieves the best possible 
security. [6] 

 
 
a. User Account 
 
Linux is also more secured than Windows whether on 
the server, desktop or in an embedded environment. 
This is largely due to the fact that Linux, was built from 
the start to be a multiuser operating system. Only the 
administrator or root user has administrative privileges, 
and fewer users and applications have permission to 
access the kernel or each other.[2] 

 

In Windows Vista, all logged-in sessions (even for those 
of "administrator" users) run with standard user 
permissions, preventing malicious programs (and 
inexperienced users) from gaining total control of the 
system. [5] 

 
b. Malware 

More than 800 pieces of Linux malware had been 
discovered. Some malware has propagated through the 
Internet. However, in practice, reports of bonafide 
malware   presence   on   Linux   based   systems   are 
extremely rare. Nonetheless, anti-malware tools such as 
ClamAV and Panda Security's Desktop Secure for 
Linux do exist. Once malicious software is present on a 
Windows-based system, it can sometimes be incredibly 
difficult to locate and remove. [3] 
 
c. Open vs. Closed 
In Linux, Claims its platform is more secure because all 
of its code is reviewed by so many people that bugs are 
detected (referred to as Linus's law). Anyone with 
programming experience is free to fix bugs and submit  
them  for  inclusion  in  future  releases  and updates. In 
Windows, Claims its platform is more secure because of 
a comprehensive approach to security using the Security 
Development Lifecycle. However, because Windows is 
closed-source, only Microsoft-employed programmers 
(or licensed third- parties) can fix bugs. [4] 
 
3. Hardware Resource 
 
[6] Windows requires frequent hardware upgrade to 
accommodate its ever increasing resource demand. 
Linux is Slim trim, flexible and scalable and its 
performance is admirable on any computer system 
regardless of processor or machine architecture.  
Linux can also be easily reconfigured to include only 
the services required for an organization’s business 
purposes, thus further reducing memory requirements, 
improving performance and keeping things even 
simpler. [2] 

 

We can be brief about Linux OS hardware needs, which 
are smaller than Windows. You can run a decent server 
on as little as 256 MB of RAM and a disk with just a 
couple of gigabytes capacity, but that's not the typical 
workload in a corporate data center. 
For huge database systems, the operating system 
overhead of Linux is smaller versus Windows Server. 
And the Linux kernel is highly tunable, allowing 
administrators to make it even more efficient. 
 
The hardware requirements for Windows Server 2012 
R2 vary depending on the server's workload, but 
Windows Server can run on a system that has as little as 
512 MB of RAM and a 1.4 GHz (64-bit) CPU. [6] 

 

4. Corporate authentication 
 
One area where Windows servers are still huge is 
corporate authentication. Active Directory is a full 
authentication and authorization platform that integrated 
applications, users, computers and other resources. 
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Linux alternatives to Active Directory don't have the 
same support of devices and applications. 
 
 Microsoft Active Directory is the de facto standard for 
authentication because it is solid, reliable and secure, 
and in addition is widely supported by an array of third-
party products.[6] 

 
5. Vendor support for the server OS 
 
[6] Companies don't operate servers because they want to 
run a server. Companies rely on servers because they 
want the applications that support the business. It's a 
common belief that Windows offers bigger vendor 
support than Linux systems, but that is changing rapidly. 
As more applications move from the server to the cloud, 
corporations are mainly keeping big applications in 
house: Oracle and SAP, among others. Both Windows 
and Linux OSes support these apps. 
 
Microsoft is universally supported by the major server 
hardware vendors. Although some of the vendors might 
also offer servers that are provisioned with competing 
operating systems, they all support Windows Server. 
 
It isn't enough for the server manufacturers to support a 
particular operating system. For that OS to really be 
useful, IT shops need drivers readily available for add-
on hardware. Nearly all of the hardware manufacturers 
provide Windows drivers for their products.[6] 

 
 
6. Total Cost of Ownership (TCO) 
 
[6]It's true, Linux is a free operating system. But running 
Linux in the data center will cost you. The free 
distributions of Linux don't meet enterprise needs 
because they offer no guarantees. So let's dispel the 
myth that Linux is free and Windows is not. 
 
Most companies want the best possible reliability on 
servers for a good price. Linux itself is free; you'll pay 
for support. That is why the best Linux server 
OSes come from vendors such as Red 
Hat and SUSE that charge for support contracts. 
 
Linux is less expensive than Windows Server because of 
the pricing structure. There's no such thing as per-user 
licensing of Linux distributions, for example, so the 
potential cost saving of migrating servers from 
Windows to Linux is significant. 
 
Windows has long had a reputation as an expensive 
operating system, thanks to the price of the server OS 
combined with the required Client Access Licenses. 
Although Windows will likely always be more 
expensive to license than Linux, Microsoft is making 

changes to the licensing requirements for some products 
to appeal to organizations in which users deploy 
multiple devices. 
 
Also, tools and applications that may be used on the 
Linux Server are also free or relatively cheap. The total 
cost of ownership of the Linux server is simply 
unbeatable. 
 
 
7. Freedom 

 Unlike Windows, Linux offer its users freedom from 
vendors trying to lock you into certain product or 
protocols. You are free to mix and match what works best 
for your business. You have the power to control just 
about every aspect of the software 
 

a. Full access vs. no access 
Having access to the source code is probably the single 
most significant difference between Linux and Windows. 
The fact that Linux belongs to the GNU Public License 
ensures that users (of all sorts) can access (and alter) the 
code to the very kernel that serves as the foundation of 
the Linux operating system.  You  want  to  peer  at  the  
Windows  code? Good luck. Unless you are a member of 
a very select (and elite, to many) group, you will never 
lay eyes on code making up the Windows operating 
system. 
 

b. Licensing Freedom Vs. Licensing Restrictions 
Along with access comes the difference between the 
licenses. I’m sure that every IT professional could go on 
and on about licensing of PC software. But let’s just look at 
the key aspect of the licenses (without getting into 
legalese). With a Linux GPL-licensed operating   system,   
you   are   free   to   modify   that software and use and even 
republish or sell it (so long as you make the code available). 
Also, with the GPL, you can download a single copy of a 
Linux distribution (or application) and install it on as many 
machines as you like. With the Microsoft license, you can 
do none of the above. You are bound to the number of 
licenses you purchase, so if you purchase 10 licenses, you 
can legally install that operating system (or application) on 
only 10 machines.[8] 

 
 
8. Cloud readiness 
 
Started as an initiative of NASA and managed cloud 
provider Rackspace, OpenStack is a cloud framework 
run on Linux. Hundreds of leading companies in the 
computer industry support OpenStack,   including Red 
Hat, and look for it to become the de facto cloud 
infrastructure in the future. A lot of vendors have a 
proprietary cloud offering, such as Windows Azure on 
the Windows Server OS. 
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Microsoft markets Windows Server as a cloud operating 
system, with Microsoft Azure running on top of 
Windows Server and Hyper-V. Microsoft's software-as-
a-service offering of Office 365 also runs on Windows 
Server and Hyper-V. Both have millions of subscribers. 
Many third-party cloud service providers allow 
customers to create virtualized Windows Server 
instances in the cloud. [6] 

 

9. Application Requirement 
 

Windows applications which require a Windows server: 
ASP Classic, ASP.NET,MSSQL (Microsoft SQL 
Server), MS Access (Microsoft Access),Visual Basic 
Development, C# 

 
Applications that require a Linux-based server; 

SSH, Scripts or applications that require specific 
Apache modules.[7] 

10. Control Panel 

Windows servers and Linux servers use different 
control panels. cPanel is available on all Linux-based 
hosting plans, such as Linux Shared, Reseller, VPS and 
Linux Dedicated Servers. Also, WHM (Web Host 
Manager) is available on Linux Reseller, VPS and 
Dedicated Servers. 

Plesk is available on Windows Shared and Dedicated 
Servers.[7] 

11. File Names 
 
Another difference between Linux and Windows servers 
is that Linux files are case sensitive while Windows 
files are not. 
For example: 
On a Linux server, home.html and Home.html are 
different names. 
While on a Windows server, home.html, Home.html and 
HOME.HTML are all the same name. 
 
12. The Essential Differences Between Linux 
& Windows (Beginners Level) 
 
a. Drives   Don’t   Have   Letters,   They   Have 

Mountpoints 
 
The first thing that usually trips up people who come 
from Windows to Linux is that file systems aren’t 
assigned  letters  the  way  they  are  in  Windows. 
Instead, there is a single root filesystem whose path is 
“/”. If you must use the Windows analogy to help you 

conceptualize  it,  you  can  think  of  this  as  the  C:\ 
drive;  it’s  the  top  of  the  filesystem.  The  Disk 
Analyzer shows your Filesystem Usage and Layout 
Linux mounts new drives in folders inside the root 
filesystem. You’ll notice that if you plug in a USB key, 
it will be mounted to a path like 
“/media/partition-name”. This makes more sense 
because in. Linux, there is a single filesystem layout, 
starting at root (“/”or “slash”) and everything is located 
beneath it; for example, user files go in /home (“slash 
home”). If you want to keep your user files on a separate 
disk or partition, you don’t have an E: drive; instead you 
simply mount your separate disk as/home. 
 
b. There is no registry 
Linux doesn’t use a single database of configuration 
options, the way Windows does with its registry. 
Instead, there are many individual configuration files, 
typically in a simple text format (but increasingly in 
XML), that can be edited by hand using a text editor if 
need-be. You’ll find the system-wide configuration files 
in the /etc directory; your user-specific configuration 
files will typically be located in hidden directories in 
your home folder. This is better than Windows because 
it means that there is no single point of failure for 
system configuration. If one configuration file becomes 
corrupt, only that function breaks and everything else 
works fine. It also makes it easy to backup configuration 
files — it’s the same as copying all other files — and to 
troubleshoot problems: often if you ask for help on the 
internet, the first thing people will ask for is a copy of 
your configuration files.. 
 
c. Software comes from the repos, not CDs or 

websites 
In the Windows world, if you need to find a program to 
perform a task you’ll typically have to Google for it and 
install it using its own installer. Or, you can go to the 
store and browse the CDs in the software isle. You wind 
up hoping that it uninstalls correctly later, and that you 
don’t pick up viruses from some unknown program you 
found on an obscure website. Popular Linux 
distributions, by contrast, have done away with this 
“hunt and peck” style of software installation, and 
replaced it with the concept of “software repositories.” 
 
d. Add/Remove Programs in Fedora 
When you want to install a program, you simply fire up 
the add/remove programs utility, search for the program  
you  need,  and  install  it.  The  package manager will 
figure out all the requirements and do the work for you 
— and the same goes for when you want to uninstall the 
program, too. This keeps your computer clean of 
unnecessary programs, and helps to make sure you don’t 
wind up installing some program that is going to steal 
all your personal data. 
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e. Don’t login as root 
It’s common practice for Windows users to login as the 
system administrator all the time. This is one of the 
major reasons why Windows computers are so easily 
infected with viruses and malware; you are always  
playing  God,  and  any  program  can  do anything  it  
wants.  In  Linux,  the  administrator  is called “root”, 
and you should use root access only when you 
absolutely need it. Modern distributions and interfaces 
will prompt you for the root password when it’s 
required, such as when you try to install programs or 
modify system settings. Aside from this, you should 
always log in as a regular user. You’ll find that you 
don’t need to be an administrator user all the time, and 
that your system survives much longer because of it! 
 
f. Help is available and it’s free! 
Changing to Linux can be fun and educational  but it 
can also be frustrating when you find something that  
doesn’t  work  quite  right,  or  when  you  can’t figure 
out how to do something you need to get done. One of 
the best parts about switching to Linux is that there are 
plenty of people who have done it before, and who were 
once in the same place you are now, and they are more 
than happy to help you out. Don’t hesitate to ask for 
help. [1] 
 
13. Usability and Resource 
 
a. Online Peer Support Vs. Paid Help-Desk 
Support  
 
With Linux, there is the  support of a huge community 
via forums, online search, and plenty of dedicated Web 
sites. Also, you can purchase support contracts from 
some of the bigger Linux companies (Red Hat and 
Novell for instance). However, when you use the peer 
support inherent in Linux, you do fall prey to time. You 
could have an issue with something on your Linux, post 
on a forum, and within few minutes be flooded with 
suggestions or sometimes it could take longer. Also, you 
can do the same with Microsoft and depend upon your 
peers for solutions.  There are just as many help 
sites/lists/forums for Windows as there are for Linux. 
And you can purchase support from Microsoft itself. 
Most corporate higher-ups easily fall victim to the safety 
net that having a support contract brings. 
 
b. Command Line Vs. No Command Line 
 
No matter how far the Linux operating system has come 
and how amazing the desktop environment becomes, the 
command line will always be an invaluable tool for 
administration purposes.  You could use a Linux 
machine for years and never touch the command line. 
Same with Windows, You can still use the command 
line with windows but not nearly to the extent as with 

Linux. And Microsoft tends to obfuscate the command 
prompt from users. Without   going   to   Run   and   
entering   cmd   (or command, or whichever it is these 
days), the user won’t even know the command-line tool 
exists.[8] 

 
 
c. Flexibility Vs. Rigidity 
 
I always compare Linux (especially the desktop) and 
Windows to a room where the floor and ceiling are 
either movable or not. With Linux, you have a room 
where the floor and ceiling can be raised or lowered, at 
will, as high or low as you want to make them. With 
Windows, that floor and ceiling are immovable. You 
can’t go further than Microsoft has deemed it necessary 
to go. Take, for instance, the desktop. Unless you are 
willing to pay for and install a third- party  application  
that  can  alter  the  desktop appearance, with Windows 
you are stuck with what Microsoft has declared is the 
ideal desktop for you. With Linux, you can pretty much 
make your desktop look and feel exactly how you 
want/need.[9] 
 
d. Multilayered  run  levels  vs.  a single-layered 

run level 
Her am talking about Linux’ inherent ability to stop at 
different run levels. With this, you can work from either 
the command line (run level 3) or the GUI (run level 5). 
This can really save your socks when X Windows is 
fubared and you need to figure out the problem. You 
can do this by booting into run level 3, logging in as 
root, and finding/fixing the problem.   With Windows, 
you’re lucky to get to a command line via safe mode 
and then you may or may not have the tools you need to 
fix the problem. In Linux, even in run level 3, you can 
still get and install a tool to help you out. [10] 
 
e. Graphical user interface 
In Linux, a number of desktop environments are 
available, of which GNOME and KDE are the most 
widely used.  In  windows,  window  manager  is  the 
Desktop Window Manager on Windows Vista, and a 
Stacking window manager built on top of GDI in older 
versions. The desktop environment may be modified by 
a variety of third party products such as Window Blinds; 
or completely replaced, for example by Black box for 
Windows, or Lite Step. [11] 
 
f. Command-line interface 
 
Linux is strongly integrated with the system console. 
The command line can be used to recover the system if 
the graphics subsystem fails. In Windows, The 
Command Prompt exists to provide direct 
communication between the user and the operating 
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system. A .NET-based command line environment 
called Windows PowerShell has been developed. [4] 
 
14. Installation 
 
a. Centralized Vs. Non Centralized Application 

Installation 
The heading for this point might have thrown you for a 
loop. But let’s think about this for a second. With Linux 
you have (with nearly every distribution) a centralized 
location where you can search for, add, or remove 
software. I’m talking about package management 
systems, such as Synaptic. With Synaptic, you can open 
up one tool, search for an application (or group of 
applications), and install that application without having 
to do any Web searching (or purchasing). Windows has 
nothing like this. With Windows, you must know where 
to find the software you want to install, download the 
software (or put the CD into your machine), and run 
setup.exe or install.exe with a simple double-click.  For 
many years, it was thought that installing applications 
on Windows was far easier than on Linux, for many 
years, that thought was right on target. Not so much 
now. Installation under Linux is simple, painless, and 
centralized.[12] 

 
b. Ease of Installation 
In  Linux,  most  distributions  intended  for  new  or 
intermediate  users  provide  simple  graphical installers. 
On Windows Server 2003 and prior, the installation is 
divided into two stages; the first, text- mode; the second, 
graphical. On Windows Vista and newer, the installation 
is single stage and graphical.[8] 

 
c. Device drivers 
Linux kernels in most distributions include the majority 
of drivers available as modules. They are loaded at boot 
without user interaction. Most drivers are included in 
the kernel source tree; however there are several 
manufacturers which distribute proprietary drivers. The 
Windows installation media usually contains enough 
drivers to make the operating system functional. To this 
end, "generic" drivers may be used to provide basic 
functionality. [13] 
 
d. Installation via Live Environments 
Almost all Linux distributions now have a live CD that 
may be used for testing, install or recovery. In 
Windows, May be installed through the Windows Pre-
installation Environment or BartPE, but only the former 
is endorsed by Microsoft. [8] 

 
e. Partitioning 
 
In Linux, Most file systems support  resizing partitions 
without losing data. LVM provide dynamic partitioning.  
All Linux distributions have bundled 

Partitioning software such as fdisk or gparted. In 
Windows, expanding NTFS partitions is possible 
without problems, and on Vista it is possible to shrink 
partitions as well. Dynamic Disks provide dynamic 
partitioning. [8] 

 
f. File Systems 
In Linux, Supported: ext2, ext3, ext4, ReiserFS, FAT, 
ISO 9660, UDF, NFS, NTFS, JFS, XFS, Minux and 
GmailFS.   Archives   and   FTP   sites   also  can  be 
mounted as filesystems.  
 
Windows supported: NTFS, FAT, ISO 9660, UDF, and 
others; 3rd-party drivers available for ext2, reiserfs, 
HFS and the Dokan (a FUSE equivalent) User Space 
filesystem, which allows user-space programs to mount 
drives. [14] 
 
 
15. Performance 
 
a. Process Scheduling 
Linux kernel 2.6 once used a scheduling algorithm 
favoring interactive processes. Here "interactive" is 
defined as a process that has short bursts of CPU usage 
rather than long ones. It is said that a process without 
root privilege can take advantage of this to monopolize 
the CPU, when the CPU time accounting precision is 
low. NT-based versions of Windows use a CPU 
scheduler based on a multilevel feedback queue,  with  
32  priority  levels  defined.  The  kernel may change the 
priority level of a thread depending on its I/O and CPU 
usage and whether it is interactive (i. e. accepts and 
responds to input from the user), raising the priority of 
interactive and I/O bounded processes and lowering that 
of CPU bound processes, to increase the responsiveness 
of interactive applications.[15] 
 
b. Memory Management Disk (Paging) 
 
Most hard drive installations of Linux utilize a "swap 
partition",   a   partition   dedicated   exclusively   for 
paging operations.  This reduces slowdown due to disk 
fragmentation from general use. Windows NT 
family (including  2000,  XP,  Vista,  Win7)  most 
commonly employs a dynamically allocated page file 
for memory management. A page file is allocated on 
disk, for less frequently accessed objects in memory, 
leaving more RAM available to actively used objects. 
[16] 
 
c. Default File Systems 
Linux most commonly uses the Ext4  file system, which 
is unsupported by Windows. Ext4 avoids fragmenting 
the disk as much as possible, far more so than NTFS. 
Linux can, if desired by the user, install and run on an 
NTFS file system - though no mainstream distributions 
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do this by default. The way the default Windows' file 
system NTFS works causes files to become fragmented, 
degrading the performance of the system significantly 
over time and it requires regular defragmenting to 
combat this. [17] 
 
16. Emulation and virtualization 
 

a. Hardware emulation and virtualization 
VMware,  Virtual  Box,  Xen,  Parallels,  Win4Lin. KVM 
and QEMU can be used to run other operating systems 
within Linux. VMware, Virtual Box, Virtual PC, Virtual 
Server, Hyper-V (only available on 64-bitversions of 
Vista SP2, Windows 7, and Windows Server 2008), 
Parallels, QEMU can  be used to run other operating 
systems within Windows.[8] 
 

b. Binary emulation, alternative API  
 
In Linux, Several projects including Bordeaux, Cedega, 
Cross Over, and Wine attempt to implement Windows 
API on top of Linux.  In Windows, Several projects 
attempt   to   set   up   Unix-like environments   in 
Windows. Only Microsoft Windows Services for UNIX   
is   supported   by   Microsoft.   Unsupported 
alternatives are LINA, and Cygwin. [16] 
 
RELATED WORKS 
 
1- “Shatter” 
Some applications on Windows are running as both a 
service and an interactive Graphics User Interface (GUI) 
front end. And very often, theseservices are running 
under “LocalSystem” privilege. Since they are also 
enabled to interact with users, amalicious 
user could take advantage of the GUI,specifically a text 
box to inject and redirect thesystem to run arbitrary code 
under the privileged“LocalSystem” [18], [19]. With a 
piece of specially crafted code called “shellcode”, the 
malicious user could escalate her privilege by spawning 
a new shell with the all 
powerful “LocalSystem” privilege. This type of attack is 
dubbed “Shatter” attack, i.e. breaking the “Windows”. 
“Shatter” attack takes advantage of the inherent 
weakness within the Windows messaging infrastructure 
[18], [19], i.e. it does not check the security context of 
the source input sent to a service running under the 
“Local System” privilege. In spite of the claim that these 
vulnerabilities cannot be fixed in Paget’s papers [18], 
vendors of these vulnerable applications were able to fix 
their software so that they are no longer a threat. This is 
verified with the current versions of some software 
mentioned in Lavery’s paper [20]. Kerio 
PersonalFirewall (Version 4.1.3), Sygate Personal 
FirewallPro (Version 4), McAfee VirusScan (Version 
7.0) and WinVNC 

(Version 4.1.1) are no longer vulnerable to the “Shatter” 
attacks. As Paget acknowledged in a later paper of his, 
these types of vulnerabilities could be fixed by applying 
a technique called filtering [19]. What filtering does is 
basically checking the security context of the source of 
the input and thus preventing un-trusted user from 
sending specially crafted input 
to the privileged services. However, the best way of 
preventing this type of attacks all together is to stop 
having a privileged service to interact with users 
directly. Instead, there should be a separated module to 
handle the user interface. As a proxy, this module 
should not be running under any privileged security 
context and then this module will do the validation of 
the input and pass the input onto the more privileged 
services. 

COMPARATIVE ANALYSIS OF LINUX SERVER 
vs WINDOWS SERVER OPERATING SYSTEM 

Linux, according to IDC 
(http://news.com.com/2100-1001-253320.html?legacy=
cnet) figures tracking it's growth over the past few 
years, is the fastest growing operating system platform 
in the industry. In 2001 it accounted for around 27% of 
all server installs, second only to Windows.  IDC 
predict that this will increase to 29% of all servers, not 
just new installations, by 
2008(http://www.infoworld.com/article/04/06/17/HNid
clinux_1.html, 
http://www.novell.com/linux/truth/index.html). 

The report below shows the usage statistics of Linux vs. 
Windows as operating system on the web.  

Usage 

The report below shows the usage statistics of Linux vs. 
Windows as operating system on the web(29 August 
2015).  

This diagram shows the percentages of websites using 
the selected technologies. 

How to read the diagram: 
Linux is used by 35.9% of all the websites whose 
operating system we known (according to W3Techs), 
while 32.90 uses Windows. 
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Percentages of websites using various operating 
systems 

Usage broken down by ranking 

This diagram shows the percentages of websites using 
the selected technologies broken down by ranking.  

How to read the diagram: 
Linux is used by 35.9% of all the websites whose 
operating system we know. 
Linux is used by 38.5% of all the websites whose 
operating system we know and that rank in the top 
1,000,000. 

 

 

Percentages of websites using the selected operating 
systems broken down by ranking. 

Market Share 

Internet based servers' market share can be measured 

with statistical surveys of publicly accessible servers, 

such as web servers, mail servers[58]or DNS servers on 

the Internet: the operating system powering such 

servers is found by inspecting raw response messages. 

This method gives insight only into market share of 

operating systems that are publicly accessible on the 

Internet. 

There will be differences in the result depending on 

how the sample is done and observations weighted. 

Usually the surveys are not based on a random sample 

of all IP numbers, domain names, hosts or 

organisations, but on servers found by some other 

method. Additionally, many domains and IP numbers 

may be served by one host and some domains may be 

served by several hosts or by one host with several IP 

numbers. From the table below it can be seen that 

Linux have a greater Market share than Windows, 

S o u r c e D a t e 

Unix, Unix-like  Microsoft Windows  

References A l l Linux  BSD  Unknown   

W3Techs Feb-15 67.80% 3 5 . 9 0 % 0 . 9 5 % 3 0 . 9 0 % 3 2 . 3 0 % [ 5 9 ] [ 6 0 ] 

Security Space Feb-14 <79.3% N / A > 2 0 . 7 % [ 6 1 ] [ 6 2 ] 

W3Cook May-15 98.30% 9 6 . 6 0 % 1 . 7 0 % 0 % 1 . 7 0 % 
 

N o t e 

W3Techs checked the top ten million web servers daily from June 2013, but W3Techs's definition of "

N o t e 

W3Cook checks the top one million web servers monthly, taken from the Alexa ranking, using HTTP headers, DNS records, and WHOIS data, among other sourc
https://en.wikipedia.org/wiki/Usage_share_of_operating_systems
#Market_share_by_category 

Total Cost of Ownership (TCO) 

A research was carried out by Cybersource 
(http://www.cybersource.com.au/) toexamine the 
purchase and total operational costs of running an 
enterprise on Linux and Open Source software in 
comparison to Microsoft's Windows computer system 
platforms. Theymodeled  an  organization  with  250 
computer using  staff,  an appropriate number of 
workstations, servers, Internet connectivity, an 
e-business system, network cabling and hardware, 
standard software, and salaries for IT professionals to 

31.00% 32.00% 33.00% 34.00% 35.00% 36.00% 37.00%

Linux

Windows

32.00% 34.00% 36.00% 38.00% 40.00% 42.00% 44.00%

Linux

top 1,000

top 10,000

top 100,000

top 1,000,000

Overall

0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00%

Windows

top 1,000

top 10,000

top 100,000

top 1,000,000

Overall
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establish and support this infrastructure and technology. 
They also added IT training for the staff along with 
expenditure items for ancillary IT systems and external 
consulting staff to assist in making it all work. 

The final results are summarized in the tables below. 
One compares the TCO difference between Standard  
Linux (namely  the one  that isn't  acquired  with a  
pre-paid  support contract)  and Microsoft's platform. 
The second compares Red Hat's managed Enterprise 
Linux and Microsoft's platform. Both models include 
costing for deployment on either a site's existing 
equipment or through a complete hardware refresh. 

S t a n d a r d  L i n u x  S o l u t i o n  v s .  M i c r o s o f t  S o l u t i o n 
  Microsoft Solution  Lin ux Stan dar d Solut io n  Savings Ac hi e ve d b y Usin g Op en S our ce  Percentage Saved 

E xi s t i n g har d w a r e  &  i n fr as tr u c tu r e  i s u s e d  $1,066,712  $682,090  $384,622  3 6 % 

N e w  h ar dw ar e  & i nfr as tr u c tur e i s p u r ch as e d  $1,366,883  $1,012,260  $345,623  2 6 % 

 
 
 

 

 

Red Hat Enterprise Linux Solution vs Microsoft Solution 
  Microsof t 

Solution 
Red  Hat  Ent erpri se Linux Soluti o n  Savi ngs A chi eved by Us ing Open So urc e  Percentage Saved  

Exi sti ng ha rd war e & in fras tr u ct ur e is u se d  $1,066,712  $781 ,279  $285,433  2 7 % 
New har dwa re & i n fras truct ur e i s p urcha sed  $1,366,883  $1,111,450  $255,433  1 9 % 

 
 

 

 

SECURITY 

Vulnerability 

Top 10 Critical Vulnerabilities past 30 days 
      
19-08-2015 09:18 Microsoft 
7 /9 / 2 0 1 5  1 6 :3 9 I B M 

 

7 /9 / 2 0 1 5  1 6 :0 9 I B M 
7 /9 / 2 0 1 5  1 5 :2 8 S U S E 

 

7 /9 / 2 0 1 5  1 4 :4 6 I B M 
7 /9 / 2 0 1 5  1 2 :4 0 N o v e l l 
4 /9 / 2 0 1 5  1 5 :2 5 Red Hat 
4 /9 / 2 0 1 5  1 4 :5 7 I B M 
4 /9 / 2 0 1 5  1 3 :0 5 D e b i a n 

 

2 /9 / 2 0 1 5  1 8 :0 8 N o v e l l 
 

source: http://secunia.com/community/#statistics_month Report for august 2015 

Linux has often been touted as a more secure platform. 
In part, this is because of the "many eyeballs" maxim of 
open source software that claims a correlation between 
the number of developers looking at code and the 
number of bugs found and resolved. While this has 
some validity, it is not necessarily the best way to 
develop secure software.  

A number of third-party reports have questioned how 
safe the Linux platform really is. For example, a recent 
independent study by Forrester, Is Linux More Secure 
than Windows?, highlighted that the four major Linux 
distributions have a higher incidence and severity of 
vulnerabilities, and are slower than Microsoft to 
provide security updates. 

According to Forrester, Microsoft had the lowest 
elapsed time between disclosure of a vulnerability and 
the release of a fix. They found that Microsoft 
addressed all of the 128 publicly disclosed security 
flaws in Windows over the 12-month period studied, 
and that its security updates predated major outbreaks 
by an average of 305 days.  
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(https://www.microsoft.com/mscorp/execmail/2004/10-
27platformvalue.mspx 

Forrester believes, though, that the judging of how well 
operating system vendors deal with security problem is 
bigger than just quick patch release and how well the 
vendor enables administrators to apply those patches. 
To Forrester, the key questions in judging operating 
systems are: how quickly does an operating system 
vendor fix public security vulnerabilities; how severe 
are those problems, compared with other vendors; and 
how close the vendor gets to fixing 100 percent of its 
security flaws. 

To get quantitative answers to these questions, Forrester 
used two metrics. The first is the number of days 
between when a problem is publicly disclosed and 
when the operating system vendor releases its fix. In 
Linuxs case, a component maintainer—such as The 
Apache Software Foundation for the Apache Web 
server—can patch security holes, but then there may be 
a delay before the Linux distributor releases the 
component creators patch. Forrester calls this period the 
"distribution days of risk." 

The second metric is the United States National 
Institutes for Standards and Technologys ICAT 
projectstandard for high-severity vulnerabilities. 
According to ICAT, high-severity vulnerabilities can be 
used for exploits that enable any of the following: 1) a 
remote attacker to violate the security of a system (i.e., 
gain an account), 2) a local attacker to gain complete 
control of a system or 3) the Computer Emergency 
Response Team Coordination Center to issue an 
advisory. 

Using these metrics, Forrester looked at security-
vulnerability data for the period between June 1, 2002 
and May 31, 2003 for the operating systems Debian, 
Mandrake, Windows, Red Hat and SuSE. 

Microsoft came in with the lowest average "all days of 
risk" with an average of 25 days between disclosure and 
fix release. In addition, the company fixed all of its 
security holes. However, ICAT classified 67 percent of 
Microsofts vulnerabilities as high-severity, placing 
Microsoft "dead last among the platform maintainers by 
this metric," the report noted. 

By comparison, only 56 percent of Red Hat Inc.s Linux 
distributions vulnerabilities were qualified as high-
severity. Red Hat fixed 99.6 percent—all but one—of 
the 229 applicable Linux vulnerabilities. Red Hat and 
The Debian Project—which is run by Software in the 
Public Interest Inc., a non-profit group that runs a 

number of similar projects—were the fastest of the 
Linux distributors, taking 57 days to fix these problems. 
Debian had the least number of distribution days of risk 
for the Linux vendors but only fixed 96.2 percent of the 
vulnerabilities. 

MandrakeSoft had a poor days-of-risk showing, but 
ICAT numbers showed only 60 percent of its flaws to 
be high-severity. The company fixed 99 percent—all 
but two—of its 199 applicable vulnerabilities. 

SuSE Linux, now owned by Novell Inc., did better than 
MandrakeSoft in resolving problems in a timely 
manner, but ICAT considered 63 percent of SuSEs 176 
applicable vulnerabilities severe. Of those 
vulnerabilities, SuSE only fixed 97.7 percent. 

Based on these results, Forrester didnt come out with a 
single recommendation. Instead, the analyst firm 
recommends that businesses that value quick patches 
look to Microsoft and Debian. At the same time, 
though, Forrester is concerned that Microsofts new 
monthly security policy may delay important fixes. 

If your business has relatively unsophisticated 
administrators, Forrester recommends MandrakeSoft, 
Microsoft and SuSE, since all three of these companies 
"hang their hats on the ease with which relatively 
unskilled users and administrators can install, 
configure, and patch their platforms," according to the 
report. If your staff is a step above that, Forrester 
recommends Red Hat and Microsoft. 

Other independent sources of data show similar 
conclusions. According to statistics posted on the 
security Web site Secunia, Red Hat Enterprise Linux 3 
has averaged 7.4 security advisories per month, 
compared with 1.7 advisories for Windows Server 
2003. 

http://www.eweek.com/c/a/Linux-and-Open-
Source/Linux-vs-Windows-Which-Is-More-Secure 

Conclusion 
 
After Comparing the key areas of both operating system 
that are important for the smooth operation of a good 
server, it can be observed that even though some writers 
do not  agree that the Linux operating system is better 
secured than window more stable, free/cheaper, while 
windows is more user friendly. The choice of which is 
best for deployment for an organization totally depends 
on the IT professional after considering the above 
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points and other factors  such as company standards, IT 
staff skills,  
competencies, application availability etc. The aim of 
this work is not to pick out the best but to compare both 
server operating systems.  
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