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Abstract 
 In this research, a video steganography technique is proposed which hides the message bits in 10 random and 
dynamically selected frames. The presented algorithm can be applied to coloured videos. Here the user selects a 
original video, secret data, and a 10 digit secret key. The secret data is then hidden into the 10 selected frames on the 
basis of the secret key with the proposed algorithm. Thus, how a stego video is created. The receiver then uses this 
stego video to extract and access the secret message hidden into this stego video by entering the correct password. 
However access to the hidden message is revoked if the user enters an invalid password. 
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I. INTRODUCTION 
Steganography is the skill of hiding secret information imperceptibly in a cover medium. The phrase 
“Steganography” is drawn from Greek origin and means invisible written data message. Hence, the core idea of 
steganography is to secrete the very existence of the message in the cover medium. Steganography comprise a vast 
collection of methods for secret communication which conceal the very existence of hidden information. Traditional 
techniques include use of invisible inks, microdots etc. Modern day generally steganography methods try to take 
advantage of the digital images and video files. Any media that can be encoded in a machine-readable format is 
called Digital Media. Digital media can be created, viewed, distributed, modified and preserved on computers. 
Computer programs and software; digital imagery, digital video; web pages and websites, including social media; 
data and databases; digital audio, such as mp3s; and e-books are examples of digital media. 

The organization of the paper trails as:  Review of previous techniques is given in Sect. II. Section III focuses on the 
Identical Matching Technique. Section IV explains the proposed algorithm. Section V reports a number of 
experimental results to demonstrate the performance of the new algorithm. Finally, conclusions are drawn in Sect. 
VI. 
 

II. LITERATURE SURVEY 

In this section, the necessary background required for the research is discussed. The majority of the uses of 
steganography systems today multimedia object such as image, audio, videos etc. as cover because people often 
support broadcast digital images on electronic mail and any other communication from the Internet [1]. In ancient 
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times secret messages were covered on the back of wax, script tables. The message was tattooed on the scalp of 
slaves or written on the rabbit’s stomach to hide. Invisible ink has been utilized from centuries for enjoyment via 
children and students and for grave work infiltrated via spies and terrorists [6].  

N. Provos [2] in their work focus on attack blind attacks which will be proposed in the search for steganography for 
JPEG domain steganography It is based on the 13 derived characteristics an image Wavelet coefficients. This attack 
has first made a level n of a decomposition of wavelet image and calculates that four to know average 
statistics, Variance, skewness and kurtosis for each set of coefficients for a sum of 12( − 1) 
coefficients. Another technique used genetic algorithm and an Optimal Pixel Adjustment Process, OPAP, to 
enhance the quality of a Stego image [3]. Experimental results show that a stego image is indistinguishable from the 
cover-image. The stego-image can embed 4 bits per pixel, and the mean square error of a stego image is much lower 
than results for previous method. A secret image can be transferred safely using this technique. In general, in this 
secret image each pixel is disarranged and adjusted all of them to form a suitable string of bits that could be 
embedded. Then these bits are embedded into the cover image in corresponding places, and this image would 
become a stego image that hides secret data. 

An adaptive LSB replacement based message hiding technique for image was proposed to attain enhanced visual 
excellence of stego-image [4]. It takes care of noise susceptible region for implanting. This technique separate and 
takes benefits of standard texture and edges region for implanting. This technique analyzes the edges, intensity and 
texture masking of the cover-image to compute the number of k-bit LSB for secret data implanting. 

Later, the method proposed by S. Singh alter few pixel of colour value; and selected pixel values are used to 
represent characters as a substitute of a colour value and the resultant image still appear like the original one [5]. The 
outcome of this paper is to generate a cross platform that can effectively hide a message inside a digital image file. 
An image is the combination of several pixels and each pixel has three colour numbers and an image consist of 
millions of numbers. So the change in few colour numbers result the picture which would probably look a lot likes 
the original image. In this paper authors presented the technique which worked by changing a few pixel colour 
value. Selected pixel values were used to represent characters instead of a colour value. Obviously the resulting 
image was look mostly like the original except that a few points seem little out of place if someone looks very 
closely. 
 
Another technique uses video as cover media for hiding the secret message and used computer forensics as tool for 
authentication [8]. Our aim is to hide an image and text behind a video file. Suitable algorithms such as 1LSB, 
2LSB, 3LSB are used. We apply 4LSB substitution method for embedding large amount of data behind selected 
frame of video, hence it is very difficult to find in which part of video data is hidden. Also even though it is not 
possible to detect or suspect that the data is carrier of secret message or not by visual methods some of the methods 
like histogram can help funnel the amount of suspected data. 
 
The method proposed by P. Yadav, N. Mishra and S. Sharma [9] hides a secret video stream in cover video stream 
using sequential encoding and symmetric encryption techniques. Each frame of secret video will be broken into 
individual components then converted into 8-bit binary values, and encrypted using XOR transformation with secret 
key and encrypted frames will be hidden in the LSB bits of each frames using sequential encoding of Cover video.   
There is no visual distortion in original video and have high quality (high PSNR) in stego video. 
 
A new steganographic method was projected to embed the secret data inside a cover image based on least-
significant-bit (LSB) replacement method [10]. The embedding process predominantly concentrates on distributing 
the secret message inside one share of a color image to appear like a 3D geometric shape. The dimensions of the 
geometric shape are variable pursuant to the size of secret message. Data distribution process makes our method to 
be of a great interest as of being so difficult for the hackers or intruders to reconstruct the shape from stego images, 
thereby the security is improved. Furthermore, compare the performance of approach with two other relevant 
approaches in terms of peak signal-to-noise ratio (PSNR). The contribution of our approach was immensely 
impressive. 
 
An improved RLSB technique to embed the secret message in video is used to generate pseudo random numbers and 
select random pixels to hide the secret message inside the video and achieve high PSNR and low MSE values with 
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better quality [11]. An analysis between sequential LSB and RLSB is done and conclude that RLSB has high PSNR 
than LSB. 
 
 
III. IDENTICAL MATCHING TECHNIQUE 

The embedding process shown in figure can be best understood with the help of example. Let secret message to be 
embedded is ‘HELLO’. Convert it into binary:  

1101000 1100101 1101100 1101100 1101111 

Suppose 1st pixel of image with following values 

10110010 11110000 01100100 

Consider first two bits of message and red component of first pixel. Now search about identical bits between 
considered message bits and pixel values at seven different locations as shown in Fig. 1. 

 

Fig. 1 Identical bits between message and pixels at 7 different locations 

It can be seen that identical match for message bits ‘11’ is found at 5th location. So this location will be stored in 
table. In [7], message is compared at only 4 locations. This will improve the quality of image. 

Now consider next two bits of message ‘01’ and green component of same pixel and similarly compare these 
message bits to find identical match as shown in Fig.2. 

 

 

Fig.2 Bit Comparison 

For comparison shown in above figure, no identical message is found for message bits.  So least two significant bits 
of this green component are replaced with message bits ‘01’ as shown in Fig. 3. 
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Fig. 3 Replaced bits 

This process is repeated until whole message is embedded into image. When all the three components of one pixel 
are processed, it is advanced to next pixel and process goes on. At the receiver end during extraction, exactly reverse 
process of embedding is followed to extract message from steganography image. 

 
 
 
 

IV.        PROPOSED ALGORITHM 
 
Data Hiding Algorithm: 

Input: Cover Video, Secret Key, Secret Data 

Output: Stego Video, Bit Positions 

Step 1: Extract all the frames N from input video file. 

Step 2: Enter 10 digit secret key for random frame selection where each digit of key is 8 bit. 

Step 3: Calculate an offset value using total number of frames in video for uniform selection of frames. 

=        (12) 

Step 4: Using the ASCII values of 10 digits of the key entered in step 2 & offset value calculated in step 3 to 
generate 10 random functions to select 10 random frames from the video for watermarking. If the digits of key are a, 
b, c, d, e, f, g, h, i, j then the 10 functions will be 

1 = ( ∗ 0) + ( + ) 

2 = ( ∗ 1) + ( + ) 

3 = ( ∗ 2) + ( + ) 

4 = ( ∗ 3) + ( + ) 

5 = ( ∗ 4) + ( + ) 

6 = ( ∗ 5) + ( + ) 

7 = ( ∗ 6) + (ℎ + ℎ) 

8 = ( ∗ 7) + ( + ) 

9 = ( ∗ 8) + ( + ℎ) 

10 = ( ∗ 9) + ( + ) 

If addition of ASCII values of two digits is greater than the offset value, then offset value is subtracted from their 
sum to get a number which is less than offset value. These 10 values of 1 to 10 represent the frame number. 
Frames with these frame numbers are selected for steganography. 
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Step 5: Convert the secret message into the binary bit stream. 

Step 6: Get the entire components from the selected RGB frame in which the data is to be embedded. 

Step 7: Hide 2 bit of information in all components of a pixel and by finding identical match and store the bit 
positions where match is found. 

Step 8: Repeat step 7until whole of the information is hidden. 

Step 9: Integrate the modified blue, red and green components to get the stego RGB Frame. 

Step 10: Repeat step 6 to step 9 for all the selected frames for steganography to get the stego frames. 

Step 11: Store the key used in step 2 into the red component of frame 1. Set the first pixel value to zero in the red 
component of frame 2. 

Step 12: Store the address of selected frames in step 4 into the green component of frame 1. 

Step 13: Create the stego video using the modified frames by placing them to their respective position. 
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Fig. 4 Message Hiding Process 

 

Data Retrieval Algorithm: 
Input: Stego Video, Secret Key, Bit Positions 

Output: Secret Message 

Step 1: Extract all the frames N from watermarked video file. 

Step 2: Ask the user to enter the secret key. 

Step 3: Extract the original key stored in the red component of frame 1. 

Step 4: Compare both the keys from step 2 & step 3. And increment the first pixel value in the red component of 
frame 2 every time key does not match 

Step 5: When this pixel value reaches four then corrupt the video file by writing zero to all pixel values of video. 
And stop the extraction process.. 

Step 6: If key matches then get address of stego frames stored in green component of frame 1. 

Step 7: Select the blue component of watermarked frame from which the watermark is to be extracted. 

Step 8: Use bit positions stored in hiding process and selected stego stego frames to retrieve the 2 message bits from 
each component of pixel. 

Step 9: Repeat step 8 until whole data is retrieved. 

Step 10: Rearrange the bit stream to get meaningful stored information. 
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Conversion of Video into N Frames Video File 

Secret Message 
10 Selected Frames for Steganography 
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Fig. 5 Message Retrieval Process 

V. SIMULATION AND RESULTS 

Simulation results are presented in this chapter using the proposed method. The performance of the presented video 
steganography algorithm is evaluated on the basis of imperceptibility, data payload, security, complexity and speed. 

To evaluate the performance of proposed algorithm we conducted experiments on different videos of different sizes 
& different frame rate and different message of different length of characters is embedded in each video to verify the 
results from the proposed algorithm. But here results are discussed for a 7.6 seconds duration video clip of “rhinos” 
at a frame rate of 15frames/sec constituting of 114 frames. Secret key used is “RajwantS” based on which 10 
random frames from the video are selected for steganography. A secret message of length 32KB was used to hide 
for experiment with this video. This secret message was used to embed in each of the selected 10 frames. 10 random 
frames selected from the video for steganography & corresponding stego frames are shown in Fig. 6. 

As a measure of the quality of a Stego frame, Bit Error Rate (BER), Peak Signal to Noise Ratio (PSNR) and Mean 
Squared Error (MSE) is calculated between the original frame and the corresponding Stego frame. 

MSE =  ∑ ∑ (x(i, j) − y(i, j))     (1) 

= 10 log
√

      (2) 

Higher the value of PSNR better is the quality of the Stego frame. 

  =                            (3) 

The value of BER which is closer to zero represents more quality of the Stego frame. 
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Fig. 6 Selected video Frames & corresponding Stego Frames 

 

 

Fig. 7 Average Values of PSNR, MSE  and BER of All the Frames 

 

 

 

S. No. Random Selected Frame MSE PSNR BER 

1 Frame number  0.0069 69.7410 0.0143 

2 Frame number  0.0072 69.5419 0.0144 

3 Frame number  0.0097 68.2762 0.0146 

4 Frame number  0.0161 66.0518 0.0151 

5 Frame number  0.0250 64.1505 0.0156 
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6 Frame number  0.0252 64.1135 0.0156 

7 Frame number  0.0218 64.7471 0.0154 

8 Frame number  0.0015 76.3502 0.0131 

9 Frame number  0.0014 76.7291 0.0130 

10 Frame number  0.0017 75.8511 0.0132 

11 Average Value 0.0117 69.5552 0.0144 

 

 
Table 1: Values of MSE, PSNR, and BER for all the Frames & their average 

 

 

 

Performance Parameters 
Presented 

Algorithm 

Analysis of Secured 
Video Steganography 

using Computer 
Forensics [8] 

A Secure Video 
Steganography with 
Encryption Based on 
LSB Technique [9] 

Imperceptibility 

Performance 

PSNR 

(db) 
69.55 53.47 36.45 

Hiding Technique 2 bit identical 4 bit LSB 1 bit LSB 

Video Frame Hiding Random & 
Dynamic Sequential Sequential 

Encryption method Not Used Not Used Used 

Embedding Time 
Fixed 

 

Varies and Video 

Dependent 

Varies and Video 

Dependent 

Complexity Simple Medium More complex 

Data Payload 192KB 128KB 32KB 

Security Very High Less Medium 
 

Table 2: Comparisons between Proposed Work and Previous Work 

 

VI. CONCLUSION 
In the research work, a 2 bit identical matching based steganography Scheme for Video Sequence using Random 
Frame Selection is implemented and analyzed for various colored videos. We have performed test on standard and 
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non standard videos with different sizes of message data to be hidden. To make the algorithm high data capacity 
embedding system, 2 bit of data is hidden on every layer of pixel i.e. 2-2-2 approach is followed and to maintain the 
quality of stego frame identical matching is performed so the visual quality of frame affected less as compared to 
other LSB Techniques. Besides the presented work is more secure and avoided from steganylsis due to use of secret 
key and less affect on the quality of stego frames. Results show that proposed algorithm is better than existing 
techniques of video steganography. 
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