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Abstract 

Cloud computing is a recent paradigm that is creating high expectations about benefits such as the pay per use model 
and elasticity of resources. However, with this optimism come also concerns about security. In a public cloud, the 
user’s data storage and processing is no longer done inside its premises, but in data centers owned and administrated 
by the cloud provider. This may be a concern for organizations that deal with critical data, such as medical records. 
We show that a malicious insider can steal confidential data of the cloud user, so the user is mostly left with trusting 
the cloud provider. The framework combines proxy signature, enhanced TGDH and proxy re-encryption together 
into a protocol. By applying the proxy signature technique, the group leader can effectively grant the license of 
group management to one or more selected group members. The enhanced TGDH scheme enables the group to 
discuss and update the group key pairs with the help of cloud servers, which does not require all of the group 
members been online all the time. By adopting proxy re-encryption, most computationally concentrated operations 
can be delegated to cloud servers without disclosing any private information. 

Keywords: Forward secrecy, Backward secrecy, Public cloud computing, Group key agreement 

1. Introduction 

Cloud computing is Internet ("cloud") based development and use of computer technology ("computing"). It is a 
style of computing in which dynamically scalable and often virtualization resources are provided as a service over 
the internet. One of the most fundamental services offered by cloud providers is data storage. Let us consider a 
practical data application. A company allows its staffs in the same group or department to store and share files in the 
cloud. However, it also poses a significant risk to the confidentiality of those stored files. Specifically, the cloud 
servers managed by cloud providers are not fully trusted by users while the data files stored in the cloud may be 
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sensitive and confidential, such as business plans. To preserve data privacy, a basic solution is to encrypt data files, 
and then upload the encrypted data into the cloud. In the last some of the years out sourcing services are getting very 
famous. There are number of providers for the out sourcing data storage like Amazon, Google and many more. With 
the help of these services users can store their data easily and on very large amount. Advantage of using these 
outsourcing services are, Users doesn’t need to carry that data storing device with them everywhere and user don’t 
have to pay more money at a time. Despite of these advantages there are some of the problems of using cloud 
services. 
 
First, identity privacy is one of the most important problems for the wide deployment of cloud computing. Without 
the assurance of identity privacy, users may be unwilling to join in cloud computing systems because their real 
identities could be easily disclosed to cloud providers and attackers. On the other hand, unconditional identity 
privacy may gain the abuse of privacy. For example, a misbehaved staff can deceive others in the company by 
sharing false files without being traceable. Therefore, traceability, which enables the group manager (e.g., a 
company manager) to reveal the real identity of a user, is also highly desirable. Second, it is highly recommended 
that any member in a group should be able to fully enjoy the data storing and sharing services provided by the cloud, 
which is defined as the multiple-owner manner. 
 
Usually, the data owner stores his/her data in the trusted servers, which are generally controlled by a fully trusted 
administrator. However, the cloud is usually maintained and managed by un-trusted third party cloud providers. As a 
result, normal security storage technologies cannot be directly applied in the cloud storage scenario. While it is 
desirable for the data owner to share his/her private data with projected recipients, it presents an even more 
challenging problem since we have to make sure that except the projected recipients, nobody, including the cloud  
providers, can obtain any useful information from the encrypted data. 
 
The objective of the proposed system show that a malicious insider can take confidential data of the cloud user, 
therefore, currently, the user is mostly left with trusting the cloud provider. The system achieves this goal in two 
stages. The first step, and main contribution of the paper, is the presentation of attacks showing that a malicious 
insider can easily compromise passwords, cryptographic keys, files, and other confidential data. Second, how a set 
of recent research mechanisms fail to protect data from the previous attacks. This does not mean that these 
mechanisms are not useful, they are useful, but only the problem is that they do not solve the problem we consider 
here. In a nutshell, the paper is a call to arms to extra research in the topic. So the system is about the data sharing in 
public cloud framework. This system shows the complete solution to data sharing in cloud. 
 
 

2. Literature Survey 

S. Kamara et al. [3] proposed a security for customers to store and share their sensitive data in the cryptographic 
cloud storage. It provides a basic encryption and decryption for providing the security. HoIver, the revocation 
operation is a sure performance killer in the cryptographic access control system. To optimize the revocation 
procedure, they present a new efficient revocation scheme which is efficient, secure, and unassisted. In this scheme, 
the original data are first divided into a number of slices, and then published to the cloud storage. When a revocation 
occurs, the data owner needs only to retrieve one slice, and re-encrypt and re-publish it. Thus, the revocation process 
is accelerated by affecting only one slice instead of the whole data. They have applied the efficient revocation 
scheme to the cipher text-policy attribute-based encryption based cryptographic cloud storage. The security analysis 
shows that the scheme is computationally secure.  
 
E. Goh et al.[2] presented a SiRiUS, a secure file system designed to be layered over insecure network and P2P file 
systems such as NFS, CIFS, Ocean Store, and Yahoo! Briefcase. SiRiUS assumes the network storage is untrusted 
and provides its own read-write cryptographic access control for file level sharing. Key management and revocation 
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is simple with minimal out-of-band communication. File system freshness guarantees are supported by SiRiUS 
using hash tree constructions. SiRiUS contains a novel method of performing file random access in a cryptographic 
file system without the use of a block server. Extensions to SiRiUS include large scale group sharing using the NNL 
key revocation construction. Our implementation of SiRiUS performs Ill relative to the underlying file system 
despite using cryptographic operations. SiRiUS contains a novel method of performing file random access in a 
cryptographic file system without the use of a block server. Using cryptographic operations implementation of Sirius 
also possible. It only uses the own read write cryptographic access control. File level sharing are only done by using 
cryptographic access. 
 
A. Fiat et al. [5] proposed a system on multicast communication framework, various types of security threat occurs. 
As a result construction of secure group communication that protects users from intrusion and eavesdropping are 
very important. In this paper, they propose an efficient key distribution method for a secure group communication 
over multicast communication framework. In this method, they use IP multicast mechanism to shortest rekeying 
time to minimize adverse effect on communication. In addition, they introduce proxy mechanism for replies from 
group members to the group manager to reduce traffic generated by rekeying. They define a new type of batching 
technique for rekeying in which new key is generated for both leaving and joining member. The rekeying 
assumption waits for 30 seconds so that number time's key generation will be reduced. 
 

 
 3. Methodology Used 

The group leader opens up a sharing area in the cloud to form a group application. 

Then, she grants the group members the right to implement data management. All the data in this group are available 
to all the group members, while they remain private towards the outsiders of the group including the cloud provider. 
The group leader can authorize some specific group members to help with the management of the group, and this 
privilege can also be revoked by the group leader. When a member leaves the group, he/she will lose the ability to 
download and read the shared data again 

 

Figure 3.1 System Architecture 

 

 

       3.1 Group Leader: 
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The group leader opens up a sharing area in the cloud to form a group application. Then, he/she grants the 
group members the right to implement data management. All the data in this group are available to all the 
group members, while they remain private towards the outsiders of the group including the cloud provider. 
The group leader can authorize some specific group members to help with the management of the group, 
and this privilege can also be revoked by the group leader. When a member leaves the group, he/she will 
lose the ability to download and read the shared data again. 

3.1.1 File Upload 

                             The group leader can upload the file for the group members. And the files are encrypt 

                       3.1.1.1 Re-encrypt 

                                  The group leader should re-encrypt the members file. 

          3.1.1.2 Select Admin 

                                  The group leader can authorize some specific group members to help with the management of                           
the group, and this privilege can also be evoked by the group leader. 

                       3.1.1.3 Accept Request  

                                   The group leader also accept the new member request. 

1. Admin Authentication  
The group leader can authorize some specific group members to help with the 
management of the group, and this privilege can also be evoked by the group leader.  And 
the Admin can accept the New user request. 

2. Group Member 
Each group member can implement file download and upload operations in the 
authenticated group. Each GM can get some related public information from Cloud 
Servers and compute the specific set of security parameters, such as group key  

                         3.1.1.4 Share Data 

The group members can share their data into another member in same group the data will       
translated by encrypted data.       

                         3.1.1.5 Upload Data 

The group members can upload the file to group leader. And the group leader can re-
encrypt the data.          

                                

4. Discussion & Conclusion 
So the proposed system framework is to handle the privacy of data sharing in group members through Public Cloud. 
Any group member can send data to any other group members with high security. Data which is being send between 
all groups reached successfully through proposed security framework. And newly joined member cannot get the 
chance to access the old data shared between all group members as per the backward secrecy policy. 

In discussion we discussed on the attacks that can be possible for our system so we discussed on possible attacks 
that a malicious insider can perform to access the user’s data. These attacks clearly demonstrate that it is currently 
possible to violate the confidentiality of the cloud user’s data. 
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