
IJRIT International Journal Of Research In Information Technology, Volume 3, Issue 11, November 2015, Pg. 128-134 

Amey Naik, IJRIT-128 
 

International Journal of Research in Information Technology (IJRIT) 

 

 www.ijrit.com               ISSN 2001-5569 

Review of SQL Injection Identification and Exploit 
Prevention in Web Applications 

Amey Naik, Purusharth Goyal, Ayush Jhaldiyal, Aditya Mali  

Student, Dept of Computer Engineering, SPPU 

Pune, Maharashtra, India 

amey_naik@live.com  

Prof. Dipalee Chaudhari , Prof. K.K Pawar 

Assistant Professor, Dept of  Computer Engineering, SPPU 

Pune, Maharashtra, India 

kishori.bhojane@gmail.com 

 dipalee.rane@gmail.com  

Abstract 

We propose a method for detecting web application attacks. Although there are many methods to detect and classify 
security threats against Web Applications, this method provides a signature-based security method that works on the 
basis of Ontology Techniques. It identifies Web Application attacks by applying Semantic Rules which will have a 
shared understanding of structural information about the concepts within a  given domain. This Semantic approach 
will help in developing reasoning features and analyze information in an orderly manner. The Semantic rules that 
come with this approach help in giving a complete inference of the application, the type of attack faced, and any 
protocol that has been used. Based on this Semantic Rules Ontology based models are implemented that check the 
intrusion based domain in a conceptualized form. These ontology based models allow one to extend logical 
reasoning of the domain so that the intrusion domain is reasoned out before given the permission to access any 
system under threat.  

Large number of knowledge domains along with protocol domains are developed which make use of Protocol 
Specification Rules, Rule Generation Mechanism and various  validation techniques.  These new signature based 
attacks will ensure more integrity against Web attacks. This new system of approach will expect to provide more 
security than traditional systems that already exist. Also, our application addresses the issue of  compatibility by 
developing it as a ‘plug-and-play’ software that can be easily attached and  used by most web application that want 
security against intrusion and other threats.  

Keywords: Web Service, Security, Semantic Rules, Ontology Models, Intrusion Security, Signature Attacks. Anomaly 
Based Attacks  
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1. Introduction 

Living in this day and age of the internet, we are thoroughly surrounded by web services. From domestic to 
commercial needs, most of human work is now satisfied by web services on the internet. Be it recording information 
at a hospital,  bank, or an e-commerce service satisfying customers over their various needs, Web Services provide 
them all. In such a case, security for these web applications and the services they provide become a key aspect for 
the stakeholders, as well as the clients or customers involved in this. Leaking of personal confidential information is 
sure to cause a rift in any such systems. Hence Web Service Security becomes a huge topic of concern for web 
service owners and users alike. Web Service Security proves various challenges on a continual basis. Due to the 
constant penetration attempts by attacker or hackers, the security aspect needs to stay updated or else fall prey to the 
leaking of confidential information. Hence there is a need to keep the security system updated against any new 
attack attempted.  

Signature attacks are a signature that an attacker leaves behind whenever attempting to illegitimately access a 
service. These signatures are recorded in a database so that the next time any attempt is made they are first checked 
with the existing signatures in the database. Hence there is a dynamic need for these signatures to stay updated with 
time so as to reduce vulnerabilities. Our system proposes a method for these signatures to be kept updated in the 
database so that they are not allowed to attack again. We will go ahead and prepare a record of new signature attacks 
that haven’t been listed before so that they can be classified and listed into security databases.  

As of 2014, OWASP(Open Web Application Security Project), an international not-for-profit organization aimed at 
web security discussions and enhancements ranks ‘Web Application Vulnerabilities’ at the top of the list for Privacy 
Risks in the world[3]. Moreover this privacy hacking has High Frequency of Attack with a ‘Very High’ Impact 
index. OWASP included everything from social engineering, poor authentication systems, cross-site scripting, SQL 
injection, general software vulnerabilities, and more to list of causes that caused this vulnerability. However, of all 
the types of security intrusions, the only one that constantly and predominantly remained in the top ten were 
injections (usually exclusively SQL database).  

16 years on, SQL Injection remains the highest form of intrusion threat to Web Services. Although 2010 - 2014 saw 
a steep decline in Injection Vulnerabilities[2]. This past year has once again seen a huge rise in Injection 
Vulnerabilities that need to be addressed. We propose a system to counter these growing vulnerabilities in web 
services. We develop an ontological model that detects attacks based on semantic rules defined, and these models 
will help in detecting new ‘non-signature’ based attacks that will be added to a database so that these records of 
attacks aren’t allowed to attack again. Our system will record a database of attacks and release it so that other 
security clients can use this to update their security database of signature attacks. We also prepare a comparison 
chart in which we show how our system of detecting attacks is better than most system’s around. Furthermore the 
issue of compatibility will be addressed by making our system plug-and-play so that it can be used to run along with 
any web service that needs security. Hence making it easier to use and making it user-friendly.  

 

2. Literature Survey 

Traditionally Anomaly-based Intrusion Detection System has been deployed to secure various services. Anomaly 
based system work on the concept of setting a baseline for network behaviour. By baseline, it is meant a detailed 
description of what the accepted by that particular network or system that needs to be protected. If any event that is 
trying to access that network or system doesn’t match these predefined rules then it is classified as an intrusion.  

A crucial part of this system was the ability of this system to dissect the various system present on the network and 
set up rules and monitoring abilities that would have the abilities to decode the incoming input, its protocol and 
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understand its payload. If any input wouldn’t match these rules then it would be classified as illegitimate. These 
systems although secure in its place have a few drawbacks[4]. These were that every protocol used had to be defined 
with accurate rules, that took into consideration a definition and its implementation, moreover 
the rules development took to be a tedious task. Moreover any anomaly that would fall into normal usage would go 
undetected.  

Signature based system involve analyzing the incoming input from a network and comparing it with already existing 
malicious attacks[4]. These are easy to develop and developing a system to categorize these attacks is simpler. Sub-
concepts like pattern matching are easier to implement. While signature attack work well against well known attacks 
any intrusion that has been customized by a human or a worm action would go undetected. 

Therefore, combining the advantages and disadvantages of both these systems, we propose a system that combines 
both of them. We propose a system where the anomaly rules are defined for a particular system and when there is a 
false input detected it will be recorded as a new signature attack so that it can be referred for further intrusions. Thus 
combining attributes of both anomaly attacks and signature based attacks. 

In order to set the rules for anomaly setting, the concept of Semantic Web is used. Semantic Web is a set of 
Semantic rules written by humans to create an artificial intelligence model in this case anomaly rules[5].  Semantic 
Web is one of the most evolving concept in today’s time and is progressing at a quick rate. Semantic Rules are set of 
rules that are made to check the relation between different attributes in a certain scenario, in this case the semantic 
relation between the different inputs that the system will want to analyze. These semantic rules will 
need a domain from which it can develop these relations and hence ontology models will be implemented. Ontology 
based model are a good way for knowledge discovery from a certain domain and the combination of ontology 
models with semantic rules will help in setting up anomaly rules for our system proposed 
 
Web Service security is getting compromised at various levels these days.. With intrusion attacks being ranked as 
the top vulnerability in the recent survey [3], there is clearly a need to improve the traditional system of security that 
is being compromised. Hence we propose an anomaly based system that uses semantic rules that use ontology based 
model domains, which will create a signature attack based database that will prevent extensive attacks as well a 
detect already attempted signature attacks. The anomaly level security will include near to accurate semantic rules 
that will not allow most crucial attacks to penetrate, and at the same time validate itself first against existing 
signature based attacks. 

 
 3. Methodology Used 

There are mainly two applications for detecting intrusions, signature based detection and anomaly based detection. 
Signature based detection are those that use pattern matching techniques against a repeatedly updated database of 
attack signatures. It is useful to detect already known attacks but not anything new, Every signature requires an entry 
in the database. Each input will be compared with all the entries in the database. An anomaly based  
detection IDS is that looks at the input and detects whether data that is incorrect, not valid or generally abnormal. 

       3.1 Anomaly Based Detection: 

Anomaly based IDS detects the abnormal behaviour in the systems and network. The variation from the 
normal behaviour is considered as attack. The profiles are built using attributes that maybe specific to that 
system. These profiles are called normal profiles because these are created using attack free data. Anomaly 
based IDS detect attacks by comparing the new traffic with the already created profiles. 
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       3.2 Signature Based Detection  

Signature based IDS matches the signatures of already known Attacks that are stored into the database to 
detect the attacks in the System. 

       3.3 Ontology Models for Security 

3.3.1 Protocol Ontology Model 

 Protocol Ontology Model will give a basic baseline for developing an ontology that will help in   
detecting invalid inputs. In this model all the protocol level configurations are done such as HTTP, 
HTTPS, FTP, DNS, Telnet and SMTP. The model will provide extensive detailing of these 
protocol, from their class point of view and give their functions along with request and response 
levels. 

              3.3.2 Attack Ontology Model 

This model will provide important security aspects including web attacks, communication  
protocols used in the attack, encoding scheme that was used to wrap the attack for deception 
purpose, vulnerability exposed, system components that can be affected, mitigation actions. This 
model has the ability to detect and show every attribute with a detailed level of granularity. The 
main classes along with its functions have been shown in Fig 2. 
 

       3.4 Semantic Rules for Specification 

 Semantic rules will be the rules that will be etched into the ontological models to provide a logic to it, set 
up constraints, and model it. The Semantic rules are written in the SWRL (Semantic Web Rule Language). 
The data that will be described by an ontology in the will be taken as a set of "individuals" and a set of 
"property assertions" will be set up which relate these individuals to each other. Semantic rules will create 
an ontology that consists of a set of axioms which place constraints on sets of individuals (called "classes") 
and the types of relationships permitted between them. These axioms will provide semantics by allowing 
systems to deduce more supportive information based on the data explicitly provided.  
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Figure 1: A Section of Protocol Ontology Model 
 

Hence our methodology will include writing rules for the anomaly system using the above explained rules 
of Semantic Web using various Ontology models that will be used to apply the required anomaly on the 
system. Moreover a database will be used to stored any new input detected and this input will be validated 
against already existing records. 
 

  3.5 Database: Sequential Query Language 

SQL Server is the foundation of Microsoft's data platform, which delivers mission-critical performance 
with in-memory technologies and faster insights on any data, whether on- premises or in the cloud. The 
SQL Database will be used to store signature attacks that will be validated against as well as insert new 
unknown attacks in the database for further validation. This record will then be released by us so that web 
security services can attach these set of signature attacks. 
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Figure 2: Section of Attack Ontology Model 

 

4. Discussion & Conclusion 

With the survival of several e-commerce or e-business depending on secure client data, the security aspect is getting 
critical day by day. With that aspect in mind our proposed system keeps in mind the growing types of attacks that 
are finding ways to innovate themselves day by day. We propose to develop a service that unlike most traditional 
services will provide extensive security to any client using any service. We will release a record that will include a 
set of new attacks that we will classify as signature so that any other security application is free to add it to its 
database. Moreover we will show statistically why our system is better than most by making comparison charts 
based on performance. 
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