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Abstract 
Data storage security refers to the security of data on the storage media. So, Security is an important factor in cloud 

computing for ensuring clients data in a secure mode in the cloud. Data must not be interpreted by the third party so 
authentication of client becomes a compulsory task. In this paper, a number of existing techniques used to provide security in the 
field of cloud computing on the basis of different parameters are reviewed. Swarm intelligence is an emerging and new biological 
field of optimization. The researchers have already developed many SI algorithms like ACO, PSO, GA, ABC, etc by studying the 
behavior of different swarms of incest such as Ants, Bees etc. The success of swarm intelligence in many areas, made researchers 
to started work in the field of security too. In this paper the need of cloud security and how swarm intelligence technique has 
been used to make data secure in cloud environment is discussed. 
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1. Introduction 

Cloud computing as a known fact provides several services to their clients. It is a huge collection of inter 
connected network. Main challenge in this environment is to provide security to data in the cloud. There is a number 
of security concern associated with cloud computing. The main aim of security is to provide availability, 
confidentiality, integrity to the data. Data in the cloud network can be hacked by an unauthorized person easily. It 
can also be changed by third party while transferring to the cloud. Cryptography is an effective way of protecting 
sensitive information of data stored on media or transmitted through network communication paths. 

Two major categories of security issues/concerns associated with cloud computing are 
a) Security issues faced by cloud providers (organizations providing infrastructure as a service (IaaS), 

platform as a service (PaaS), or software as a service (SaaS) via the cloud)  
b) Security issues faced by their customers. In most cases, the provider must ensure that their 

infrastructure is secure and that their client’s data and applications are protected while the customer 
must ensure that the provider has taken the proper security measures to protect their information.  

The rest of the paper is organized as follows  
Section 2 describes about Security in Cloud Environment, Section 3 Swarm Intelligence, Section 4 describe about 
Cryptographic Algorithms in Cloud – A Review, 5 describe proposed SI-based Approach for Securing Cloud using 
cryptographic algorithms and the conclusion is elucidated in Section 6. 
2. Security in Cloud Environment 
2.1 Security concerns 
There are several areas of security concerns in a cloud are as follows 

Network Availability: You can only realize the value of cloud computing when your network connectivity and 
bandwidth meet your minimum needs. The cloud must be available whenever you need it. If not, the 
consequences are no different than a denial-of-service attack. 
Cloud Provider Viability: Because cloud providers are relatively new to the business, there are questions 
about their viability and commitment. This concern deepens when a provider requires tenants to use proprietary 
interfaces, leading to tenant lock-in. 
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Disaster Recovery and Business Continuity: Tenants and users require confidence that their operations and 
services will continue if the cloud provider’s production environment is subject to a disaster. 
Security Incidents: The provider must inform tenants and users of any security breach. Tenants or users may 
require provider support to respond to audit or assessment findings. Also, a provider may not offer sufficient 
support to tenants or users for resolving investigations. 
Transparency: When a cloud provider doesn’t expose details of its own internal policy or technology, tenants 
or users must trust the provider’s security claims. Tenants and users may still require some transparency by 
providers as to how they manage cloud security, privacy and security incidents. 
Loss of Physical Control: Because tenants and users lose physical control over their data and applications, this 
gives rise to a range of concerns: 

Data Privacy: With public or community clouds, data may not remain in the same system, raising 
multiple legal concerns. 
Data Control: Data could be coming in to the provider in various ways with some data belonging to 
others. A tenant administrator has limited control scope and accountability within a public 
Infrastructure as a Service (IaaS) implementation, and even less with a Platform as a Service (PaaS) 
one. Tenants need to have confidence their provider will offer appropriate control, while recognizing 
the need to adapt their expectations for how much control is reasonable within these models. 
New Risks and Vulnerabilities: There’s concern that cloud computing brings new classes of risks and 
vulnerabilities. There are hypothetical new risks, but the actual exploits will largely be a function of a 
provider’s implementation. All software, hardware and networking equipment are subject to 
unearthing new vulnerabilities. By applying layered security and well-conceived operational processes, 
you can protect a cloud from common attacks, even if some of its components are inherently 
vulnerable. 
Legal and Regulatory Compliance: It may be difficult or unrealistic to use public clouds if your data 
is subject to legal restrictions or regulatory compliance. You can expect providers to build and certify 
cloud infrastructures to address the needs of regulated markets. Achieving certification may be 
challenging due to the many non-technical factors, including the current state of general cloud 
knowledge. As best practices for cloud computing encompass greater scope, this concern should fade. 

2.2 Security-as-a-Service 
Cloud Computing has enabled security controls and functions to be delivered in new ways. It has also 

enabled enterprises to use security technologies and techniques that may not otherwise be cost-effective. Enterprises 
often struggle to justify the expense of security controls or functions needed to respond to security events. Cloud 
Computing can make security services available at short notice and at the scale appropriate to address the threat. In 
Fig. 1 exhibit how security service providers in the cloud make use of a cloud based infrastructure to conduct deeper 
and faster malware analysis.  
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Fig. 1: Security as a Service 
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They can have excessive computing power and integrate threat information from many clients to create an 
accurate understanding of the threat. One of the primary drivers for adoption of Security-as-a-Service is the 
effectiveness of external services as compared to in-house solutions because of constantly changing attacks and 
countermeasures. The organizations also find it difficult to maintain the skilled resources. Many security services 
vendors are enhancing their services to enable Cloud based security solutions for customers. 

 
2.3 Data Security Challenges 
 

Moving from a highly secure data centre to Internet-based Cloud model will require great emphasis on 
security and privacy. Migration to Cloud model has implications for all types of services and applications to be 
hosted on Cloud and may require major modifications or enhancements in existing processes. In Fig 2. divulge the 
data loss or leakage can have severe impact on business, brand and reputation, employee, partner, and customer 
morale and trust. Loss of core intellectual     property    could have competitive and financial implications also. 

 

Major Data Security Challenges in Cloud 

Data Segregation and Protection 92% 

Data Leak Prevention 88% 

Fig. 2: Data Security Challenges in the Cloud 

Depending upon the data that is lost or leaked, there might be compliance violations and legal ramifications. 
Because of multi-tenancy nature of the Cloud it could act as a ‘honey-pot’ for hackers. If hackers could attack the 
Cloud they can access data of all the companies hosted on that Cloud (in Fig. 3). 
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Fig. 3: Data Security Challenges 

3. Swarm Intelligence 
Swarm intelligence (SI), which is an artificial intelligence (AI) discipline, is concerned with the design of 

intelligent multi-agent systems by taking inspiration from the collective behavior of social insects. SI is the, “The 
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emergent collective intelligence of groups of simple agents.”[1]. It is a computational intelligence approach to solve 
real world complex problems. It was first introduced in cellular robotics system by Beni and Wang in 1989[2]. 
Swarm intelligence systems buildup of a population of simple agents interactive with each other individually or with 
their environment. The inspiration of swarm intelligence comes from the biological or natural system. Example of SI 
includes ant colonies, bees, fish schooling, bird flocking and animal herding bacterial growth.  

Coordinated colony behavior emerges from relatively simple actions or interactions between the colonies’ 
individual members. Many aspects of the collective activities of social insects are self-organized and work without a 
central control. Application of SI for practical optimization problems include train scheduling, timetabling, shape 
optimization, telecommunication network design, and problems from computational biology. 

Self-organization and decentralized control are most important and remarkable features of swarm-based 
systems and in nature it leads to an emergent behavior. Two important principles of SI are self-organization which is 
based on activity amplification by the positive feedback and activity balancing by the negative feedback and 
amplification of random fluctuations multiple interactions and second one is stimulation by work which is based on 
work as a behavioral response to the environmental state where an environment may serve as a work state memory 
that does not depend on the specific agents. Swarm Intelligence based optimization algorithms aims to provide the 
optimal solution with difference from direct search algorithms such as random walk and hill climbing is that instead 
of a single solution SIOAs use a population of solutions for the every iteration. SIOAs include the Ant Colony 
Optimization (ACO) algorithm, the Genetic Algorithm (GA) and the Particle Swarm Optimization (PSO) FA, ABC 
algorithm. Common to all population-based search methods SIOA generates variations of the solution being sought. 
Some search methods like greedy criterion can be used for the decision on which generated solution to retain. Such a 
criterion can accept the new solution if it increases the value of the optimized result. 
3.1 Swarm Intelligence Algorithms 
Three main Algorithms used in cloud security are ACO, PSO and GA. 
3.1.1 Ant Colony Optimization 

It is based on the behaviors of ants. The inspiration of this idea is gained from the actions of ants and their 
ability to find the shortest secured path of food from that place to their nests. Ants individually have no intelligence 
and without any vision but, their actions are strictly organized and well mannered.  

Researches after conducting many experiments came to know that natural ants deposited a stuff known as 
pheromone traces, which direct others to the food recourses. Initially ants move randomly around in search of food. 
When they find their food they carry it to their nests and lay down pheromones traces so that others also know this 
path. Then the ants decided which path is the shortest and secured path to the food based on the pheromone 
concentration, thus they mostly choose the path that have greater concentration of pheromones. 
3.1.2 Particle Swarm Optimization 

Particle swarm optimization (PSO) is a computational intelligence oriented, stochastic, population-based 
global optimization technique proposed by Kennedy and Eberhart in 1995[3]. It is inspired by the social behavior of 
bird flocking searching for food. PSO has been extensively applied to many engineering optimization areas due to 
its unique searching mechanism, simple concept, computational efficiency and easy implementation. In PSO, the 
term “particles” refers to population members which are mass-less and volume-less and are subject to velocities and 
accelerations towards a better mode of behavior. Each particle in the swarm represents a solution in a high-
dimensional space with four vectors, its current position, best position found so far, the best position found by its 
neighborhood so far and its velocity and adjusts its position in the search space based on the best position reached by 
itself (pbest) and on the best position reached by its neighborhood (gbest) during the search process. The main 
properties of PSO are as follows:  

1) Each particle is assigned a random speed in the whole space movement, and they can make the self-
assessment of its condition (Calculate fitness value); 

2) The individuals with function of memory can get the optimal location once attained. 
3) The individuals can perceive the optimal location that the whole group or the approaching particles have 

reached. 
4) The evolution of the individuals is completed through the cooperation and competition between 

particles, as could be seen that the optimal location particles have reached generally when the velocity and position 
changed, as well as the whole group.  
Algorithm: 

Input:  
Global parameters: Ng, Np, Itermax, Tref, cp, cg, p, g, S and Sref : resp. Problem dimension  (>2), neighborhood 
dimension (>0), max iterations, max time processing allowed, learning factors, best positions, solution 
found and optimal solution.  
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Particle parameters: x, v, vmin, vmax, and c: resp. position, velocity, velocity boundaries and inertia weight. 
 
Output:  
S(g): minimizing g 
Initialization : 
Generate xi, vi, ci (i=1.. Ng), cp (p=1.. Np) and cg 
Evaluate S(xi), (i=1.. Ng) 
Initialize pi ← xi and g ←{pk / S(pk) ←min(S(pi), i=1.. Np} 
Initialize T←0, Iter←0,Tref, Sref and Itermax 
While not (Itermax < Iter and Tref <Tprocess and Sref >S(g)) 

Pick random numbers: ci, cp, cg {0,1} 
For each particle i do 

Update particle's velocity: vi ←civi + cp(pi-xi) + cg(g-xi) 
with vi {vmin, vmax} 
Update the particle's position: xi ← xi + vi  
If (S(xi) < S(pi)) pi ← xi 
If (S(pi) < S(g)) g← pi 

Endfor 
Update Iter and Tprocess 

EndWhile 
Report g and S(g). 

3.1.3 Genetic Algorithm 
GA is an evolutionary based stochastic optimization algorithm with a global search potential proposed by Holland in 
1975[4]. They follow the principles of Charles Darwin Theory of survival of the fittest. However, because of its 
outstanding performance in optimization, GA has been regarded as a function optimizer. Algorithm begins by 
initializing a population of solution (chromosome).It comprises representation of the problem usually in the form of 
a bit vector. Then each chromosome evaluates the fitness using an appropriate fitness function suitable for the 
problem. Based on this, the best chromosomes are selected into the mating pool, where they undergo cross over and 
mutation thus giving new set of solutions (offspring). The three principal genetic operators in GA involve selection, 
crossover, and mutation. GA is useful and efficient when:  

 The search space is large complex or poorly known.  
 No mathematical analysis is available.  
 Domain knowledge is scarce to encode to narrow the search space  
 For complex or loosely defined problems since it works by its own internal rules.  
 Traditional search method fails.  

4. Cryptographic Algorithms in Cloud – A Review 
Cryptographic algorithms are basically called as encryption algorithms, contains mathematical procedures 

for encryption data. Mainly strength of algorithm depends on computer system used for generation of keys. Secret 
information is made with the help of hash functions, digital signature and key management [9] [10].  
[1] Saravanan et al. presented system for data security using RSA algorithm in cloud computing. The authors 
implemented RSA algorithm in google app engine using cloud SQL.  
[2] Sudha and Bandaru Rama Krishna Rao, implemented a data protection framework. The framework performed 
authentication, verification and encrypted data transfer for maintaining data confidentiality.  
[3] Neha Jain, presented a system for data security using DES algorithm in cloud computing. The designing of 
security architecture of the system was done using DES cipher block chaining, which eliminates the frauds with 
data. To ensure security the system communication among modules was encrypted by using a symmetric key.  
[4] Sonal et al. proposed a technique to increase the security of the multimedia data by using crossbreed algorithm. 
The authors proposed an ontology framework for access control in cloud environment to assist the construction of 
security system and at the same time reducing the complexity related to security system design and implementation. 
The authors used the ability of RSA to support public key cryptography and digital signatures. The idea behind the 
technique was to design algorithm based on the combination of RSA and DES which will provide better security 
than either DES or RSA alone. This technique enhanced the data security and successfully prevented replay attacks.  
[5] Priyanka et al. proposed a technique in the form of a secure cloud framework. This technique proposed security 
on the cloud side and also made client data secure. The authors proposed architecture for providing cloud and user 
data security.  
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[6] Rajiv et al. presented a model for encryption of data using the services of one service provider and storage of 
data at another service provider’s side. So, as soon as the data is encrypted, it is moved from the encryption service 
providers’ side to the storage providers’ side. The data is stored in the encrypted form and the administrators and the 
employees will not be aware of keys or the service provider responsible for encryption and decryption. Here, the 
algorithm used for encryption/decryption is Blowfish Algorithm. 
[7] Navraj Khatri in 2012, proposed the procedural safeguards in an organization to secure electronic data structure 
and describe the difference between AES and other algorithms by increasing key size by 200 bits. This algorithm is 
very good and have enhanced security. The algorithm performance is measured by power consumption in encryption 
and decryption and show strict avalanche increment in security of AES.  
[8] Amritpal Singh in 2013, proposed the main characteristics that differentiate and identify encryption algorithm 
from another are their ability to secure the protected data against attacks and the speed and effectiveness of securing 
the data. This review paper provides study of comparison between four widely used encryption algorithms DES, 
3DES, AES and RSA on the basis of their ability to protect and secure data against attacks and speed of 
encryption/decryption.  
[9] Xiangdong Yin et al. proposed an s-box optimization method based on Tabu - genetic algorithm. In the 
algorithm niche technique is introduced to maintain population diversity and can avoid premature convergence. 
Other performances such as s-box avalanche criteria and diffusion properties are treated as evolution targets and s-
box optimization is studied in more depth. The experimental result shows that the improved tabu-genetic algorithm 
based on this paper is feasible and efficient to construct s-box. And the improved algorithm can not only acquire a 
series of s-boxes of high degree of nonlinearity and low differential evenness degree, but also effectively reduce 
redundant computations and fasten convergence speed, which opens a new chapter of tabu-genetic algorithm's 
application in s-box. 
[10] Xu Xiangyang et al. proposed the PSO to construct the S-boxes optimization. In this algorithm, it defines the 
"Addition" algorithm of the two particles' position, so that it can achieve the information exchange. It would 
preserve the diversity of the block to prevent the premature convergence. Through this method, it can get a group of 
S-boxes with high non-linearity and low evenness in difference. From the emulation, it is plausible to construct the 
S-boxes by the way of PSO. It is concluded that this optimization algorithm which imitates natural biological in 
cryptography has a good prospect, but there is a long way to go.  
The pseudo code of algorithm is as follows. 

Initialize the particle population randomly 
Do 

For I = 1 to population Size M 
Calculate fitness values of each particle 
Update Pi if the current fitness value is better than Pi 
Determine Pi for each particle 
Choose the Pg from Pi 
Update(X[i]) 

If(rand(O, 1) < Pm) 
Mutation(X[i]) 

Until termination criterion is met 
 
 

A. DES (Data Encryption standard): 
IBM(International Business Machines) Corporation in late 60’s found DES, which was result of cipher 

called LUCIFER and next version of LUCIFER was proposed as new encryption algorithm by NBS(National 
Bureau of standard) and finally in 1977, it is adopted as DES. DES is symmetric block encryption algorithm and 
uses 64-bit key, in which 56-bit make independent key and remaining 8-bit are for detection of errors. Operations 
included in DES are permutation and substitution. Permutations are used in expansion of key part. Decryption in 
DES is just similar to encryption part but in reverse order and resulted output is a block of 64 bits. DES algorithm 
purpose is to provide a standard method for protecting sensitive commercial and unclassified data. Here same key is 
used for encryption and decryption process [5]. DES algorithm consists of the following steps 
a. Encryption 

1. DES accepts an input of 64-bit long plaintext and 56-bitkey (8 bits of parity) and produce output of 64 
bit block. 
2. The plaintext block has to shift the bits around. 
3. The 8 parity bits are removed from the key by subjecting the key to its Key Permutation. 
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4. The plaintext and key will be processed as follows 
i. The key is split into two 28 halves 
ii. Each half of the key is shifted (rotated) by one or two bits, depending on the round. 
iii. The halves are recombined and subject to a compression permutation to reduce the key from 56 
bits to 48 bits. This compressed keys used to encrypt this round’s plaintext block.  
iv. The rotated key halves from step 2 are used in next round. 
v. The data block is split into two 32-bit halves.  
vi. One half is subject to an expansion permutation to increase its size to 48 bits. 
vii. Output of step 6 is XOR’ed with the 48- it compressed key from step 3. 
viii. Output of step 7 is fed into an S-box, which substitutes key bits and reduces the 48-bit block 
back down to 32-bits. 
ix. Output of step 8 is subject to a P-box to permute the bits. 
x. The output from the P-box is XOR’ed with other half of the data block. k. The two data halves 
are swapped and become the next round’s input. 

B. AES (Advanced Encryption Standard): 
The Advanced Encryption Standard is the United State Government standard for symmetric encryption. 

AES is a block cipher that encrypts a 128-bit block (plaintext) to a 128-bit block (cipher text), or decrypts a 128-bit 
block (cipher text) to a 128-bit block (plaintext).AES uses a cipher key of length either 128 or 192, or 256 bits. 
Hereafter encryption/decryption with a key of 128, 192, or 256 bits in cipher is denoted AES128, AES192, 
AES256.The notation AES128, AES192, AES256 process the data block in 10,12,14 iterations respectively of a pre-
defined sequence of transformations, which are also called rounds (AES rounds) for short. The rounds are identical 
except the last one, which slightly differs from the others (by skipping one of the transformations). The rounds 
operate on two 128-bit inputs: State and Round key. Each round from 1 to either 10 or 12 or 14 uses a different 
Round key. Either 10 or 12 or 14 round keys are redeemed from the cipher key by the algorithm called Key 
Expansion. AES algorithm is not dependent of processed data, and can be easily carried out without depending on 
any encryption or decryption phase.  

AES algorithm not only for security but also for great speed. Both  hardware and software implementation 
are faster still. New encryption standard recommended by NIST to replace DES. Encrypts data blocks of 128 bits in 
10, 12 and 14 round depending on key size. It can be implemented on various platforms specially in small devices. It 
is carefully tested for many security applications.  

Algorithm Steps: These steps used to encrypt 128-bit block 
1. The set of round keys from the cipher key. 
2. Initialize state array and add the initial round key to the starting state array. 
3. Perform round = 1 to 9: Execute Usual Round. 
4. Execute Final Round. 
5. Corresponding cipher text chunk output of Final Round Step 

Usual Round: Execute the following operations which are described above. 
1. Sub Bytes 
2. Shift Rows 
3. Mix Columns 
4. Add Round Key, using K(round) 

Final Round: Execute the following operations which are described above.  
1. Sub Bytes 
2. Shift Rows 
3. Add Round Key, using K (10) 

Encryption: Each round consists of the following four steps: 
a. Sub Bytes: The first transformation, Sub Bytes, is used at the encryption site. To substitute a 
byte, it is interpreted as two hexadecimal digits. 
b. Shift Rows: In the encryption, the transformation is called Shift Rows. 
c. Mix Columns: The Mix Columns transformation operates at the column level; it transforms 
each column of the state to a new column. 
d. Add Round Key: Add Round Key proceeds one column at a time. Add Round Key adds a round 
key word with each state column matrix; the operation in Add Round Key is matrix addition. The 
last step consists of XORing the output of the previous three steps with four words from the key 
schedule. And the last round for encryption does not involve the “Mix columns” step. [6]  

Decryption: Decryption involves reversing all the steps taken in encryption using inverse functions like  
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a) Inverse shift rows,  
b) Inverse substitute bytes,  
c) Add round key,  
d) Inverse mix columns.  
The third step consists of XORing the output of the previous two steps with four words from the 
key schedule. And the last round for decryption does not involve the “Inversemix columns” step.  

C. RSA:  
The full form of RSA is named on mathematicians who discovered it, Ron Rivest, Adi Shamir and leonard Adleman 
in 1997. Variable size key and encryption block is used to make public and private key. RSA is the most secure and 
convenient  
RSA algorithm involves these steps: 

1. Key Generation 
2. Encryption 
3. Decryption 
1.  Key Generation  
Before the data is encrypted, Key generation should be done. [7] 
Steps: Generate a public/private key pair: 

a. Generate two large distinct primes p and q 
b. Compute n = pq and φ= (p − 1)(q − 1) 
c. Select an e, 1 < e < φ, relatively prime to φ. 
d. Compute the unique integer d, 1 < d < φ where ed ≡φ1. 
e. Return public key (n, e) and private key d 

2. Encryption: Encryption is the process of converting original plain text (data) into cipher text (data). 
Encryption with key (n , e) 

a. Represent the message as an integer m € {0, . . . , n − 1} 
b. Compute c = me 

3. Decryption 
Decryption is the process of converting the cipher text (data) to the original plain text (data). [8] Decryption 
with key d: compute m = cd mod n Decryption is the process of converting the cipher text (data) to the 
original plain text (data). [8] Decryption with key d: compute m = cd mod n. 

Table 1: Analysis of Existing Algorithms on the basis of different factors 

 
In the above table (Table 1) shows that analysis of the AES, DES and RSA algorithms with different factors and 
finally conclude that AES algorithm was the best one. 
5. Proposed SI-based Approach for Securing Cloud using cryptographic algorithms 
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In Fig. 4 shows SI based approach work flowchart for producing optimal key to the cryptographic 
algorithm is given. We assumed set of key characters to form the table is called the character code table. Use this 
character code table will generate the Key Stream and after that generate the different key sets using SI. Finally we 
choose the optimal key to apply the cryptography algorithm.   

  
 

 
 

          
 
 
 
 
 
 

Fig. 4: Proposed approach for securing data in cloud 
5. Conclusion 

SI algorithms, which are proposed by different scientists and researchers, for the optimal key generation in 
cloud security is studied. The concept of Computational Intelligence i.e. SI is applied to find the optimum key 
solution in the terms of a minimum search time with certain amount of population. The swarm particles are 
associated with velocity and their position and by using the cost function and various other computations the best 
solution is computed in a specific time period. In terms of cryptographic algorithm, the cryptographic key or the 
encryption key are deduced by using the key optimization which is a SI tool. The Swarm Optimization is a powerful 
tool which guarantees the efficient and the optimized solution.  
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