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Abstract 

  We present the use of data mining methods for malware (malicious programs) detection 
and proposed a framework as an alternative to the traditional signature detection methods. The 
traditional approaches using signatures to detect malicious programs fails for the new and 
unknown malwares case, where signatures are not available.   

    N-gram analysis is an approach that investigates the structure of a program using bytes, 
characters, or text strings. A key issue with N-gram analysis is feature selection amidst the 
explosion of features that occurs when N is increased. A support vector machine that is used for 
classification, creates a reference model, which is used to evaluate feature extraction. The Active 
Feature Selection approach selects the most significant opcodes, i.e. the most active features, 
hence it provides feature reduction, by discarding the irrelevant features . We collected, analyzed 
and processed several thousand malicious and clean programs to find out the best features and 
build models that can classify a given program into a malware or a clean class Our research is 
closely related to information retrieval and classification techniques and borrows a number of 
ideas from the field.  

 

1. Introduction 

 Nowadays the use of the Internet has become an integral part of modern life and has also 
become a source of  wide variety of content, including new computer software. A drawback of 
this widespread use is that many computer systems are vulnerable to and infected with  malware  
or  malicious software. With the massive growth in malware  in the past recent years, many 
computer system have been infected by and are vulnerable to malicious programs. Also the 
traditional malware detection techniques like signature detection and monitoring suspected code 
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for known security vulnerabilities are becoming ineffective and intraceable. Along with this, to 
avoid detection by the traditional signature-based algorithms, a number of stealth techniques 
have been developed by the malicious code writers. 

 This have shifted the focus of malware detection  research to find more generalized 
approach and scalable features that can identify malicious behavior as a process instead of a 
single signature action. There are many ways to mitigate malware infection and spread. Tools 
such as anti-virus and anti-spyware are able to identify and block malware based on its behavior 
or static features. A static feature may be a rule or a signature that uniquely identifies a malware 
or malware group. While the tools mitigating malware may vary, at their core there must be 
some classification method to distinguish malware files from benign files. In recent years many 
researchers have been using machine learning techniques to produce a binary classifier that is 
able to distinguish malware from benign files. 

  The crucial issue is the ability to detect the unknown malwares. The traditional statical methods 
to deal with unknown malwares are becoming ineffective. Efficient analysis and classification 
techniques needs to be developed by the  researchers.  One such approach, as proposed in this 
paper, is the analysis of opcode  density features using supervised learning machines performed 
on active features obtained from run-time traces .  A Support Vector Machine  (SVM)  is used 
creation of a reference model that is used to validate the successfulness of the subsequent filter 
experiments [1]. Principal Component  Analysis  (PCA) along with Active Feature Selection 
(AFS) , is used for feature reduction , by discarding the irrelevant features. 

 

 2. Related Work   

     A lot of work has been done in the detection of malicious opcode using both the static analysis and the 
dynamic analysis methods. Malware detection research can also be categorized in the way the information 
is processed after it is captured.  Choudhari et al. [2] have compared many such research techniques used 
for malware detection , and differentiating  it from the benign software.  The following Section gives a 
review of work done by various researchers. 

    The calls made to the operating system by the binary executables are used to determine whether it is 
malicious or not. The malicious programmers hide this information by replacing the call instruction by 
two push instruction and one ret instruction.  After the ret instruction, the first push pushes the address of 
instruction and the second push pushes ret. The code is obfuscated by spreading these three instructions 
and then each instruction is splitted into multiple instructions. Lakhotia et al. [3] presented the use of 
abstract interpretation to detect the normal call/ret convention violations. An abstract stack relates every 
element of stack to the instruction, which pushes the element. It supports the disassembly of obfuscated 
code and detects obfuscations related to stack operations. This abstract stack graph technique is effective 
in finding the call/retn obfuscations. 

     Bilar [4] used static analysis to obtain opcode distributions from PE files that could be used to identify 
polymorphic and metaphoric malware. However, lesser frequent opcodes  proved to be better indicators 
of malware. It was then used to detect and differentiate polymorphic and metamorphic malwares.  
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Bilar[5] concluded that malicious code has a lower basic block count, implying a simpler 
structure Less interaction, fewer branches and less functionality.  

   Seker et al. [6] used Finite State Automaton for intrusion detection in program behavior. Along 
with the system call sequences, FSA also captured the program’s branching and looping 
structure. The FSA approach performs more accurate detection of execution of unusual sections 
of code. They found that the FSA approach is quick learning, it gives low false positive rate and 
has less space and runtime requirements. 

   Santos et al. [7] implemented a technique for malware detection based on frequency of 
appearance of opcode sequence. The Santos [7] findings showed that when n=1, the comparison 
of malware families and their variants have a high degree of similarity. Thus using n=1 is not 
appropriate. The comparison results for n=2 gives more distributed degree of frequency. 
Therefore this method is able to detect high number of malware variants, by selecting a proper 
threshold of similarity ratio.  

   Christodescu and Jha [8] proposed a method based on Control Flow Analysis to handle 
obfuscations in malicious software. Lately, Christodescu et. at. [9] improved the previous work 
including semantic-templates of malicious specifications. Nevertheless, the time resources they 
consume render them as not already full prepared to be adopted for antivirus vendors, although 
Control Flow Analysis techniques have proved to obtain some very valuable information of 
malicious behaviours. Dynamic analysis for malware detection, as mentioned, runs a program in 
a contained environment and collects information about it. Despite they are limited by one 
execution flow, they can overcome the main issue of static analysis be sure that the code that will 
be executed is the one that is being analysed [10]. Therefore, these methods do not have to face 
obfuscations or in-memory mutation [11]. In this way, the safe environment can be based on a 
virtual machine [12] or based on DLL Injection and API Hooking [13]. 

    We have chosen to focus our research on the identification of malware using opcodes. 
However, we have chosen to obtain the opcodes from run-time program traces. To this end, this 
research focuses on finding a filter to remove redundant features. 

 

3. System  Overview 

  This research mainly focuses to reduce the computational overhead required when N-gram 
analysis is performed on low-level fine grain data. Therefore, developing a lightweight filter that   
reduce   the  number  of features  to be processed will in turn reduce the  computational
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                              Figure 1. System Overview 

overhead; thus making  the training phase of the SVM approach a viable solution for N-gram 
analysis where large feature sets are generated. Fig. 1 illustrates an overview of the experimental 
approach taken in this paper. The programs under investigation are run in a test environment 
fetching the runtime opcodes. After completion, the data is parsed into opcode histograms and 
after some conditioning the dataset is passed to the SVM to construct a reference model. The 
reference model is constructed by configuring the SVM to perform an exhaustive search by 
traversing through all the features, searching for those opcodes that have a positive impact on the 
classification of benign and malicious software. To evaluate the various filtering algorithms, 
each filter processes the original dataset in an attempt to reproduce the same reference model 
produced by the SVM.       

4. Research Methodology 

     To deal with the  malware detection problem, one of the main contributions of this work 
comes from the data collection step. We introduce the idea of using variable length instructions 
sequence, extracted from binary files as the primary classification feature. Instructions inherently 
capture the programs control flow information as each sequence reflects a control flow block. All 
features are sequences of instructions extracted by the disassembly of executable files. 

     The general problem arises in the classification of a program as a malware or clean, which in 
turn belongs to a wider class of estimation dependency problem. The process of learning from 
data manifests itself in two general steps. 

 Learning or estimating dependencies, from given input data samples 

 Using the estimated dependencies to predict output for new data samples 

   In the terms of statistical inference, the first step is referred to as induction (progressing from 
particular cases of input values to a general model) , while the second step is deduction 
(progressing  from a general model to particular cases of output values) [18]. These two steps are 
implemented in a learning machine. 
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   The learning phase can be termed as Training phase where we train the system with hundreds 
or thousands of file which include both malicious and benign types of files. The inductive 
learning finds a function that estimates the dependencies in the data. More formally, given a 
collection of samples (xi, f(x)i), the inductive learning process returns a function h(x) that 
approximates f(x). The approximating function can be defined in terms of its internal parameters, 
and a more precise form can be expressed as    h(X, w), where X is the input vector and w is the 
functions parameters. The quality of the approximation can be measured in terms of a function 
that can compare the output produced by the learning machine to the actual output. Such a 
function is called the loss function L(y, h(X, w)), where y is the actual output of the system, X is 
the set of inputs, w is the parameters of the approximation function, h(X, w) is the output 
produced by the learning machine using X as inputs and w as internal parameters. 

  The expected value of the loss function is called the risk functional S(w) 

         S(w) =  ʃ ʃ  L(y, h(X,w)) p(X, y) dXdy                                                                    (4.1) 

where   L(y, h(X, w)) is the loss function and  

    p(X, y) is the unknown probability distribution of the input X.  

Inductive learning can be redefined as the process of estimating the function 

 h(X, wopt) that minimizes S(w), over the set of functions supported by the learning machine and 
using only the input data and not knowing the probability distribution p(X, y). 

 

4.1  Eigen Vector Subspace Analysis   

   The vector space model defines documents as vectors (or points) in a multidimensional 
Euclidean space where the axes (dimensions) are represented by terms, for the retrival of 
information[16]. For feature selection we used Boolean representation of the matrix, where a 1 
represented presence, while 0 represented absence, of an instruction sequence in a given 
program. Assume there are n programs p1, p2, ... pn, and m instruction sequences s1, s2, ..., sm. 
Let ni j be the number of times a sequence si was found in a program pj. In the boolean 
representation a program pj is represented as an m component vector, pj  = p1

j , p2
j , ... pmj , 

                         Pi
j = 

 0  = 0
 

 1  > 0
                             (4.2)  

            

Using the boolean definition of pi
j , let Nij  be the total number of times a sequence si was present 

in the program collection.  

                                     Nij  = ∑ j       (4.3) 

In order to be selected, a sequence si, must have its Nij  greater than a defined threshold .   
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    Nij  >        (4.4) 

This threshold was set to 10% of the total number of the programs, as it is a common practice in 
data mining for defining unary variables.  

 

4.2  Support Vector Machine 

   Support vector machine is used for data classification ,  Boser  et al. [16] and is categorized as 
a Kernel method. The kernel method algorithm depends on dot-products function, which can be 
replaced by other kernel functions that map the data into a higher dimensional feature space[17]. 
SVM is used to create a reference datum that validates the filter . SVM is Configured to traverse 
through the dataset for searching opcodes that have a positive impact on classification between 
benign and malicious programs.   

4.3  Principal Component Analysis 

    The Principal Component Analysis (PCA) is technique for reduction of multidimensional data 
sets to lower dimensions for analysis. PCA involves the calculation of the eigenvalues that  
represent the linear combination of original variables such that the lower order eigenvalues 
explain most of the variance in the data . The PCA is the transformation of covariance matrix and 
is defined as [15] , 

     Cij =  ∑ ( jm  -  X-1
i) (Xjm – X-1

j) 

Where 

 C  Covariance Matrix of PCA Transformation, 

 X Dataset Value, 

 X-1 Dataset Mean, 

 n,m Data Length. 

  This  technique is used to compress data by mapping the data into a subspace while retaining 
most of the information or  variation in the data. 

   The PCA algorithm operates on variance of data, i.e. covariance matrix of dataset, which is 
calculated as follows, 

 C    =   con(training data) 

 [V,λ]  =   eig(C) 

 d  =   diag. 

  The significant values are calculated by multiplying the significant eigenvector column by the 
respective eigen values and then summing each row as, 
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     Rk  =  ∑ . K 

 Where 

 R   =   Sum of matrix variance, 

 C   =   Covariance, 

 V   =   eigenvector, 

 λ    =    Eigen value matrix, 

 d    =    Eigen value scalar. 

The eigen vector filter not only correctly chooses the opcodes selected by the SVM but also 
groups them into the most significant  range , i.e. the most active one’s amongst them. 

 

4.5  Fetching Bytecodes 

Initially, the bytecodes  are fetched from the executable files for example .exe files. The 
executable files are composed of a collection of instructions describing some task, to be carried 
out by a computer. In terms of files, a computer program consists of at least an executable file 
supplemented by a collection of data files. As malware are mostly identified as programs, they 
necessarily consist in an executable file. The executable file for Windows is called PE (Portable 
Executable) [Cor99], that defines the format of the file. 

 

4.6  Feature Extraction 

   Once the bytecode are fetched, the instruction sequences from the bytecodes are extracted 
using the subspace analysis [14], and the valid patterns are generated for the sequences. The N-
gram analysis for pattern generation is used  by varying n from 2 to 4. Each sequence is 
considered as a potential feature. 

 

4.7  Training Phase 

   A reference datum is created by storing the valid sequences generated from the feature 
extractions. SVM is used for classifying the valid patterns. The valid patterns are then stored in 
database to create or add to the reference datum. These patterns are then tagged as malicious or 
benign using the Principal Component Analysis. The most frequent or the active features are 
considered as higher priority for validation. 

 

4.8  Testing Phase 
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   A refrence datum is created by storing the valid sequences generated from the feature 
extractions. SVM is used for classifying the valid patterns. The valid patterns are then stored in 
database to create or add to the reference datum. These patterns are then tagged as malicious or 
benign using the Principal Component Analysis. The most frequent or the active features are 
considered as higher priority for validation 

 

5.  Experimental  Analysis 

For the following experiment, we have used two different datasets for training and testing the 

system which consist of both  malware and  benign software . A dataset is created with  300 

benign Windows XP files taken from the ‘Program Files’ directory (training files 250, validation 

files 50). There are 300 malware files (training files 245, validation files 55) which are malicious 

windows executable files downloaded from internet and other web  sources which  consists of a 

range of malicious activities such as: back-door downloaders, system attack, fake alert/warnings, 

Ad-Aware, information  stealer. The malware samples were run for 3 minutes ensuring that not 

only the loading and unpacking phases were recorded but also that malicious activity occurred, 

i.e., pop-up, writing to the disk or registry files. 

 

    
     Figure 2. Histogram : Percentage of opcode occurance  
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Out of 344 Intel opcodes,  only 117 different opcodes were recorded during the captured 
datasets for all programs traced during this experiment. The dataset is then normalized by 
calculating the percentage density of opcodes rather than the absolute opcode count to remove 
time variance introduced by different run lengths of the various programs. An initial assessment 
of the data shows two key properties a) The distribution of the various opcodes does not conform 
to any consistent distribution shape; rather opcode distribution varies greatly as illustrated by the 
difference, and b) The data values are a percentage of the opcodes within a particular program. 
For example, 0 means that the opcode does not occur within that program trace or 0.25 means  
that 25% of the program trace comprises of that opcode.  

   To improve the performance of the SVM the data is linearly scaled [1]. The Principal 
Componenet Analysis Technique selects the most frequent opcodes amongst them. The filter 
criteria is then applies on the validating dataset to generate more  accurate  results. The 
‘eigenvector’ filter has not only correctly chooses those opcodes selected by the SVM but also 
groups them into the most significant range. 

 

 
     Figure 3. SVM Opcode Sensitivity 

The method proposed in this paper investigates the full spectrum of opcodes to identify key 
opcode characteristics that will yield valuable indicators for malware detection. While much of 
the other research uses static analysis, the approach presented in this paper uses dynamic analysis 
and therefore evaluates actual execution paths, as opposed to evaluating all possible paths 
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through the program that is normally done when static analysis is used. The results obtained from 
this experiment shown that high density opcodes are not good indicators of malware. However, 
less frequent opcodes such as ja, adc, sub, inc and add make better indicators of malware, which 
confirms Bilar [4] claim that the 14 most occurring opcodes do not provide a good indication of 
malware with the exception of the add opcode. 

 

6. Conclusion 

   In this paper, we proposed a method for detecting malwares that relied in opcodes sequences in 
order to construct a vector representation of the executables. We used SVM as a tool to detect 
malware, it shows that malware, that is packed or is in encrypted format, can be easily detected 
using SVMs and by using the opcodes sequences chosen by the SVM as a benchmark, identified 
a prefilter stage using eigenvectors that can reduce the feature set and therefore reduce the 
training effort by discarding the useless features , by using Active Feature Selection approach. 
Three key point have been exposed from the results in this paper. 

  Firstly, the identification of a high population opcode is not only is a poor indicator of  benign 
or malicious software, but inhibits the ability to correctly classify software when used with other 
opcodes.  

  Secondly, a subset of opcodes can be used to detect malware.  However several opcodes have 
been identified as potential indicators of malware, which provides the basis for an improvement 
in detection techniques beyond current state of the art. 

  Finally, using the ‘eigenvector’ prefilter, the dataset can  safely remove irrelevant features. 
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