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Abstract- Bilateral controllers are widely used vital technology to perform remote operations and telesurgeries. The nature of 
the bilateral controller enables control objects, which are geographically far from the operation location. Therefore, the 
control data has to travel through public networks. As a result, to maintain the effectiveness and the consistency of 
applications such as teleoperations and telesurgeries, faster data delivery and data integrity are essential. The Service-oriented 
Router (SoR) was introduced to maintain the rich information on the Internet and to achieve maximum benefit from 
networks. In particular, the security, privacy and integrity of bilateral communication are not discoursed in spite of its 
significance brought by its underlying skill information or personal vital information. An SoR can analyze all packet or 
network stream transactions on its interfaces and store them in high throughput databases. In this paper, we introduce a hop-
by-hop routing protocol which provides hop-by-hop data encryption using functions of the SoR. This infrastructure can 
provide security, privacy and integrity by using these functions. Furthermore, we present the implementations of proposed 
system in the ns-3 simulator and the test result shows that in a given scenario, the protocol only takes a processing delay of 
46.32 µs for the encryption and decryption processes per a packet.  
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I. INTRODUCTION 
Within past few decades, remote surgeries or telesurgery has become a hot research topic. The bilateral control system is well 
known among the researchers who are researching on the remote surgeries. The bilateral control systems enable the surgeons to 
perform surgeries in a remote location without visiting the actual place where the surgery has to be performed. In this process, the 
surgeon controls a specific surgery robot remotely sending the control data through a network. Yet it provides the same 
experience as the surgery is performing in the same location where the surgeon is performing the operations. As an example, the 
“Da Vinci telerobotic Surgical System” permits the surgeon to perform an operation on a patient from a remote site. This 
phenomenon made possible to perform teleoperation systems in critical zones such as war zones, perform surgeries in rural areas, 
undersea operations, exploration and servicing, microsurgery, micro assembly and even in space operations. When such tasksare 
performing in remote locations, it is mandatory the operator must feel of the precise tactile senses such as; pressure and force. To 
obtain such feelings, the Haptic Interfaces are used in telesurgeries. As a result, both haptic data and bilateral control data have to 
travel over the network in order to give feedback or sense to the remote surgeon. Aforementioned phenomena make the data to 
travel through public networks including the Internet. It is a wellknown fact that the public networks are less secure. Hence the 
success of the process of telesurgery are highly depending on the network reliability, low packet loss, low jitter, low total delay 
(including processing time) and low bit error, these facts must be considered in the protocols which deals with the telesurgeries. 
Standard Communication Protocol (SCP) was developed to standardize the ECG devices which transfer ECG data and it was 
specifically for transferring Electrocardiography (ECG) data. ALPHAN is a partly completed communication protocol which was 
developed for haptic interaction. It was not well evaluated through public networks. Preliminary Protocol for Interoperable 
Telesurgery was developed to obtain the interoperability among robotic telesurgery systems. This was mainly focused on 
providing interoperability among the robotic telesurgery systems, and it does not consider about the public network proportion. In 
particular, the security, privacy and integrity of bilateral communication are not well discoursed in spite of its significance 
brought by its underlying skill information or personal vital information. Secure ITP was an enhancement to the standard ITP 
protocol to provide security which will only ensure privacy and information integrity on individual communication channels. 
Therefore, developing a simple protocol to address the main requirements in transferring teleoperation system data over public 
networks is essential. The transferred data among teleoperation systems are critical and sensitive. Therefore, a minor alteration to 
the data can end up with catastrophic failure in the operation which may be the end of a valuable human life. Consequently, 
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ensuring secure data delivery is vital in such applications. Moreover, prioritized data transmission and guaranteeing the integrity 
of data is also vital for the transmission of bilateral control data over public networks while minimizing the overall processing 
delay. 

II. RELATED WORK 
Service-oriented Router (SoR) proposed by our laboratory, is a new generation backbone router, which can inspects the 

data contents in a packet up to OSI layer 7. A SoR has a high-throughput database and is able to analyze all transactions on its 
interfaces. In addition, SoRs can provide APIs for accessing stored contents in order to enrich services. One of the motivations of 
this protocol is to provide a method to transfer haptic data securely and with guaranteed integrity 
over the public networks. Above all, since the final outcome is depending on the data transmission delay and the data 
transmission consistency, we address those two factors in our study. As the SoR is specifically designed to work as any category 
of network router, its hardware and software configurations meet 2Gbps data traffic capturing in the implemented systems on 
Juniper and Alaxala routers. Therefore, the extra processing power required for encryption and decryption processes for the 
protocol in the SoR would not affect to the data transmission delays. Since security, integrity and the low transmission delays are 
the most vital factors to be considered in the Bilateral Controller systems’ data transmission over the public Internet, in this study 
we introduce a novel routing protocol based on the functions of the SoR. The implemented secure data transmission protocol 
consisted of the following: (1) identifying the neighbors (2) per hop key exchange (3) maintain a distributed key table in every 
SoR (4) encrypt and decrypt packets on arrival and departure to/from SoR.  
 
III. EXISTING PROTOCOLS IN TELEOPERATION 
 
 TCP/IP is the most common communication protocol widely used on the Internet. Since TCP/IP is a heavy protocol many of 
complex software are required to be implemented. The Transmission Control Protocol (TCP) exists to provide a reliable 
connection-oriented communication channel. This reliable channel is quite useful to almost all of communicating applications. 
But it is not helping for time-critical applications. Because many data buffering mechanisms are required to process these 
functions implemented in these two layers, and these buffering cause unpredictable delay. Therefore, UDP is widely used for real-
time based communication needs. Because of the above facts, the proposed protocol will use UDP as the underlying protocol for 
its packets.  
 
A. Standard Communication Protocol (SCP)  
 
The Standard Communication Protocol (SCP) developed by the European projects OEDIPE was chosen as a standard for ECG 
data filing and transmission. It is a small protocol used in ECG systems as a standard to transfer data between end user devices 
from various vendors. 
 
B. ALPHAN  
 
ALPHAN is a communication protocol for haptic interaction. In, they have evaluated their implemented protocol using C-HAVE 
gaming application named as the balance ball game. The protocol has evaluated for two scenarios. First scenario was configured 
with a delay of 60 ms. The second scenario was configured without any delay. When comparing the delay and non-delay test 
results, the accuracy seems to be dropping around 10% for the scenario with the delay of 60 ms. In order to use such a protocol 
for teleoperation applications, the accuracy should be incremented as the total task is depending on the accuracy.  
 
C. Preliminary Protocol for Interoperable Telesurgery  
 
This is a protocol that develop to standardize and to provide the interoperability among robotic telesurgery systems. The protocol 
basically used for interconnecting devices from various vendors. 
 
 D.Secure ITP  
 
This is an enhancement to the standard ITP protocol via adding TLS and DTLS communication methods to provide security in 
data transfer between master and slave devices. Also, master and slave devices will use certificates obtained from a Certification 
Authority (CA) in order to authenticate each other. Secure ITP will only ensure privacy and information integrity on individual 
communication channels. 
 Also, has also proposed a real-time communication mechanism for RTLinux, which can use to control two robot systems 
bilaterally. This method will require RTLinux hosts and does not perform any operations over a public network. There are general 
protocols used on the Internet such as, Secure Sockets Layer (SSL), MACsec (IEEE 802.1AE) Encryption Control Protocol 
(ECP) to PPP and Point-to-Point Tunneling Protocol (PPTP), which provides security to data. Above mentioned protocols are 
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optimized for general usage and therefore they will not meet the basic requirements for transfer haptic data over general networks 
such as minimizing the transfer delay. Henceforth, it will be really helpful having a simple protocol, which can address the 
requirements of haptic data transmission. The proposing protocol is providing hop-byhop encryption service. Compared with the 
conventional protocols, the proposing protocol can allow the users or the applications to select the encryption level, key size and 
the encryption algorithm to use in their communications.  
 
 IV. PROPOSED HOP-BY-HOP ENCRYPTION PROTOCOL DEVELOPMENT  
 
In the proposed routing protocol, as soon as the SoR interfaces are up, the SoRs will exchange Hello packets with their neighbors 
notifying about the new interfaces. Via this Hello packet exchange process, SoRs will create their neighbor tables. After creating 
the neighbor tables, SoRs will initialize the shared key distribution process in each and every interface. For this process, the 
proposed protocol will use the standard Diffie-Hellman key exchange algorithm in order to securely create and distribute the 
shared keys among the neighbors using the created neighbor table. Upon successful key exchange, the SoRs will add and manage 
the generated key information in their own key table. Renewing the keys can be done at any point according to the user 
application requirement via retriggering the Diffie-Hellman algorithm. Simultaneously with this process, the SoRs will also send 
routing updates advertising their routing tables in order to populate their routing tables. Packet encryption process of the 
proposed protocol will take as illustrated in figure. The proposed protocol will select the best route depending on the real-time 
link conditions together in the least cost path. When a packet requires entire encryption together with the headers, the protocol 
will use its own header structure and will copy the original sender and the receiver details in to it.  
 

 
 
Then the sender and the receiver portions of the original IP header will be replaced by the current SoR forwarding interface IP 
and with the IP of the obtained next hop SoR. This will give the ability to route the packet to the optimum path also through the 
existing intermediate network devices such as normal routers and layer 3 switches as the packet contains an IP header. 
Henceforth, the content together with the original sender and the receiver will not be readable by any other device other than the 
destined next hop SoR as it is the only device which has the key to decrypt the packet and obtain the header data. In a 
communication where only the data is required to be encrypted without any other information, the proposed protocol will only 
encrypt the packet data and send it to the next hop SoR together with the original IP header and together with other SoR header 
information in order to identify the packet via the next hop SoR. The SoR header will contain fields to uniquely distinguish each 
packet type without any conflicts. The SoR header will be explained in the next section. Upon the successful retrieval, the 
receiving next hop SoR will then decrypt the packet if it is encrypted using the same shared key obtained from its key table. Then 
after reading the original sender and receiver details, if it is not the particular receiver of the packet, it will again do the above 
process after selecting the most effective and efficient next hop to forward the data. Then if the packet required encryption, it will 
encrypt it via following the same above-mentioned process and it will forward the packet to the relevant next hop SoR. This 
process will continue until the final SoR sends the packet or the stream to the destined receiver. At the end point, original sender 
and receiver details will be replaced to the IP header so that the receiver will receive the identical packet which is sent by the 
sender. The main advantage of this method is that the most efficient and effective path can be selected according to the real time 
link conditions. This will speed up the packet transmission while optimizing the congestions in the wide area networks. Also, the 
protocol will allow transmitting both ordinary packets of the network and also the packets that need to be securely delivered via 
encryption simultaneously. At the same time, the encryption level will be also configurable according to the sensitivity of the data 
or according to the client and the application requirements. Since, integrity and the low transmission delays are the main 
requirement to send haptic data of the bilateral control applications, the proposed protocol can be directly used in such 
applications. When the packets are transmitting through a network, due to load balancing, unpredictable network behavior or due 
to network congestion packets may get lost, duplicate or receive in out of order. When considering about an application where 
transmitting haptic data, the data should be transferred ensuring the data integrity, and the packet transmission delays should be 
minimal as much as real time as possible. Obviously there is a possibility to occur errors in the packets while they are transmitting 
through the networks. Nowadays, such scenarios are tolerated using methods such as Forward Error Correction (FEC). Hence, in 
such methods, the error will be corrected via requesting the original packet all the way back from the sender. Therefore, the data 
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retransmission delay will be a significant influence to an application such deals with haptic data. Though the error can be 
corrected using methods such as traditional FEC, the time taken to correct the error will effect to the time sensitive applications. 
In the proposed routing protocol, it can be integrated with a hop-by-hop FEC method in each and every SoR. So that every SoR 
will keep a copy of packets or a reference of the packets transmitted within a certain time window. Therefore, once an error is 
detected in an SoR or a router, it can request the packet from the previous SoR via the hop-by-hop FEC method, rather than 
requesting the packet all the way back from the originator. Moreover, this method will significantly reduce the delays caused by 
the data retransmission. 
 
 V. WHAT IS HOP-BY-HOP ENCRYPTION AND ITS INFLUENCE TO THE SOR 
 
A. How hop-by-hop encryption works in SoR? 
 
When it comes to encryption, there are mainly two methods 
as link encryption and end-to-end encryption. In link encryption, all the data along a link will be encrypted regardless of the 
content or the protocol. In here, the payload, 
headers and trailer are altogether encrypted as a whole.  
Moreover, in end-to-end encryption, only the payload will be 
encrypted leaving the headers and trailers readable. This leads vulnerabilities in learning sensitive information, such as the 
sender or where the packet is heading and what type of data it 
is carrying. Therefore, attackers or anyone who interprets the 
packet will be able to obtain such information easily. Most of 
the time in communication, we use end-to-end encryption where as in SSH and SSL. Moreover, we use link encryption in 
methods such as MACsec (IEEE 802.1ae) and Point-to-Point Tunneling Protocol (PPTP) mainly in satellite links and T3 lines 
where we need to encrypt all the transferred data. In end-to-end encryption, first the end-to-end connection between the two 
communication parties will be established. 
Next, the two parties will securely share a key pair among each other using a public key architecture or any relevant
method. Then the data will be sent through the selected path after encrypting using the shared keys. The communication 
will be secured among the communication parties as the decrypting keys will to be known only by the communication parties. 
Unlike in end-to-end encryption, in the proposed hop-by-hop encryption protocol it will encrypt the data while transmitting 
through the network. As illustrated in Fig. 1, the encrypted tunnels will be created dynamically among the SoRs as the packets 
transmit through the network. When a packet is sending from client#1 to client#2, the packet will be sent in an encrypted tunnel 
in-between SoRs. Once SoR#1 receives the packet it will send the packet to SoR#2 through an encrypted tunnel in-between them. 
After receiving the packet, SoR#2 will determine the most suitable path to forward the packet by analyzing its routing table. Then 
it will create a tunnel with SoR#3 or SoR#4 accordingly and forwards the packet. 
 
SUMMARY 
 
we introduced a novel hop-by-hop on demand encryption protocol which can be used in applications which transmits motion 
control data over public networks. We have identified flows of the existing protocols, and we have addressed those issues using 
the proposed protocol together with the help of the functionalities of the SoRs. Also, when considering the processing delay of 
50.32 μs per a packet consumed for the encryption and decryption processes by an SoR is tolerable and feasible to use in 
applications such as telesurgeries where the tolerable delay margin must be less than 150 ms. Moreover, this 50.32 μs delay will 
further be reduced as the SoRs have high-end processing power and advanced hardware architectures. By using such advanced 
features of the SoRs, the proposed routing protocol can act fast enough to provide almost negligible processing delays for the 
haptic data packets, which flows from the motion control applications assuring the faster data transfer they require. Moreover, the 
proposed hop-by-hop routing protocol will be able to provide both secured routing and ordinary routing simultaneously for both 
the general packets and motion control data packets transmitting through the public networks. In the future, we will test this 
method in a real world network with real motion control and haptic traffic. Moreover,  hop-by-hop FEC method will be 
implemented so that the data loss due to bit errors can be significantly reduced which will smooth the motion control operations. 
In addition, for further security, we will implement a Certification Authority (CA) based authentication architecture that will then 
mitigate the threats, which can be caused by attaching fraud SoRs to the Network. Finally, the security level of the implemented 
protocol will be evaluated using a proper model. 
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