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Abstract 

Managing conviction is a problem of scrupulous importance in peer-to-peer environments where one recurrently encounters 

unknown managers. Unspecified nature of peer-to-peer systems exposes them to spiteful activity. Establishing conviction 

among peers can alleviate attacks from naughty peers. This paper presents scattered algorithms used by a peer to reason 

about conviction merit of others based on the available local in sequence which includes past communications and 

suggestions established from others. Peers cooperate to establish conviction among each other without using a priori in 

sequence. Conviction decisions are adaptive to alterations in conviction between peers. A peer's conviction merit in 

providing armed forces and giving suggestions is evaluated in examine  and suggestion contexts. The results of several 

experimental studies are used to simulate peer, source, and network parameters. 
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1. Introduction 
 
 

A Peer-to-peer (P2P) network is a group of Computer nodes which construct their own open unobstructed sharing networks 

on top of the Internet architecture. Such a system achieves application-level direction finding on top of IP routing. The users 

have dual functionality i.e. they are allowed to join the network and part their  possessions  by functioning as clients when 

they need to download and they can function as a server when the system need to serve possessions to other users. Due to the 

scattered natural surroundings of P2P systems there is no central point of attack but such kind of an architecture makes P2P 

networks very prone to spiteful attacks by other peers like sending Trojans, Caterpillars, Viruses, Fake files etc. 

Peer-to-peer systems rely on collaboration of peers to accomplish tasks. Ease of performing 

Mischievous activity is a threat for security of P2P systems. Creating long time conviction relativeships among peers can 

provide a more protected environment by reducing risk and uncertainty in future P2P communications. However, 

inaugurating conviction in an imprecise entity is difficult in such a spiteful environment. 

Furthermore, conviction is a social concept and hard to measure with numerical values. Metrics are needed to characterize 

conviction in computational models. Classifying peers as also conviction worthy or unconviction worthy is not sufficient in 

most cases. Metrics should have correctness so peers can be ranked according to conviction merit. Communications and 

responses of peers provide in sequence to measure conviction among peers. Communications with a peer provide certain in 

sequence about the peer but feedbacks might contain dishonest in sequence. This makes assessment of conviction merit a 

challenge. In the presence of an authority, a central server is a privileged way to store and manage conviction in sequence, 

e.g., eBay. The central server firmly stores conviction in sequence and defines conviction metrics. 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 10, October 2014, Pg. 231-238 

Mohan, IJRIT  232 

 

 

Since there is no central server in most P2P systems, peers establish themselves to store and Manage conviction in sequence 

about each other. Management of conviction in sequence is dependent to the structure of P2P network. In scattered hash table 

-based methods, each peer becomes a conviction holder by storing feedbacks about other peers. 

Global conviction in sequence stored by conviction holders can be accessed through DHT efficiently. In amorphous 

networks, each peer stores conviction in sequence about peers in its neighborhood or peers interacted in the past . A peer 

sends conviction queries to learn conviction in sequence of other peers. A conviction request is either swamped to the 

network or sent to neighborhood of the query initiator. 

Generally, calculated conviction in sequence is not global and does not reflect opinions of all peers. 

The system propose a Self Organizing Conviction  model  that aims to decrease spiteful activity in a P2P system by 

establishing conviction  relatives among peers in their propinquity. No a priori in sequence or a conviction end peer is used to 

influence conviction establishment. Peers do not try to save conviction confirmation from all peers. 

Each peer develops its own local view of conviction about the peers interacted in the past. In this Way, good peers form 

active conviction groups in their proximity and can segregate spiteful peers. Since peers normally tend to interact with a 

small set of peers, forming conviction relatives in proximity of peers helps to alleviate attacks in a P2P system. In SORT, 

peers are expected to be strangers to each other at the beginning. 

 

1.1. Network Security 

 
 
The use of Mobile Managers in complicated applications offers advantages for constructing supple and flexible wide area 

sprinkled systems. Notably, applications such as Intrusion Detection Systems and Intrusion Response Systems have become 

even more relevant in the context of large-scale network infrastructures, where traditional security mechanisms demonstrate 

severe weaknesses. Indeed, as they can be retracted, dispatched, cloned or put in standby, mobile managers have the ability to 

sense network conditions and to load dynamically new functionality into a remote network node. The network consciousness 

of mobile managers can also considerably contribute to the detection of intrusions and enables. 

Providing appropriate response. Deriving from this trend, mobile managers have been proposed as support for Intrusion 

Detection and Intrusion Response in computer networks. The innovation of this approach lies on the design of the intrusion 

detection and response system. Indeed, the organization of mobile managers follows the behavior of natural systems to detect 

an intrusion as well as to answer an intrusion. Schematically, there are two natural paradigms that have been referred to. 

Firstly, the human protected system, because the IDS is based upon principles derived from the immune system model, 

where Intrusion Recognition Managers  map the functionality of the natural immune system to distinguish between normal 

and abnormal events  as explained in . Secondly, the societal insect stigmergy paradigm, because the IRS is based upon 

principles derived from this paradigm. In fact, Intrusion Response Managers map the collective behavior of an ant population 

by following a synthesized electronic pheromone specific to the detected intrusion until the source of the attack in order to 

perform its response task. This pheromone has been previously diffused throughout the network by an ID Manager when it 

detected the attack. This kind of collective paradigm is very interesting because it consists in having each ant execute a rather 

light task to induce collectively a more complex behavior. 

This approach is also very powerful because the ID System, as well as the IR System, are 

Completely scattered in the network without any centralized control: both systems are essentially constituted by mobile 

managers which travel across the network, dynamically altering their routes according to collected events, without any 

simple way to drop them. Furthermore, mobile managers are quite polyvalent because they can detect and respond to 

intrusion. This enhances the difficulty for an attacker to distinguish between ID Managers and IR Managers. The use of AIS 

for addressing security has also been considered in MANET routing. 
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1.2. Self Organizing Conviction Mode 

SORT defines three conviction metrics. Reputation metric is calculated based on references. It is Essential Reputation loses 

its importance as experience with an associate increases. Examine conviction and suggestion conviction are primary metrics 

to measure conviction merit in the examine and suggestion contexts, respectively. The examiner conviction metric is used 

when choosing examine sources. The suggestion conviction metric is important when requesting suggestions. When 

calculating the repute metric, suggestions are calculated based on the suggestion conviction metric. 

 
 

2. Managing Conviction In A Peer-To-Peer In Sequence System 
 

Managing conviction is a problem of scrupulous importance in peer-to-peer environments as one encounters recurrently 

unknown managers. Existing methods for conviction management based on reputation do however not scale as they rely on 

some form of central database or global knowledge to be maintained at each manager. 

This system illustrates that the problem needs to be addressed at both the data management And the semantic, i.e. conviction 

management, level and we devise a method of how conviction assessments can be performed by using at both levels scalable 

peer-to-peer methods. We expect that such methods are an important factor if fully decentralized peer-to-peer systems should 

become the platform for more serious applications than simple exchange. 

 2.1. Managing Conviction in A Decentralized System 

A common feature of the models of conviction investigated in the literature is that they exploit in sequence on the behavior 

of other managers in order to assess conviction. From a global perspective it should be possible to assess conviction based on 

all the behavioral data that is available on a manager. The notion of context is of great importance when considering 

conviction. However, only for the sake of simplicity, conviction is in the following considered for one static Context, 

meaning that we do not differentiate the evaluation of conviction in different contexts. But the context considerations could 

be easily integrated into the model. Let P denote the set of all managers. The behavioral data B are observations t (q; p) an 

manager q 2 P makes when he interacts with an manager p 2 P. Based on these observations one can assess the behavior of p 

based on the set, This means we take into account all reports about transactions that are made about p, but as well all reports 

about transactions that are made by p. In addition the global, aggregate behavior B of the system is used in order to scale 

results obtained about a specific manager. Analysis of large amounts of behavioral data is in fact an important application of 

data mining. 

 

3. The Computational Model for Sort 
 

 

Calculated conviction in sequence is not global and does not reflect opinions of all peers. Categorizing peers as either 

conviction worthy or unconviction worthy is not sufficient in most cases. Metrics should have precision so peers can be 

ranked according to conviction merit. The following conviction metric methods can be evaluated based on the Self 

Organizing systems. 

3.1. Examine Conviction Metric 

When evaluating an acquaintance’s conviction merit in the examine  context, a peer first Calculates capability and integrity 

belief values using the in sequence in its examine  history. Competence belief represents how well an associate satisfied the 

needs of past communications. Let friend request denote the competence belief of pi about pj in the examine  context. 

Average behavior in the past connections is a measure of the competence belief. Thus, an interaction's evaluation result, 

weight and fading effect values are considered in the calculation of competence belief. pi calculates cbij as follows: 
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A peer can be competent but may present erratic behavior. Reliability is as important as competence. Level of confidence in 

certainty of future communications is called integrity belief. Let bij denote the integrity belief of pi about pj in the examine 

context.  

3.2. Reputation Metric 

The reputation metric measures a stranger’s conviction merit based on suggestions. In the following two sections, we assume 

that pj is a stranger to pi and pk is an acquaintance of pi. If pi wants to calculate rij value, it starts a reputation query to 

collect suggestions from its acquaintances. Conviction worthy acquaintances and requests their suggestions. Let a max 

denote the maximum number of suggestions that can be collected in a reputation query and jSj denote the size of a set S. In 

the algorithm, pi sets a high threshold for suggestion conviction values and requests suggestions from highly conviction ed 

acquaintances first. Then, it decreases the threshold and repeats the same operation. first calculates erij, an estimation of 

reputation of pj, by aggregating reputation values in the suggestions. A reputation value collected from a large set of peers is 

more credible since more peers agree on it. Therefore, rkj value should be considered with respect to qkj value. With this 

observation, erij can be calculated as follows 

 

 

Now, pi has two types of in sequence to calculate rij value. While ecbij and eibij represent pi's acquaintances own 

experiences about pj, erij represents their undecided in sequence. With these observations, rij is calculated in a similar way as 

stij, 

 

 

3.3. Suggestion Conviction Metric 

Assume that pi wants to get a scrupulous examine. pj is a stranger to pi and a probable examine  provider. To learn pj’s 

reputation, pi requests suggestions from its acquaintances. Assume that pk sends back a suggestion to pi. After collecting all 

suggestions, pi calculates rij. Then, pi evaluate spk’s suggestion, stores results in RH ik, and updates rtik. Assuming pj is 

conviction worthy enough, pi gets the examiner  from pj. Then, pi evaluates this interaction and stores the results in SHij, and 

updates stij. Let rcbik and ribik denote pi’s competence and integrity beliefs about pk in the suggestion context, respectively. 

pi calculates rtik in a similar way to stik 

 

 

3.4. Selecting examine Providers 

When pi searches for a scrupulous examine, it gets a list of examine providers. Considering a Face book application, either 

post share the links to other peer .Connecting the all people with Suggestion multiple peers, checking integrity is a problem 

since any file part downloaded from an uploaded might be in authentic. 

3.5. Selecting Best Examine Provider 

pi usually cannot check the authenticity of a file until its download finishes. If pi prefers to download from several up 

loaders, pi cannot blame an up loader due to an in authentic file. Because, pi cannot determine if the whole file or some parts 

downloaded from a spiteful.up loader is inauthentic. To prevent such situations, pi may prefer to select one examine 

provider.Examine  provider selection is done based on examine  conviction  metric, examine  history size,competence belief, 

and integrity belief values. When pi wants to download a file, it selects an uploader with the highest examine conviction 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 10, October 2014, Pg. 231-238 

Mohan, IJRIT  235 

 

value. In this way, new peers can join the network and build conviction relatives. Such critical conviction  decisions may 

require human intervention. Thus, the user interface of P2P application should be able to provide input for critical operations. 

 

 4. Experiments and Analysis 
   
 

A file sharing simulation program is implemented in Java to observe results of using SORT in a P2P environment. Some of 

the experiments are as follows: how SORT handles attacks, how much attacks can be alleviated, how much suggestions are 

helpful in correctly identifying spiteful peers, and what type of attackers are the most harmful. 

4.1. Global Conviction Model 

The global conviction model we consider is based on binary conviction, i.e. an manager is either conviction worthy or not. 

Managers perform transactions and each transaction t(p; q) can be either performed correctly or not. If an manager p cheats 

within a transaction it becomes from the global perspective unconviction worthy. In order to disseminate in sequence about 

transactions Managers can forward it to other managers. Since we assume that usually conviction exists and spiteful behavior 

is the exception, we just consider in sequence on dishonest communications as relevant. 

Thus an manager p can, in case of spiteful behavior of q, will be a complaint c(p; q). Complaints are the only behavioral data 

B used in the model. 

The system includes a simple situation where p and q interact and later on r wants to 

Determine the conviction merit of p and q. After their interaction q will be a complaint about p, which is perfectly fair. On 

the other hand, also p will be a complaint about q in order to hide its misbehavior. An outside observer r can therefore not 

distinguish whether p or q is the dishonest manager. This is an important point. A social mechanism to detect dishonest 

behavior will not work for private communications. 

The trouble for p starts when it continues to cheat. Assume it cheats in another interaction with s. Then r will observe that p 

complains about both q and s, whereas both q and s complain about p. It will conclude that it is very probable that p is the 

cheater. 

Generalizing this idea, it defines the reputation of a manager as the product as follows: 

 

 

High values of T(p) designate that p is not conviction worthy. The problem is, that we determine the reputation based on the 

global knowledge on complaints. Here we arrive at the point where we have to study the problem from the perspective of 

data management. 

4.2. Attacker Model 

Attackers can perform examine based and suggestion based attacks. Uploading a virus infected or an inauthentic file is a 

examine based attack. Giving a misleading suggestion intentionally is a suggestion-based attack. There are two types of 

misleading suggestions: 

1. Unfairly high. Giving a positively-biased conviction value about a peer where r ¼ cb¼ ib ¼ 1 and sh ¼ shmax. 

2. Unfairly low. Giving a negatively-biased conviction value about a peer where r ¼ cb¼ ib ¼ 0 and sh ¼ shmax. 

Setting sh¼ shmax maximizes the effect of a misleading suggestion. A fair reference is The recommender’s unbiased 

conviction in sequence about a peer. A examine based attack can be distinguished immediately since a virus infected or an 

inauthentic file can be recognized after the download. However, it is durable for a peer to determine a Suggestion based 

attack if the peer’s own experience conflicts with a suggestion. Since recommender strength is cheated by attackers, there is 

no sign to prove that a suggestion is intentionally given as misleading. A no spiteful network consists of only worthy peers. A 
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spiteful network contains both good and spiteful peers. If spiteful peers do not know about each other and perform attacks 

independently, they are called as individual attackers. Individual attackers may attack each other.  

4.3. Analysis on Individual Attackers 

The results of experiments on individual attackers. For each type of Individual attacker, two separate network topologies are 

created: one with 10 percent spiteful and one with 50 percent spiteful. Each network topology is tested with four conviction 

calculation methods. In the experiments, a insincere attacker behaves spiteful in 10 percent of all communications. A 

discriminatory attacker selects 50 percent of all peers as victims. An oscillatory attacker behaves good for 1,000 cycles and 

spiteful for 100 cycles. 

4.4. Examine Based Attacks 

When a spiteful peer uploads an infected/ inauthentic file, it is recorded as a examine based  Attack. Number of attacks in No 

Conviction method is considered as the base case to understand how many attacks can happen without using conviction in 

sequence. Then, number of attacks observed for each conviction calculation method is compared with the base case to 

determine the percentage of attacks prevented. 

In a 10 percent spiteful network, all methods can prevent more than 60 percent of attacks of naive attackers. For the 

hypocritical and oscillatory attackers, a good peer may not identify an 

 

 

 

 

 

                                                       (a) Sort (10 % spiteful) 

 

 

 

 

 

 

 

 

(b) FloodRQ (10 % spiteful) 

In a 10 percent mischievous network, misleading suggestions of discriminatory collaborators slightly decrease the reputation 

of victims as shown in Fig. a. This is not observed in the individual discriminatory behavior since each attacker selects a 

different set of victims and misleading suggestions are evenly scattered among all peers. 

Discriminatory collaborators attack to only 50 percent of peers so impact of misleading suggestions is concentrated on a 

minor group. Since they do not attack non-victim peers and give unfairly high suggestions about individually other, they can 

maintain a high reputation. This situation is more clearly with the 50 percent spiteful network as shown in Fig. b. Victims has 
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a very low repute since 10 percent of all peers give misleading suggestions about them. Reputation of non-victim good peers 

does not change much since they are not attacked. 

 

5. Conclusion 
 

A conviction model for P2P networks is offered, in which a peer can develop a conviction network in its proximity. A peer 

can segregate spiteful peers around itself as it develops conviction relativeships with good peers. SORT alleviated both 

examine and suggestion based attacks in most experiments. However, in extremely spiteful environments such as a 50 

percent spiteful network, collaborators can remain to disseminate large amount of misleading suggestions. An issue about 

SORT is maintaining hope all over the network. If a peer changes its point of add-on to the network, it might drop a part of 

its dependence network.  
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