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Abstract 
 

Security is gaining awareness and more importance in recent years which makes it an issue treated with a very high 
level of importance and sensitivity and lack of security can result in great damage. The type of security under which 
this project is built is the Physical Security. Physical Security described security measures that are designed to deny 
unauthorized access to facilities, equipment’s and resources and also to protect confidential properties from damage or 
theft. Problems with traditional authorization system such as padlocks and doors have posed different problems such as 
inability to keep a record of entries or lock use, inability to restrict privileged users, poor versatility among others. This 
project aims at simulating a system demonstrating an efficient three way Authorization system to control access to 
physical location by using access cards with chips which stores user data and pin information, providing a matching 
secret PIN number known to the cardholder alone and a fingerprint biometric information that matches the previously 
provided credentials. By adopting this method, it increases security, eliminates congestion, reduces item/commodity 
theft, and specifies general time access control. The programming language used for this simulation is Java because it 
has in-built libraries to support modification and modular development. MySQL is used to store and manage databases, 
privileges and also to store biometric data and access rules. 
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1.  Introduction 
In our world today, information and communication technology can be identified as a major contributor to 
the advancement, sophistication and efficiency which humans perform most of their operations. 
Information technology is the applications of computers and telecommunications equipment to store, 
retrieve, transmit and manipulate data [6]. One of the largest investments in many organizations is the 
creation, maintenance, and retrieval of information. It has been estimated that in an organization, such as a 
tertiary educational community, information is highly essential for correct students’ records and 
examination data. “Student information, if not properly created and stored, will cause many errors in 
usage” [13].This has made the access to information and other resource a vital necessity for survival in the 
21st century. However, information can be categorized and is a subject that goes hand in hand with security. 
Therefore, one can proceed to conclude that every piece of information or resource must be assigned a level 
of security or privilege no matter how minimal. 
 
The act of accessing may mean consuming, entering, or using permission to access a resource is called 
authorization (Wikipedia, 2014). Authorization is the function of specifying access rights to resources 
related to information security and computer security in general and to access control in particular. More 
formally, “to authorize” is to define an access policy. For example Dean of college, Head of Department or 
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College Officer are normally authorized to access students records and this policy is usually formalized as 
access control rules in a computer system. There are many methods of security that can be applied based on 
characteristics of feature of the particular data or information being discussed. 
 
Access control, in the fields of physical security and information security, is the selective restriction of 
access to a place or other resource. Traditionally, physical access is controlled by the use of doors with 
locks, barriers, gates and so on. These barriers (doors, gates) usually have locks that possess key(s) to them, 
whereby key holders or possessor may access the restricted physical area by inserting the key into the 
locks. This method has been the authorization system for thousands of years and even though efficient, it is 
not exactly up to test, in terms of control and study. The introduction of ICT however has buttressed the 
concept of access control and management by implementing more functions.  
 

2.  Security Needs 
In our world today, security becomes an issue treated with a very high level of importance and sensitivity. 
Security is a growing need throughout the world, and lack of security can result in great damage. This is 
because the level of globalization, diversity and competition that is being created amongst the various 
economic players from individuals to firms as well as government. Security is defined as the degree of 
resistance to, or protection from harm. It applies to vulnerable and valuable asset such as person, dwelling, 
community and so on (Wikipedia, 2014). The phenomenon, “Security”, itself is very important and varies 
in terms of realms or situation where it is being used. Many solutions are available for all levels of access 
control from highly restricted areas such as banks, or laboratories to less restricted areas such as 
classrooms.  
 
One type of security is, Personal Security. This type of security is perceived to be the level of safety that is 
attached to human life, house and household or personal belongings. Another type of security which is a 
type of security under which this project is built is called Physical Security. Physical Security described 
security measures that are designed to deny unauthorized access to facilities, equipment and resources, and 
to protect personnel and property from damage or harm such as espionage, theft, or terrorist attacks [7]. 
This is where the issues of access control and authorization come into play.  
 
To secure and control access to a geographical area or resource, access control systems are deployed. An 
access control system is a system that does a selective restriction of access to a place. These systems have a 
long history of manual mechanisms but today, they are electronic in nature and more sophisticated in their 
methods of operation. A typical access control system will consist of a user identification card (which is 
also a smart card), a card reader which optionally comes with a keypad that allows a user to key in their 
secret PIN number, and door or door lock system. The Smart Cards usually contain chip that store a user’s 
details such as a unique identification number such as a Social Security Number (SSN), employee Id 
number, and also a user name. The chips contained therein are read by the card reader which reads the 
information stored verifying it with a user PIN number entered.  
 
Information security basically ensures the confidentiality, integrity and availability of information. It 
essentially provides the necessary protection to information and the supporting processes, systems and 
infrastructures from various forms of possible threats and vulnerabilities. Both physical and logical access 
controls are amongst the imperative protection schemes in information security [2]. 
 
In security systems, authentication is distinct from authorization, which is the process of giving 
individuals access to system objects based on their identity. Authentication merely ensures that the 
individual is who he or she claims to be, but says nothing about the access rights of the individual 
(Webopedia, 2014). Physical and logical access controls are essentially based on user authentication 
whereby an individual's identity is verified through either one of the three following means [12] `by 
something you know' (password), `by something you have' (access card) or `by something you are' 
(biometrics) (or through combinations of any of the three means) which my project work is focusing on. 
Traditional approaches are basically based on the first two methods. The former implies password 
authentication that can be forgotten, guessed or cracked through dictionary or brute forced attacks, whereas 
the latter involves the use of tokens as identifiers such as keys or smartcards for authentication purposes. 
Unfortunately, the second method is also at risk of being shared, lost, duplicated, or stolen [3]. The 
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emerging solution is based on biometric which is claimed to be more reliable and more fool-proof that 
relies on `something that you are', to make personal authentication. 
 
There are 3 factors of authentication   

o Something the user have (e.g., ATM card, smart card) 
o Something the user knows (e.g., password, PIN, pattern) 
o Something the user is (e.g., biometric characteristic, such as a fingerprint). 

2.1  Historical Background of the Problem Area 
From mankind’s very first access control system to today’s modern electronic access control, there has 
always been a need to protect people and assets by limiting access to sensitive areas. Early humans had 
their methods, but these have since evolved to more manageable solutions in the industrial age with the use 
of doors and guards, then locks and keys. The practice of installing electronic access control systems began 
in the 1960s to eliminate the problems associated with lost keys, having the ability to instantly add, allow, 
restrict or deny someone’s access, and to be able to immediately generate an activity report on people’s 
“comings and goings.” 

Early systems used simple keypads with PIN (Personal Identification Number) codes, followed by “swipe” 
or insert cards such as magnetic stripe or Wiegand technology. These were called “card keys,” or “key 
cards,” which are terms still in use by people today. In the late 1970s, non-contact “proximity cards” or 
RFID technology became popular because of its many advantages.  

These access cards are used in conjunction with an access control card reader. This card reader is connected 
to an intelligent door controller which contains stored programming information from the access control 
software about who is allowed where and when, as well as other functions that the system can perform. Not 
only do these access systems grant or deny access, they maintain a history of system activity that can be 
used to generate management reports. 

Today’s products have come a long way from those early systems of the 1960s and 1970s. Whereas 
systems then could cost as much as $5,000, $10,000, or more per door installed, now they cost just a 
fraction of this cost and perform a greater number of functions. Some Access Control system vendors have 
latest offerings that include integrated photo badging, digital video, telephone entry, and more [11]. 

Access Card with Chips is a more likely centre of discussion of this project titled, “Design and 
Implementation of an Authorization System using Access Card with Chips”. So therefore, with an objective 
to justify this, there has been a conduction of research of history of cards with electronic chips, also known 
as Smart Cards describing its evolvement over the years. Reviewed below are the various milestones that 
have been reached in the past few decades according to Cardwerk in 2014. 
 

3.  Flexible Access Control Solutions by IDenticard 

IDenticard access control systems restrict entry into your buildings, combine multiple card reader 
technologies, and positively identify your people. IDenticard partners with our customers to create access 
control systems that adapt to their changing security needs. 

PremiSys™ access control system offers an impressive set of advanced features made available by today's 
sophisticated technology. PremiSys is an attractive option to control building access for facilities of every 
size. Their newcutting-edge mobile application revolutionizes electronic access control. The application is 
integrated with our PremiSys™ access control system to allow administrators to conduct many daily 
activities even when away from their desks (http://www.identicard.com). 

3.1  Access Control System Accessories 

• Biometric Security: Biometric technologies read the unique characteristics of fingerprints, voice, 
facial and iris patterns to prove a person's identity. 

• Card Readers : IDenticard® physical access control systems work with a wide range of card 
readers including smart card, proximity cards, bar code, magnetic stripe, and biometric. The 
flexible design of our systems allow you to mix and match card reader technologies within the 
same system. 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 10, October 2014, Pg. 601-610 

Ayangbekun, Oluwafemi J., IJRIT- 604 

 

• Napco Fusion (A total Security Solution): Provides an interface between Access control, 
Intrusion/Fire, Video and Trilogy Wireless Locks. User-specified alarm events are displayed on 
the CA3000 alert/event grids. It also allows alarm areas to be disarmed / armed by a CA3000 
operator or by a card reader. An alarm event can trigger automatic locking/unlocking of doors and 
trigger presentation of live video and pre and post video recording. Also, if the system is armed, 
only personnel authorized to disarm the Gemini alarm system will be granted access. 
 

4.  Methodological Approach 
Authorization is a method of access control and information security which requires users (persons who 
identify) to somewhat deliver or submit correct credentials before they are allowed to utilize a resources, 
access a physical location or information. This research entails the development of a Java simulation 
program to effectively describe an efficient authorization system that will require users with registered 
smart access cards to gain physical access to a location by the successful validation of credential inputs and 
successful match of credentials with fingerprint data that must have already been stored in the system 
database. 
 
A simulation has been chosen to demonstrate the implementation of the Authorization System using Access 
cards with chips due to feasibility. The addition of the fingerprint biometrics access for validation came 
about as result of loss of card or theft which may lead to un-authorized access and with fingerprint 
biometric, access cannot be granted if credentials do not match. This implies that the assumed biometric 
data that has been selected for the purpose of feasibility of this research is Fingerprint biometric data. The 
methodology employed in this paper feature only software components of simulation program such as 
classes, administrator and user modules and so on. Another software component for data storage and 
retrieval is the MySql Database Management Software (DBMS). 
 

 

5.  System Requirements 

The entities of the proposed system, Authorization System using Access Card with Chips, include: 
� Employees: These are employees assumed to have access to a particular area protected by the 

authorization system. Each employee is also assumed to have a unique employee 
identification number (ID) which is stored on access cards which he or she holds. The 
employees are also assigned privileges which determine the number of access points which 
the can access with the right combination access information (card, pin and fingerprint). 

� Privileges: These are identified in this system as numbers that represent the hierarchy of users 
allowed to access doors. It is assumed that the lower the number, the lower the number of 
entry points that can be used by the employee.  

� Log: This is a daily record of card accesses and uses over time. Every access with the card 
returns a record of the transaction which would be stored in the database. The record is stored 
whether or not a user is granted access. In case of denial, the reason for denial is also stored in 
the Log table of the database. Other fields of the log include employee access card number, 
time of attempt and so on. 

� Biometric Fingerprint scanner: This is a hardware entity that would be used to read fingerprint 
data from a user to the computer to be processed by the authorization software by checking 
submitted data with registered fingerprint data in the software database. 

� Card Reader with keypad: This is also a hardware device that reads data from smart/access 
cards with chips and checks the data with the corresponding employee data in the database.  

� Doors: These refer to access points or entry points where every user will be required to use 
their cards, input their secret pins and fingerprints to gain access into. 

 

6.  Descriptive Analysis 
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For Authorization System using Access Card with Chips to be functional, in terms of being able to achieve 
its objectives, it must be synchronized thoroughly with the system database to improve accuracy and 
security. The Java Simulation thereby will demonstrate the process of authorization simulating the 
following stages of the 3 factor authentication process: 

• Card presence validation: This is implemented as a Java form that would request of user his or 
her employee identification number and check with database to ensure authentication before 
proceeding to the next stage. 

• Card PIN validation: This also is simulated by requiring a user to input his or her secret 
personal identification number. After number is entered through a graphical keypad, user 
access is also authenticated by checking submitted data with database, thus the simulation of a 
2nd factor authorization. 

• Finger print validation: This is implemented by adopting a dummy form with an image to 
simulate finger print validation before the user proceeds to the final form where he or she can 
gain access to physical or logical location. This is the simulation of the 3rd factor 
authorization by card. 

 

7.  Entity Relationship Diagram (ERD) 
This is the visual representation of relationship between entities derived from the analysis of a system in a 
relational model. The ERD development requires an understanding of a system, its components and 
attributes of its component. It could also be used to describe the structure of database entities in other to 
understand the structure of a database by relation of the database tables. Foreign keys are linked from the 
primary table on one-to-one or one-to-many relationships.  
However for the purpose of this paper, tables derived during data definition in the data dictionary will be 
represented in an ERD therefore laying emphasis on the entity relations (Fig. 1). 
 

 
 

Fig. 1  ERD of Authorization system using Access cards 

 
8.  System Developmental Process 
The systems logical process is built based on the EMR analysis (Fig. 1) defining each and every user 
requirements by modules. The web based intranet application can be accessed after successfully passing the 
authorization process of the login module. In this quest, theoretical design is turned into a working system 
through the use of Java programming language and simulated based on the architectural flow (Fig. 2). 
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Fig. 2  Flow Architecture 
 

 

9.  Validation Simulation Procedures 
The screenshots below describes the output of the codes in Java and its interaction with MySOL database 
for the Simulation of Authorization using Access Card with Chips and fingerprint. This follows when the 
Loading screen is run as application setup (Fig 3) at every instance of start. 
 

 

 

 

 

 

 

 

Fig. 3 Loading Screen 
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9.1 Door Option Screen 

The Door Option Screen allows the users gain access to the entry points system. When a user selects a door 
and clicks, authorization process begins (Fig. 4). 

 

 

Fig. 4  Door Option Screen 
 

9.2  User Identification Validation Screen 

The User Identification Validation Screen is very similar in process flow with the "Administrator 
Identification Validation" frame except for the SQL statement which checks employee ID not only as an 
administrator but generally as employees whether administrator or not (Fig. 5). 
 

 

Fig. 5 User Validation Screen 
 

9.3  User PIN Validation Screen 

PIN identification validation screen validates user input with database records. This form most especially 
simulates the process of validation when a user detail (Fig. 6) is read in from the access card by the access 
card reader and data stored in the access card chips is being retrieved and checked with system database. It 
simulates 2nd Factor Verification for the users.  
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Fig. 6 User PIN Validation Screen 
 

9.4  Finger Print Validation Scanner Screen 
The User Finger Print Scanner Frame is a dummy frame that simulates a 3rd factor authentication through 
biometrics. The Frame simulates the Finger print scanner hardware (Fig. 7). If thumbprint scanned does not 
match other credentials of the user then access would be denied and if it does match the other two forms of 
authentication then access would be granted. 
 

 

Fig. 7 User Finger Print Scanner Screen 

 
 

10.  Database Design 
The database system employed for this application is MySQL Relational Database server (a Relational 
Database Management System). This Database server stores and retrieves data. A Relational Database 
Management System was selected as the choice for the database design because of its advantages which 
includes; consistency of records, data or information duplication avoidance, easy modification and 
manipulation of data and better security as mainly accessed by the administrator (Fig 9). 
 
This system is deployed by combining structured query language (SQL) together with a high level language 
(Java) which allows the creation of user interface and database access in an application. Some entities to be 
converted into schemas and tables and other tables as a result of the conversion are as follows: 

• Employees  

• Doors 

• Logs 

• Privileges 

• Roles 
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However, the database is being subjected to various data insertion and deletion test case scenarios to 
validate its rigidity to prevent system crash due to database errors.   
 

 
Fig. 9  Administrator Main View 

 

11.  Conclusion 
The need for strong authentication is greater than ever, the cost of solutions such as single sign-on 
technologies like one-factor and strong two-factor authentication has come down, and these solutions are 
now easier to use. It is time for companies to improve their authentication procedures, if they want to 
remain secure and avoid potential business disruption, financial loss, and reputation damage. Physical 
Access control becomes a topic of high gravity especially when an organization deals with highly sensitive 
data whose access and privileges must be constantly under watch. 
 
This paper has been used to describe the benefits of implementing a 3-factor authorization system. In a 
developing country like Nigeria, this system can be deployed and benefits can be realized in very short 
time. A robust database of door log information can also be built by this system which will be of great 
importance in times of the use of the system for investigative purposes. 
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