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Abstract 
At present, there are many research achievements in the field of block cipher. Especially, the AES (Advanced Encryption 

Standard) algorithm should be considered the excellent representative of all the researches. Cryptography researchers have 

identified a weakness in the Advanced Encryption Standard (AES) security algorithm that can crack secret keys faster than 

before. The proposed algorithm in this paper suggests a lossless data compression (J-bit) with Advanced Encryption 

Standard (AES) technique. Joint compression and encryption is employed in proposed algorithm, to enable faster and 

secured transmission of data. 
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1. INTRODUCTION 

The revolution of multimedia and hyper media has been a driving force behind fast and secured data 

transmission techniques. In general, data takes more time for encryption, because of its large size. Since the size 

of data is large, it needs to be compressed and encrypted to avoid security threats and delay. There are two 

strategies for this, namely, independent encryption algorithms and joint compression and encryption algorithms. 

In independent encryption algorithms, both compression and encryption are done independently as two different 

steps by employing suitable algorithms in Fig.1. This strategy consumes more time and memory. When 

independent encryption algorithms are employed, overall system performance decreases due to the huge 

computation overhead involved.  

                                        

Fig.1: Independent Encryption Process 

But in joint compression and encryption algorithm, both the steps, namely, compression and encryption are 

integrated together as a single step. There are two approaches for joint compression and encryption algorithm:  

1) The first method employs compression before encryption.  

2) The second method does compression after encryption.  

 

(a) Compression before encryption 
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(b) Compression after encryption 

Fig.2: Joint Compression and Encryption Process  

Steps involved in both the approaches are illustrated in Fig.2a and 2b. In the first strategy, as encryption is done 

after compression we get two-fold advantage, namely, reduced data size and time. The second strategy encrypts 

data without compression and is time consuming. In general, any joint compression and encryption algorithm 

will provide two levels of security and consumes less time when compared to independent compression and 

encryption algorithms [3]. 

Data compression reduces the size of data frames to be transmitted over a network link. Reducing the size of a 

frame reduces the time required to transmit the frame across the network. Data compression generally divided 

into two categories: 

1) Lossy compression: Lossy compression reduced file size by eliminating some unneeded data that won’t be 

recognize by human after decoding, this often used by video and audio compression. Lossy technique concedes 

a certain loss for data in exchange with the high compression ratio. 

2) Lossless compression: Lossless compression consists of those techniques that guarantee that the restored data 

is identical to the original file after the compression/decompression cycle. Lossless compression is possible 

because most real-world data has statistical redundancy .Lossless compression schemes are reversible so that the 

original data can be reconstructed. 

Cryptography can be defined as the art or science of altering information or change it to a chaotic state, so that 

the real information is hard to extract during transfer over any unsecured channel. The strength of cryptographic 

techniques come from the fact that no one can read (or steal) the information without altering its content. This 

alteration alerts the communicators about the possibility of a hacker and thus promising a highly secure data 

transfer. Due to this advantage, cryptography has grasped a great deal of attention and huge amount of research 

is being carried out on it for safeguarding of business data. The concept behind encryption is quite simple - 

make the data illegible for everyone else except those specified. This is done using cryptography - the study of 

sending 'messages' in a secret form so that only those authorized to receive the 'message' are able to read it. The 

easy part of encryption is applying a mathematical function to the plaintext and converting it to an encrypted 

cipher. The harder part is to ensure that the people who are supposed to decipher this message can do so with 

ease, yet only those authorized are able to decipher it. 

The two ways of going about this process are  

(1) Conventional (or symmetric) encryption: Symmetric encryption also referred to as conventional, single-key 

or Private-key encryption. It enquires all parties that are communicating to share a common key. 

(2) Public key (or asymmetric) encryption: Asymmetric encryption or Public key encryption algorithms are 

based on the premise that each sender and recipient has a private key, known only to him/her and a public key, 

which can be known by anyone. Each encryption/decryption process requires at least one public key and one 

private key. 

 

2. LITERATURE SURVEY 

2.1 BACKGROUND 

At present, there are many research achievements in the field of block cipher. Especially, the AES (Advanced 

Encryption Standard) algorithm should be considered the excellent representative of all the researches. When 

the data encryption standard was replaced by the advanced encryption standard, the whole world was putting 

light on the AES algorithm.  

Cryptography researchers have identified a weakness in the Advanced Encryption Standard (AES) security 

algorithm that can crack secret keys faster than before. Andrey Bogdanov, from K.U.Leuven (Katholieke 

Universiteit Leuven), Dmitry Khovratovich, who is full time at Microsoft Research, and Christian Rechberger at 

ENS Paris were the researchers and it was Bogdanov that contacted the inquirer. 
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Although there have been other attacks on the key based AES security system none have really come close, 

according to the researchers. But this new attack does and can be used against all versions of AES. The attack 

has been confirmed by the creators of AES, Dr Joan Daemen and Professor Dr Vincent Rijmen. 

 

2.2 RELATED WORK 

• KaushikAkhil, Satvika, BarnelaManoj, KumarAnant[4] proposed an algorithm which is Keyless User 

Defined Optimal Security Encryption (AES)  based on the concept of user customization. The 

algorithm doesn’t use the traditional approach of using an encryption key; but defines a series of 

sequence-counters for encoding. 

• Vishwa Gupta, Gajendra Singh , Ravindra Gupta[1] presenting a new block based symmetric 

cryptography algorithm. In this technique they are using a random number for generating the initial 

key. Basically, In this technique a block based substitution method is used. The proposed system using 

512 bit key size to encrypt a text message. 

• Jianyong Chen, Junwei Zhou, and Kwok-Wo[5] Wong proposed an approach for improving the 

compression performance of an existing chaos-based joint compression and encryption scheme. The 

lookup table used for encryption is dynamically updated in the searching process. In their modified 

scheme the number of chaotic map iterations wasted for visiting irrelevant symbols is reduced. The 

compression capability is improved, which is close to that of conventional entropy coding. 

• D. Maheswari, V. Radha [6] employed lossless compression using a novel layer based compound 

image compression technique that uses XML compression and JPEG to compress data. The encryption 

scheme, called, Shuffle Encryption Algorithm (SEA), proposed by Yahya and Abdalla (2008), is used. 

• Anil Kumar A, Anamitra Makur[7] suggested that compression of encrypted data is possible by using 

distributed source coding. They considered the encryption, followed by lossless compression of gray 

scale and color Audios. 

• S.S. Maniccam and N.G. Bourbakis [8] have presented a new methodology which performs both 

lossless compression and encryption of binary and gray-scale images. The compression and encryption 

schemes are based on SCAN patterns generated by the SCAN methodology. 

• Nikolaos G. Bourbakis [9] presented an image data compression-encryption scheme by using the words 

(patterns, or orders) produced by an image processing language called SCAN. 

 

3. PROPOSED APPROACH AND METHODOLOGY 

Our work mainly focuses on the enhancement of AES algorithm. In order to enhance AES encryption algorithm, 

we add a compression technique into it, which makes it faster and more secured over the network. The 

compressed file is further secured by AES encryption and by reducing the size of the actual file we are able to 

transfer the file along the network more efficiently and faster. It’s obvious that small size file transmits faster. 

File’s actual size is decreased but the quality or content is not reduced when it is decrypted and decompressed 

on other end. The schematic block diagram of this proposed approach is given in Figure No. 3. 
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Fig.3 : The schematic block diagram of proposed approach 

Steps followed are as follow. 

1) Browse or consider any text file which sender want to transmit securely and speedily. 

2) Then sender apply lossless algorithm  J-bit for compressing selected file. 

3) Compressed file is encrypted by symmetric key using AES algorithm and sent to receiver. 

4) Receiver decrypt received data using same shared symmetric key k1. 

5) Decompression of decrypted data is done using decompression algorithm J-bit to retrieve original transmitted 

data from sender. 

J-bit Encoding Algorithm 

J-bit encoding (JBE) works by manipulate bits of data to reduce the size and optimize input for other algorithm. 

J-bit encoding is a lossless compression technique. The main idea of this algorithm is to split the input data into 

two data where the first data will contain original nonzero byte and the second data will contain bit value 

explaining position of nonzero and zero bytes. Both data then can be compress separately with other data 

compression algorithm to achieve maximum compression ratio.[2] 

Advanced Encryption Standard 
AES is a Symmetric Key Algorithm, which means that the same key is used to convert cipher text back into 

plaintext. The key size used for an AES cipher specifies the number of repetitions of transformation rounds that 

convert the input, called the plaintext, into the final output, called the ciphertext. The numbers of cycles of 

repetition are as follows: 

• 10 cycles of repetition for 128-bit keys. 

• 12 cycles of repetition for 192-bit keys. 

• 14 cycles of repetition for 256-bit keys. 

 

4. EXPERIMENTAL SETUP AND RESULTS 

The proposed compression and encryption mechanism is implemented with NetBeans IDE 7.4 and jdk-7u45-nb-

7_4 windows using windows 7 operating system with i5 processor and 4GB RAM.The experiments are carried 

out on  a number of different data files like text, pdf, doc. etc. But here we are only showing result of text files. 

The performance evaluation factors are time requirement for encryption and decryption is obtained from 

different text files are summarized in various tables. 

TABLE I 
ENCRYPTION TIME COMPARISONS OF TEXT FILES 

Plain Text 

Size 

Data Encryption  

through AES 

Methodology 

Proposed 

Algorithm 

1.66mb.txt 0:01:32 0:00:6 

560kb.txt 0:00:35 0:00:5 

187kb.txt 0:00:16 0:00:4 

46kb.txt 0:00:09 0:00:3 

16kb.txt 0:00:08 0:00:1 
 

TABLE 2 

DECRYPTION TIME COMPARISONS OF TEXT FILES 

Plain Text 

Size 

Data Decryption  

through AES Methodology 

Proposed 

Algorithm 

Ciphertext Ciphertext 
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1.66mb.txt 0:01:32 0:00:6 

560kb.txt 0:00:35 0:00:5 

187kb.txt 0:00:16 0:00:4 

46kb.txt 0:00:09 0:00:3 

16kb.txt 0:00:08 0:00:1 
 

Graphical representation for the table No.1 and 2 is shown in figure 4 and figure 5 with blue line for encryption 

time and decryption time of Symmetric Data Encryption through AES Methodology, and red line is for 

Proposed Algorithm. According to the graph, there is a tendency that encryption/decryption time for Proposed 

Algorithm, and compared algorithm increases as file size increases. But required time for the 

encryption/decryption through Proposed Algorithm is much smaller than encryption/decryption time for 

compared algorithm.  

 

 

 
 

 

 

 

 

 

 

 

 

 

 

Fig.4: Graphical Representation for Table No.1 

 

 

Fig.5 : Graphical Representation for Table No.2 
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5. CONCLUSION AND FUTURE SCOPE 

From the results it is clear that our proposed technique is better result producing as compared to Symmetric Data 

Encryption through AES Methodology. A user who emphasis on security as well as faster transmission,he/she 

can use our proposed algorithm. The important thing of our proposed method is that it is almost impossible to 

break the encryption algorithm without knowing the exact key value.  

In our proposed approach the key is required to send separately. This is a different issue of securely transmitting 

the secret key. Future scope of the proposed work is that we can design the mechanism to securely transmit the 

key so that unauthorized person should have no access to it. Currently this approach only focuses on text data. 

We will apply this approach on multimedia data e.g. images, audio and video and choose appropriate algorithm 

for encryption and compression which are suitable for them. The performance evaluation factors are encryption 

and decryption time. But the balancing parameter for the combined process is not yet been defined. 
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