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Abstract 
 
  

Recent work has shown that, despite the minimal informa- tion provided by a binary proximity sensor, a network of 

such sensors can provide remarkably good target tracking performance. In this paper, we examine the performance of 

such a sensor network for tracking multiple targets. We begin with geometric arguments that address the 

problem of counting the number of distinct targets, given a snapshot of the sensor readings. We provide necessary and 

su±cient criteria for an accurate target count in a one-dimensional setting, and provide a greedy algorithm that 

determines the minimum number of targets that is consistent with the sen- sor readings.This problem becomes 

particularly challenging given the mobility of both sensors and targets, in which the trajectories of sensors and targets 

need to be captured. We derive the inherent relationship between the tracking resolution and a set of crucial system 

parameters including sensor density, sensing range, sensor and target mobility. We investigate the correlations and 

sensitivity from a set of system parameters and we derive the minimum number of mobile sensors that are required to 

maintain the resolution for target tracking in an MSN. The simulation results demonstrate that the tracking 

performance can be improved by an order of magnitude with the same number of sensors when compared with that 

of the static sensor environment. 
 

 
Index Terms—Target Tracking, Sensor Net- works, Binary Sensing, Counting Resolution, Particle Filters 
 

 

1 Introduction 
 

The development of sensor network technology has enabled the possibility of target detection and tracking in a 

large- scale environment. There has been an increased interest in the deployment of mobile sensors for target 

tracking, partly motivated by the demand of habitat monitoring and illegal hunting tracking for rare wild animals . 

Given an initial sensor deployment over a region and a sensor mobility pattern, targets are assumed to cross from one 

boundary of the region to another. We define the spatial resolution as the deviation between the estimated and the 

actual target traveling path, which can also be explained as the distance that a target is not covered by any mobile 

sensors. 
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Our focus in this paper is completely different from all prior works. There are two distinctive features of our work: 1) 

we try to identify and characterize the dynamic aspects of the target tracking that depend on both sensor and target 

mobility; 2) we consider tracking performance metrics: spatial resolution in a mobile sensor network. By leveraging 

the kinetic theory from physics, we model the dynamic problem, and examine its sensitivity under different network 

parameters and configurations. To the best of our knowledge, we believe this is a completely new study of target 

tracking in mobile sensor networks.The rest of this paper is organized as follows. Section II describes the network 

and mobility model, as well as defining the target tracking problem in a mobile sensor network. Section III 

formulates the target tracking problem. Section IV examines the tracking performance sensitivity under different 

network parameters and configurations, and finally Section V concludes the paper. 
 
 
 

2. Existing System 
 

 

However, these existing solutions can only be used to deal with adversaries who have only a local view of network 

traffic. A highly motivated adversary can easily eavesdrop on the entire network and defeat all these solutions. For 

example, the adversary may decide to deploy his own set of sensor nodes to monitor the communication in the target 

network. However, all these existing methods assume that the adversary is a local eavesdropper. If an adversary has 

the global knowledge of the network traffic, it can easily defeat these schemes. For example, the adversary only 

needs to identify the sensor node that makes the first move during the communication with the base station. 

Intuitively, this sensor node should be close to the location of adversaries’ interest. 

 
As shown in , the binary sensing model is analogous to coarse-grained analog-to-digital conversion that ¯ lters out 

rapid variations in the target's trajectory. This motivates algorithms that attempt to track only \lowpass" versions of 

the trajectory. For multiple targets, however, we encounter signi¯ cant additional di±culties, since we cannot tell how 

many targets are within a sensor's range when it outputs a 1. Our ¯ rst task in this paper, therefore, is to understand 

how well we can count the number of targets, given a snapshot of the sensor readings. We employ geometric 

arguments to characterize when an accurate count is possible, and provide a lower bound on the number of targets, 

based on a greedy algorithm for explaining the sensor's observations with the minimum number of targets. While 

these arguments bring out the di±culty of target counting based on a snapshot, they do not preclude the possibility of 

accurate counting and tracking when we account for the evolution of the sen- sor readings in time, using a model for 

the targets' behavior. To this end, we develop a particle ¯ ltering algorithm which employs a cost function penalizing 

changes in velocity. It is shown by simulations that the particle ¯ lter algorithm is e®ective in tracking targets even 

when their trajectories have signi¯ cant overlap. The algorithm is general enough to incorporate a simple model for 

non-ideal sensing, and pro- vides acceptable tracking performance for our experimental system with PIR sensors 

even when one of the sensors fails. We restrict attention to one-dimensional systems through- out this paper. This 

enables us to gain fundamental in- sight, as well as to easily display multiple trajectories on two-dimensional 

space-time plots. However, both our geo- metric target counting arguments and the particle ¯ ltering 
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4 Related Works 
 

 
In our work, we investigate both target counting and track- ing. Prior work on counting targets includes , but it 

assumes more detailed sensing capabilities than our simple binary model. The classical framework for tracking is 

based on Kalman ¯ ltering, with Gaussian assumptions for the sen- sor readings; for example,  investigates the 

use of Kalman ¯ ltering for distributed tracking. In recent years, the use of particle ¯ lters, which can handle more 

general observation models, has become popular. However, most prior work on the use of particle ¯ lters for 

tracking in sensor networks assumes a richer sensing model than the binary model we consider. An exception is 

our own prior work in  on the use of particle ¯ lters for tracking a single target using non-ideal binary sensing. In 

this paper, we build on these ideas to develop particle ¯ lters for tracking multiple targets.a variety of sensing 

modalities and a variety of targets are considered. Reference contains a distributed tracking algorithm for a 

binary sensor network, but assumes perfect knowledge about the number of targets and their identities, unlike the 

present work. 
 

 
 

5. Proposed System 
 

 
 

We are primarily interested in target tracking by considering both moving targets and mobile sensors as shown 

in Figure 1. Specifically, we are interested in the spatial resolution for localizing a target’s trajectory. The spatial 

resolution refers to how accurate a target’s position can be measured by sensors, and defined as the worst-case 

deviation between the estimated and the actual paths in wireless sensor networks [2]. Our main objectives are to 

establish the theoretical framework for target tracking in mobile sensor networks, and quantitatively demonstrate how 

the mobility can be exploited to improve the tracking performance. Given an initial sensor deployment over a region 

and a sensor mobility pattern, targets are assumed to cross from one boundary of the region to another. We define the 

spatial resolution as the deviation between the estimated and the actual target traveling path, which can also be 

explained as the distance that a target is not covered by any mobile sensors. 

Modules: 

1.           Mobile user Attackers Modules. 

2.           Tracker Sensor Routing Techniques. 

3.           Adversary Model. 

4.           Privacy Evaluation Model. 

5.           Security Analysis. 
 

 
1.           Tracker Attackers Modules: 

The appearance of an endangered mobile user tracker(Attackers) in a monitored area is survived by wireless sensor, at 

the each time the inside and outside sensors are sensing to find out the attackers location and the timing. This 

information is passed to the server for analyzing. After analyzing the commander and tracker they are also can 

participate this wireless network. In the commander and tracker itself some intruders are there, our aim to capture the 

attackers before attempting the network. 
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2.           Tracker Sensor Routing Techniques: 

This section presents two techniques for privacy-preserving routing in sensor networks, a periodic collection method 

and a source simulation method. The periodic collection method achieves the optimal location privacy but can only be 

applied to applications that collect data at a low rate and do not have strict requirements on the data delivery latency. 

The source simulation method provides practical trade-offs between privacy, communication cost, and latency; it can 

be effectively applied to real-time applications. In this paper, we assume that all communication between sensor nodes 

in the network is protected by pair wise keys so that the contents of all data packets appear random to the Global 

eavesdropper. This prevents the adversary from correlating different Data packets to trace the real object. 

3.           Adversary Model: 

For the kinds of wireless sensor networks that we envision, we expect highly-motivated and well-funded attackers 

whose objective is to learn sensitive location-based information. This information can include the location of the 

events detected by the target sensor network such as the presence of a mobile user. The Mobile user-tracker example 

application was introduced 

 

6 Conclusions 
 

In this paper, we have studied the target tracking problem in mobile sensor networks. Specifically, we introduce per- 

formance metrics: spatial resolution, and we investigate the resolution against moving targets. By modeling the 

dynamic aspects of the target tracking that depend on both sensor and target mobility, we derive the inherent 

relationship between the spatial resolution and a set of crucial system parameters including sensor density, sensing 

range, sensor and target mo- bility. The results demonstrated that mobility can be exploited to obtain better spatial 

resolution. 

an optimization problem for target tracking; (2) to refine the sensor mobility model, the network model, and the 

commu- nication model among sensors in order to enable effective detection and tracking. For example, a practical 

distributed target tracking and sensing information exchange protocol becomes an interesting future research topic 

when sensors are required to trace the target paths. 
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