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Abstract 
 

 

The existence of online social networks that include person specific information creates interesting opportunities 

for various applications ranging from marketing to community organization. On the other hand, security and 

privacy concerns need to be addressed for creating such applications. Improving social network access control 

systems appears as the first step toward addressing the existing security and privacy concerns related to online 

social networks. To address some of the current limitations, we have created an experi- mental social network using 

synthetic data which we then use to test the efficacy of the semantic reasoning based approaches we have 

previously suggested.Online social networks (OSNs) have experienced tremendous growth in recent years and 

become a de facto portal for hundreds of millions of Internet users. These OSNs offer attractive means for digital 

social interactions and information sharing, but also raise a number of security and privacy issues. While OSNs 

allow users to restrict access to shared data, they currently do not provide any mechanism to enforce privacy 

concerns over data associated with multiple users. To this end, we propose an approach to enable the protection of 

shared data associated with multiple users in OSNs. We formulate an access control model to capture the essence 

of  multiparty authorization requirements, along with  a  multiparty policy specification scheme and  a  policy 

enforcement mechanism. Besides, we present a logical representation of our access control model which allows us 

to leverage the features of existing logic solvers to perform various analysis tasks on our model. 
 

Index Ter ms—Access Control, Semantic Web, Social 
Networks 

 

 

1 Introduction 
 

The existence of  OSNs that include person- specific information creates both interesting opportunities and 

challenges. For example, social network data could be used for marketing products to the right customers. At the 

same time, security and privacy concerns can prevent such efforts in practice (Berteau, 2007). Improving the OSN 

access control systems appears as the first step toward addressing the existing security and privacy concerns related 

to online social networks. However, most of current OSNs implement very basic access control systems, by 

simply making a user  

 

Online social networks (OSNs) have become an important web service where people can publish and share 

resources (personal tastes, blogs, or viewpoints) through different types of relationships [1]. A number of social 

network sites have recently emerged and they are becoming a popular and useful approach in people’s daily life. 

For example, people can make friends with Facebook (http://www.facebook.com) or MySpace 
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(http://www.myspace.com), find job information in LinkedIn (http://www.linkedin.com), and so on. The 

availability of information brings convenience to modern life while significantly raising issues related to per- 

sonal privacy. For instance, personal private data may be used for promoting unnecessary products, and resources 

may be abused by some unauthorized users, etc. 

 

 

2. Existing System 
 

 
 

The existing work could model and analyze access control requirements with respect to collaborative 

authorization management of shared data in OSNs. The need of joint management for data sharing, especially 

photo sharing, in SNs has been recognized by the recent work provided a solution for collective privacy 

management in OSNs. Their work considered access control policies of a content that is co-owned by multiple 

users in an OSN, such that each co-owner may separately specify her/his own privacy preference for the shared 

content.Regardless of the purpose of a WBSN, one of the main reasons for participatingis to share and 

exchange information with other users. 

Recently, the adoption of Semantic Web 

technologies 
 
 
 
 

4 Related Works 
 
 

When a user registers to a WBSN, the system gives him/her an account (also called profile), where he/she will 

be able to insert personal information, specify relationships with other users, and, in some WBSNs, manage 

personal resources (such as blogs, photos, video and audio files). Usually, a WBSN member can also decide 

which personal information, relationships, and/or resources are accessible by other members. The basic 

protection options are to mark a given item as public, private, or accessible by direct contacts. In order to give 

more flexibility, some WBSNs enforce variants of this setting. For instance, besides the basic setting, Bebo 

(http://bebo.com), Facebook (http://facebook.com), and Multiply (http:// multiply.com) support the option 

“selected friends” (selected contacts); Last.fm (http://last.fm) supports the option “profile neighbors” (i.e., the 

set of WBSN members, computed by the SNMS, having musical preferences and tastes similar to mine); 

Facebook, Friendster (http://friendster.com), and Orkut (http://www. orkut.com) support the option “friends of 

friends” (2nd degree contacts); Xing (http://xing.com) supports the options “contacts of my contacts” (2nd degree 

contacts), and “3rd” and “4th degree contacts”; LinkedIn (http://www.linkedin. com) and Multiply support the 

option “my network” (nth degree contacts—i.e., all the WBSN members whom I am either directly or indirectly 

connected to, independently from how distant they are). It is ᨌ mportant to note that all these approaches have 

the advantage of being easy to be implemented, but they lack 

 

5. Proposed System 
 

 

In Proposed System we implemented a proof-of-concept Facebook application for the collaborative management 

of shared  data,  called  MController.  Our  prototype  application  enables  multiple  associated  users  to  specify  

their authorization policies and privacy preferences to co-control a shared data item. It is worth noting that our current 
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implementation was restricted to handle photo sharing in OSNs. Obversely, our approach can be generalized to 

deal with other kinds of data sharing and comments, in OSNs as long as the stakeholder of shared data are identified 

with effective methods like tagging or searching. The proposed system shows a novel solution for collaborative 

anagement of  shared  data  in  OSNs.  A  multiparty access  control  model  was  formulated, along  with  a  

multiparty policy pecification scheme and corresponding policy evaluation mechanism. In addition, we have 

introduced an approach for representing and reasoning about our proposed model.  

 

 

 

A proofof- concept implementation of our solution called MController has been discussed as well, followed by the 

usability study and system evaluation of our method. Indeed, a flexible access control mechanism in a multi-user 

environment like OSNs should allow multiple controllers, who 

are associated with the shared data, to specify access control policies. As we identified previously in the sharing 

patterns in addition to the owner of data, other controllers, including the contributor, stakeholder and disseminator 

of data, need to regulate the access of the shared data as well. In our multiparty access control system, a group of 

users could collude with one another so as to manipulate the final access control 

decision. MODULE DESCRIPTION: 

Number of Modules 

After careful analysis the system has been identified to have the following modules: 

1. Owner Module 

2. Contributor Module 

3. Stakeholder Module 

4. Disseminator Module 

5. MPAC Module 
 

 
1.Owner Module: 

 

In Owner module let d be a data item in the space m of a user u in the social network. The user u is called the owner 

of d. The user u is called the contributor of d. We specifically analyze three scenarios—profile sharing, relationship 

sharing and content sharing—to understand the risks posted by the lack of collaborative control in OSNs. In this the 

owner and the disseminator can specify access control policies to restrict the sharing of profile attributes. Thus, it 

enables the owner to discover potential malicious activities in collaborative control. The detection of collusion 

behaviors in collaborative systems has been addressed by the recent work. 

2.Contributor Module: 

In Contributor module let d be a data item published by a user u in someone else’s space in the social network. The 

contributor publishes content to other’s space and the content may also have multiple stakeholders (e.g., tagged 

users). The memory space for the user will be allotted according to user request for content sharing. A shared content 

is published by a contributor 

3.Stakeholder Module: 
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In Stakeholder module let d be a data item in the space of a user in the social network. Let T be the set of tagged 

users associated with d. A user u is called a stakeholder of d, if u 2 T who has a relationship with another user called 

stakeholder, shares the relationship with an accessor. In this scenario 

 

6 Conclusions 
 

In this paper, we have proposed an access control model and related enforcement mechanism for WBSNs, which 

adopts a rule-based approach for specifying access control policies on the resources owned by network participants, 

and where autho- rized users are denoted in terms of the type, depth, and trust level of relationships. Differently 

from traditional access control systems, our mechanism makes use of a semi-decentralized architecture, where the 

information concerning users’ rela- tionships is encoded into certificates, stored by a certificate server, whereas 

access control enforcement is carried out client-side.We plan to extend our mechanism along several directions.  

 

 

A first extension concerns the support for a more expressive policy language, where, for instance, it is possible to 

express positive and negative access rules, content-based access control, as well as rules of the form “only my 

colleagues’ friends are authorized”. Moreover, we plan to perform a more extensive performance evaluation of our 

prototype, and to investigate further implementation strategies. 
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