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Abstract 
 

 

Nowadays, digital storage of computer data is moving toward cloud computing which is a set of infrastructure 

provides data storage for organizations and individuals. Due to this large scale, in case an attack occurs in 

the  network  of  a  cloud  it  would be a big challenge to investigate the cloud. Therefore,  digital  forensics  in 

cloud computing is a new discipline related to the increasing use of computers, networks and digital   storage 

devices in numerous criminal activities in both traditional and Hi-Tech. This study reviews the literature on 

some challenges in cloud computing forensic investigation, and it is followed by evaluation and analysis of all 

types of information on cloud computing and its impacts on computer forensic investigations in  publishing 

alliances  with the survey was carried out in the field. Especially, the Internet environment now has become more 

and more unsecure. With the popularization of computers and intelligent devices, the number of crime on them has 

increased rapidly in last decades, and will be quicker on the cloud computing environment in future. No wall is 

wall in the world. We should enhance the cloud computing not only at the aspect of precaution, but also at the 

aspect of dealing with the security events to defend it from crime activities. In this paper, we propose an approach 

which using logs model to building a forensic-friendly system. Using this model we can quickly gather information 

from cloud computing for some kinds of forensic purpose. And this will decrease the complexity of those kinds of 

forensics 

 

Index Ter ms—Cloud computing, Digital forensics, Digital investigation 

 

1 Introduction 

 

Therefore, there is a need for digital forensics experts or investigators to  extend their knowledge and  tools into 

cloud  forensics  environments  and establish  their  capability  in  order  to reduce  the  risks  of  cloud  security. 

Apart from that, some characteristics of cloud computing such as  multi- jurisdiction, different service models, 

different deployment models and multi- tenancy  have  created  a  new  setting  for cloud forensics dimensions. 

Fundamental and  technical  background of  cloud  computing  and  digital forensics  with  the  related  works  is 

included .   The analysis   of   forensic   investigation   and implication of digital evidence in cloud computing 

environment  including focus  on  the  technical  issues,  law enforcement  of  cloud  forensics  and privacy 

issues  are  presented  in  section 3.  The conclusion  with recommendations  of  future  works  is provided in 
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section. 

It provides technology enabled services to  the  people  and  organizations  by utilizing  the  internet .  People  can 

just access to the web anywhere and at any time without to think about the physical management as well as the 

maintenance issues.  Most of the cloud computing  resources  are  very  dynamic and  scalable  because  they  are 

independent  computing  which  is  free from  maintenance  cost.  The  most widely  used  definition  of  cloud 

computing  is  made  by  NIST  where they define Cloud Computing as a pool of computing resources such as 

servers, networks, services and applications that provide   convenience,  flexibility   and more   performance  on 

demand  network access  which  is  consisting  of  five essential  characteristics,  three  service models and four 

deployment models. These five essential characteristics of cloud computing are on-demand self- service, broad 

network  access,  rapid elasticity,  resource  pooling  and measured  service .     Cloud computing  composed  of 

three  service models  that  are  Cloud  Software  as  a Service  (SaaS),  Cloud  Platform  as  a Service (PaaS) and 

Cloud Infrastructure as a  Service (IaaS). SaaS is where the application is hosted and delivered online through 

a   web  browser,  PaaS  is where  the  cloud  provides  the  software platform for systems while IaaS is a set of 

virtualized computing resources. 

 

2. Existing System 
 

As they can get free from the worry about the investment on hardware and can setup up their business easily. There 

are three major types of cloud services delivery model: Infrastructure as Service (IaaS), Platform as a Service 

(PaaS), and Software as a Service (SaaS). Different type of delivery model provides different convenience. IaaS 

just likes server-hosting services, but consumers do not need pay for hardware and maintain them anymore. 

They benefit much from the scalability and elasticity. PaaS is like service-hosting, but consumers do not need to 

worry about the servers out of working or not able to response to large number of requests. They benefit much from 

the performance and reliability. SaaS looks like the Representational State Transfer (REST) very much, and makes 

consumers benefit from performance, multi-tenancy architecture and many other features. But both of the three 

models share a weakness from the characteristics of the cloud computing. As consumers put their logical 

procedurals on the cloud, which means that they do not own the control of the hardware especially for PaaS and 

SaaS. This is not friendly to digital forensic. Because traditional digital forensic is deeply depending on the media 

seized from the crime scene. At this point, there should be changes or enhancement for cloud computing to be 

friendlier with digital forensics. DISADVANTAGES OF EXISTING SYSTEM: 

•            As consumers put their logical procedurals on the cloud, which means that they do not own the control 

of the hardware especially for PaaS and SaaS. 

•            This is not friendly to digital forensic. Because traditional digital forensic is deeply depending on the 

media seized from the crime scene. 

•            At this point, there should be changes or enhancement for cloud computing to be friendlier with digital 

forensics. 

 

 
 

Digital  forensics  is  also  known  as computer  forensics  or  computer forensics  is  the  process  of  preparing, 

acquisition,  preserving,  examining  and analyzing  and  also  reporting  of  digital data.  The  purpose  of  this 

digital forensics is to improve and to acquire legal evidence found in digital media. According to the NIST, 

the  current definition  of  digital  forensics  is  the scientific  procedures used  to  recognize and  classify,  collect, 

evaluate,  and analyze  the  data  while  maintaining  the level  of  integrity  of  the  information throughout  the 

forensics process. The purposes of digital forensics are including forensic computing, forensic calculations 
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and computer forensics. Being called into judicial proceedings is one of the digital forensics risks. 

 

4 Related Works 
 

 
 

The   identification  of   evidence  in   the   cloud   computing environment can be very complex. To 

different deployment model,  which  knows  as  public  cloud,  private  cloud  and hybrid,  has  deep  

affection  on forensics  procedural.  If  the evidence resides within a public cloud, it will be much more 

difficult  to  identify. There  are  different computer forensic challenges related  to  the  different services 

models, PaaS, IaaS  and SaaS.  These  models  present  subtly  different challenges to the forensic 

investigator. The  new  provisions reinforced the domestic secret service known as the ‘Federal Office 

for the Protection of the Constitution’ (Bundesamt  für  Verfassungsschutz)  by authorizing the 

establishment of an agency with the specific task  of gathering  intelligence  by  obtaining  covert  access  to 

computer  systems  and  secretly  monitoring  on-line communications and web traffic. 

 

 

5. Proposed System 
 

 

In this paper, I propose a approach which using logs model to building a forensic-friendly system. Using this 

model we can quickly gather information from cloud computing for some kinds of forensic purpose. And this will 

decrease the complexity of those kinds of forensics 
 

 
ADVANTAGES OF PROPOSED SYSTEM: 

The log based model can help to reduce the complexity of forensic for non repudiation of behaviors on 

cloud 
 

However, how can we prove that the consumer had used the SaaS or the nonrepudiation of activity? The 

simplest answer  is  asking  the  SaaS  CSP  to  provide  the  logs  of  the software or services traditionally. But 

in cloud environment, we should not expect the CSPs to supply as much help and quick as the local servers can. It 

means that we should keep another  log  locally  and  synchronously,  so  we  can  use  it  to check the activities 

on SaaS cloud while without the help of the CSPs. The content that would be recorded in the log files (the log 

files can be files or database) should be decided by the CSPs, but not the agent itself. That is to say the log files 

should be operated by a module created by the CSP. This is to make sure that the log files stored in local and in 

cloud are comparable. While the  application  on  SaaS  sends  back  the response, there will be a summary of the 

log record stored in SaaS,  such as  unique  id  and  timestamp.  The  local  log module  will  use  that  

information on  the  log record  locally. Additionally,  for   the   consideration  of   protecting  personal 

information, those files should be readable only to particular tools   or   softwares   that   made   by   the   CSP.   

The   figure   3 illustrates the whole process of the communication concisely. 

Gartner  has  warned  that  "Investigating inappropriate or illegal activity may be impossible in cloud computing. 

Cloud services are  especially difficult to  investigate, because logging and  data  for  multiple customers may 

be co-located and may also be spread across an ever-changing set of hosts and data centers. If you cannot get a 

contractual commitment to  support  specific  forms  of  investigation  -  along  with evidence that the vendor has 
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already successfully supported such  activities  -  then  your  only  safe  assumption  is  that investigation and 

discovery requests will be impossible." The CSP can use the resources on the cloud such as file system   and 

storage  system  easier  than  the  third-party.  To apply the new model to PaaS, the CSPs should supply a log 

module on PaaS to the third-party. So that they can use it to store their own log on the cloud. Even if the CSP 

supply the lower level APIs, the third-party can create a customized log module, and of course, for both of the 

consumer side  and cloud  side.  So  they  can  define  the  best  granularity and frequency for their business. And 

in this manner they can do the  forensics totally  without  the  participation of  CSPs. Figure 4 and 5 illustrate the 

little difference of the two types. 
 

 

6 Conclusions 
 

 
There is no doubt that cloud computing will be the most popular operation mode for business. Whilst there will be 

more and more crimes against it too. For all the participator of cloud computing, they should prepare for that change. 

In this paper we have proposed a log-based model for. The log- based  model  can  help  to  reduce  the complexity 

of  forensic for  nonrepudiation of  behaviors on  cloud. However, it  is totally no  enough for  the other  kinds  of   

digital  forensics. What makes matters worse is that, till now, there are still no guidelines or standards for the 

cloud security. Most of times, we modified the guidelines of traditional digital forensics to suit for cloud computing 

environment independently. However, if  using  the  log  module  made  by  self,  there will be many other questions 

that should be taken care of, for example, how to keep the logs in security and synchronous, and  the  effectiveness  

to  be  evidence.  The compromise scheme for this situation is that using an authenticated log module of other party. 
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