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Abstract 
 
 

We study the problem of privacy-preservation in social networks. We consider the distributed setting in which the 

network data is split between several data holders. The goal is to arrive at an anonymized view of the unified network 

without revealing to any of the data holders information about links between nodes that are controlled by other data 

holders. To that end, we start with the centralized setting and offer two variants of an anonymization algorithm which 

is based on sequential clustering. Our algorithms significantly outperform the SaNGreeA algorithm due to Campan 

and Truta which is the leading algorithm for achieving anonymity in networks by means of clustering. We then devise 

secure distributed versions of our algorithms. To the best of our knowledge, this is the first study of privacy 

preservation in distributed social networks. We conclude by outlining future research proposals in that direction.A 

growing number of online services, such as Google, Yahoo!, and Amazon, are starting to charge users for their storage. 

Customers often use these services to store valuable data such as email, family photos and videos, and disk backups. 

Today, a customer must entirely trust such external services to maintain the ᰍ ntegrity of hosted data and return it 

intact. Unfortunately, no service is infallible. 

 

Index Ter ms— privacy preserving data mining; distributed computation. 
 

 

1 Introduction 
 

 
A growing number of online services, such as Amazon, Yahoo!, Google, Snapfish, and Mozy.com, aim to profit by 

storing and maintaining lots of valuable user data. Example  uses of this storage include online backup, email, photo 

sharing, and video hosting. Many of these service offer  a small amount of “teaser” storage for free, and charge for 

larger, upgraded versions of the service.for example, provides information on individuals  in some population and the 

links between them, which may describe relations of friendship, collaboration, correspondence and so forth. An 

information network, as another example, may describe scientific publications and their citation links. In their most 

basic form, networks are modeled by a graph, where the nodes of the graph correspond to the entities, while  edges 

denote relations between them. Real social  networks may be more complex or contain additional information. Our 

proposed solution to provide storage service accountability is through independent, third- party auditing and arbitration. 

The customer and service enter into an agreement or contract for storing data in which the service provides some type 

of payment for data loss or failing  to return the data intact, e.g. free prints, refunds, or insurance.  
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In such an agreement, the two parties have conflicting incentives. The service provider, whose goal is to make a profit 

and maintain a reputation, has an incentive to hide data loss. On the other hand, customers are terribly unreliable,.g. 

casual home users. Customers can innocently  (but incorrectly) or fraudulently claim loss to get paid. Thus, we involve 

an independent, third party to arbitrate and confirm whether stored and retrieved data is intact. 

 
2. Existing System 
 
 
In Existing System, the problem of secure mining of association rules in horizontally partitioned databases. In that 

setting, there are several sites (or players) that hold  homogeneous databases, i.e., databases that share the same schema 

but hold information on different entities. The inputs are the partial databases, and the required output is the list of 

association rules that hold in the unified database with support and confidence  no smaller. 

The study of anonymizing social networks has concentrated so far on centralized networks, i.e., networks that are held 

by one data holder. However,  in some settings, the network  data is split between several data holders, or players. For 

example, the data in a network of email accounts where two nodes are connected if the number of email messages that 

they exchanged was greater than some given threshold, might be split between several email service providers. As 

another ex- ample, consider  a transaction network  where an edge denotes a financial  transaction between two 

individuals; such a network would be split between several banks. In such settings, each player controls some of the 

nodes (his clients) and he knows only the edges that are adjacent to the nodes under his control. It is needed to devise 

secure distributed protocols that would allow the players to arrive at an anonymized version of the unified network. 

Namely, protocols that would not disclose to any of the interacting players more information than that which is implied 

by its own input (being the structure of edges adjacent to the nodes under the control of that player) and the final output 

(the anonymized view of the entire unified network). The recent survey by X. Wu et al. about privacy- preservation in 

graphs and social networks  concludes by recommendations for future research in this emerging area. One of the 

proposed directions is distributed privacy- preserving social network analysis, which “has not been well reported in 

literature”. 

In this study we deal with social networks where the nodes could be accompanied by descriptive data, and propose two 

novel anonymization methods of the third category (namely, by clustering the nodes). Our algorithms issue anonymized 

views of the graph with significantly  smaller information losses than anonymizations issued by the algorithms  of and  

We also  devise  distributed  versions  of our  algorithms  and  analyze  their  privacy  and communication complexity. 

3. Related Works 

 
There are several research communities whose work can contribute to privacy preserving distributed data mining. We 

first  discuss  privacy  preserving  work in the  data  mining  community,  then  related  work from  the cryptography 

and security communities, and finally distributed data mining work. Privacy  preserving data mining research has been 

divided into two types. The first is to alter the data before delivery to the data miner so that real values are obscured. If 

we add a random number chosen from a Gaussian distribution to the real data value, the data miner no longer knows the 

exact value. However, important statistics on the collection  (e.g., average) will be preserved. Research has addressed 

such statistical issues trees in vertically  partitioned data, and association rules in vertically  partitioned and horizontally  

partitioned data. We propose  to follow through on this approach, developing  a toolkit  of privacy  pre- serving 

distributed computation methods and methods to compose them to produce privacy preserving distributed data mining 

techniquess or various combinations of data mining task, data distribution, and privacy and security constraints. 
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4. Proposed System 
 
 
In Proposed System, propose an alternative protocol for the secure computation of the union of private subsets. The 

proposed protocol  improves upon that in terms of simplicity  and efficiency  as well as privacy. In particular, our 

protocol does not depend on commutative encryption and oblivious  transfer (what simplifies it significantly  and 

contributes towards much reduced communication  and computational  costs). While our solution is still not perfectly 

secure, it leaks excess information only to a small number (three) of possible coalitions,  unlike the protocol of that 

discloses information  also to some single players. In addition, we claim that the excess information that our protocol 

may leak is less sensitive than the excess information leaked by the protocol. 

Modules 

1.          User Module. 

2.          Admin Module. 

3.          Association Rule. 

4.         Apriori Algorithm 

Modules Description 

1.          User Module 

In this module, privacy preserving data mining has considered two related settings. One, in which the data owner and 

the data miner are two different entities, and another, in which the data is distributed among several parties who aim to 

jointly perform data mining on the unified corpus of data that they hold. In the first setting, the goal is to protect the data 

records from the data miner. Hence, the data owner aims at anonymizing  the data prior to its release. The main 

approach in this context is to apply data perturbation. He perturbed data can be used to infer general trends in the data, 

without revealing original  record information. 

2.          Admin Module 

In this module, is used to view user details. Admin  to view the item set based on the user processing details using 

association role with Apriori algorithm. 

3.          Association Rule: 

Association rules are if/then statements that help uncover relationships  between seemingly  unrelated data in a 

relational database or other information repository. An example of an association rule would be "If a customer buys a 

dozen eggs, he is 80% likely  to also purchase milk." 

4.         Apriori Algorithm: 
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Apriori is designed to operate on databases containing  transactions. The purpose of the Apriori Algorithm is to find 

associations  between different sets of data. It is sometimes referred to as "Market Basket Analysis".  Each set of data 

has a number of items and is called a transaction 

5. Conclusions 
 
We presented sequential  clustering algorithms for  anonymizing  social  networks.  Those algorithms produce 

anonymizations by means of clustering with better utility than those achieved by existing algorithms. We devised a 

secure distributed  version of our algorithms for the case in which the network data is split between several players. We 

focused on the scenario in which the interacting players know the identity of all nodes in the network, but need to 

protect the structural information  (edges) of the network. 

 

 

One research direction that this study suggests is to devise distributed  algorithms  also to Scenario A. In that scenario, 

each of the players needs to protect the identity of the nodes under his control from the other players. Hence, it is more 

difficult than Scenario B in two manners: It requires  a secure computation   of the descriptive information  loss (while 

in Scenario B such a computation  can be made in a public manner); and the players must side from other players the 

allocation of their nodes to clusters. 
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