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Abstract  
 

 

Outlier detection is an important issue in data mining and has been studied in different research areas. It can be 

used for detecting the small amount of deviated data. In this article, we use “Leave One Out” procedure to check 

each individual point the “with or without” effect on the variation of principal directions. Based on this idea, an over-

sampling principal component analysis outlier detection method is proposed for emphasizing the influence of an 

abnormal instance (or an outlier). Except for identifying the suspicious outliers, we also design an on-line anomaly 

detection to detect the new arriving anomaly. In addition, we also study the quick updating of the principal directions 

for the effective computation and satisfying the on-line detecting demand. Numerical experiments show that our 

proposed method is effective in computation time and anomaly detection.we do not store the entire data matrix or 

covariance matrix, and thus our approach is especially of interest in online or large-scale problems. By oversampling 

the target instance and extracting the principal direction of the data, the proposed osPCA allows us to determine the 

anomaly of the target instance according to the variation of the resulting dominant eigenvector. Since our osPCA 

need not perform eigen analysis explicitly, the proposed framework is favored for online applications which have 

computation or memory limitations. Compared with the well-known power method for PCA and other popular 

anomaly detection algorithms, our experimental results verify the feasibility of our proposed method in terms of 

both accuracy and efficiency. 
 

Index Terms—Network Traffic Analysis, Principal Component Analysis, Traffic Engineering 

 

1 Introduction  

With  rapid  growth  of  the  World  Wide  Web  and Internet,  websites  are  becoming  a  competitive  tool  for 

businesses. The development of well- structured website is a major challenge in the E-business industry. The task of 

designing an effective website structure is not a trivial one. A number of high profile site failures have been there  due  to  

poor  link  structure  design  of  the  websites . Users facing difficulty in getting to the target pages are very likely to leave a 

website even if the information offered by the website is of very high quality. 
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In order to satisfy the increasing demands from online customers, firms are heavily investing in the development and 

maintenance of their websites. InternetRetailer reports that the overall website operations spending increased in 2007, with one-

third of site operators hiking spending by at least 11 percent, compared to that in 2006.A primary cause of poor website design 

is that the web developers’ understanding of how a website should be structured can be considerably different from those of 

the users. Such differences result in cases where users cannot easily locate the desired information in a website. This problem 

is difficult to avoid because when creating a website, web developers may not have a clear under- standing of users’ 

preferences and can only organize pages based on their own judgments. However, the measure of website effectiveness 

should be the satisfaction of the users rather than that of the developers. Thus, Webpages should be organized in a way that 

generally matches the user’s model of how pages should be organized . 
 
 

2. Existing System 
 

The  overall  process  of  usage-based  Web  personalization can  be  divided  into  two  components.  The  offline component 

is comprised of the data preparation tasks resulting in a user transaction file, and the specific usage mining tasks, which in our 

case include the discovery of association rules and the derivation of URL clusters based on  user  access  patterns.  Once  the  

mining  tasks  are  accomplished,  the  frequent  itemsets  and  the  URL clusters are used by the online component of the 

architecture to provide dynamic recommendations to  users based on their current navigational activity. The Web server keeps 

track of the active user session as the user browser makes HTTP requests. The recommendation engine considers the active 

user session in conjunction with the URL clusters to compute a set of recommended URLs. The recommendation set is then 

added to the last requested page as a set of links before the page is sent to the client browser. 

 

Monitors may collect information on the number of TCP connection requests per second, the number of DNS transactions 

per minute, or the volume of  traffic at port 80  per second. A  central coordinator node aims  to continuously monitor the 

global collection of time series, and make global decisions such as those concerning matters of network-wide health. 

Although our methodology is generally applicable, in this paper we focus on the particular application of detecting volume 

anomalies. A  volume anomaly refers to unusual traffic load levels in a network that are caused by  anomalies such  as  

worms, distributed denial  of  service  attacks, device  failures, misconfigurations, and so on We provide analytical bounds on 

the errors that occur because decisions are made with incomplete data, and explore the tradeoff between reducing data 

transmissions  (communication overhead) and decision  accuracy. We now  describe our  version  of  an  anomaly  detector that 

uses  distributed tracking  and approximate PCA analysis. A key idea is  to curtail the amount of data each monitor sends to the 

coordinator. Because our job is to catch anomalies,  rather than to track ongoing state, we point out that the coordinator  only 

needs to have a good approximation of the state when an anomaly is near. 

 

3. Related Works 
 

Lakhina  et al.  popularized using  PCA for traffic anomaly detection in    The  work showed that traffic traces have low intrinsic 

dimensionality, that PCA can de- tect network-wide  anomalies when analyzing the  OD flows aggregation, and can detect a wide 

variety of types of anoma- lies when analyzing entropy timeseries of IP header features. PCA has also recently been combined 

with sketches and distributed monitors to provide more efficient traf- fic anomaly detection.  

This entire body of work used the same dataset, however, for which Lakhina’s  PCA code was highly optimized.In, PCA was one 

of many algorithms evaluated in a general system that aimed to infer network-level anomalies from available data aggregates.  

PCA has also been used to correlate BGP  updates with underlying network events such as link  failures, resets, etc. Other 

statistical methods that have been used for traffic anomaly detection include Kalman filters, wavelets , among others. Other in- 

herent limitations of PCA also been discussed in the statistics literature . 
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5. Proposed System 
 

We use the area under the ROC curve (AUC)   to evaluate  the detection  perfor- mance (i.e., the  larger the  AUC value, the better 

the detection performance).  For the pendigits data set, we consider the digit “0” as the normal data instances (a total of 780 

instances) and use other digits  “1”  to  “9”  (20 data samples randomly chosen for each category) as the outliers to be detected. 

For other data sets for binary classification in Table 2, we consider the data from the majority class as normal data and randomly 

select 1 percent data instances from the minority class as outlier samples. In all our experiments, we repeat the procedure  with 5 

random trials. We present the average AUC score and runtime estimates for each data set, as shown in . We note that, for osPCA  

with power method or our online updating technique, we vary the oversampling ratio r for the target instance from 0.1 to 0.2 and 

report the best performance;  for LOF and fast ABOD, we choose the parameter k (number of nearest neighbors) which produces 

the best performances for fair comparisons. Designing  scalable solutions presents several challenges. Viable  solutions need to  

process data “in-  network” to intelligently control the frequency  and size of data communications.  The key underlying problem 

is that of developing a mathematical understanding of how to trade off quantization arising from local data filtering against 

fidelity of the detection analysis. We also need to understand  how this  tradeoff impacts overall detection  accuracy. Finally,  the 

Ȁmplementation needs to be simple if it is to have impact on developers. matrix perturbation theory to both assess the impact of 

quantization on the accuracy of anomaly detection, and to design a method that selects filter parameters  in a way that bounds the 

detection error. The  combination of our theoretical tools and local  filtering  strategies results in  an in-network tracking  

algorithm that can achieve high detection accuracy with low communication overhead; for instance, our experiments show that, 

by choosing a relative eigen-error of 1.5% (yielding, approximately, a 4% missed detection rate and a 6% false alarm rate), we 

can filter out more than 90% of the traffic from the original signal. 

 

TABLE: AUC Scores of dPCA, osPCA  with Power  Method,  Our osPCA  with Online Updating  Algorithm, Fast  ABOD, and  

LOF on pima, splice, adult, and  cod-rna Data  Sets 

 

6 Conclusions 
 

Previous work has shown that PCA can detect real anomalies, but our work demonstrates that the challenges to using PCA as a tra 

c anomaly detector have been under- stated and current methods for tuning PCA are inadequate. Lakhina et al. were able to 

achieve such promising early results because of their great familiarity with both the technique and the data. Subsequent PCA 

work in this lineage used the same software, heuristics, and labeled  data,  which  understandably  yielded  equally  strong  results  

by  utilizing  already  highly  optimized parameter-settings for the given circumstance. Our study suggests that using PCA for tra 

c anomaly detection is much more diffcult  than it appears. Before PCA can be used for automated, unsupervised detection of 

anomalous track, we need more active techniques for determining the dimensionality of the normal subspace, pre- venting its 

contamination, and identifying  ows responsible for a given PCA detection. In our ongoing work, we are also investigating other 

statistical techniques that may be able to detect and identify anomalous tra c in a more robust manner. 
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