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Abstract 
 

 

Cloud  computing  is  a  new  design  pattern for  large,  distributed  datacenters.  Service  providers offering 

applications  including  search,  email,  and social  networks  have  pioneered  this  specific  to  their application. 

Recently  they  have  expanded  offerings to  include  compute-related  capabilities  such  as virtual  machines, 

storage,   and   complete  operating system   services.   The   cloud   computing  design   yields breakthroughs in 

geographical distribution, resource utilization efficiency, and infrastructure automation. These  “public  clouds” have 

been replicated by IT vendors for corporations to build “private clouds” of their own. Public and private clouds  

offer  their  end consumers a “pay as you go” model - a powerful shift for  computing,  towards  a  utility model  like  

the electricity system, the  telephone system,They include applications delivered as services, as well as  the  

hardware and  software  systems  providing  these  services.  Cloud  computing characteristics include  a ubiquitous 

(network-based) access channel; resource pooling; multitenancy; automatic and elastic provisioning and release of 

computing capabilities; and metering of resource usage (typically on a pay-per-use basis). Virtualization of  resources 

such as  processors, network, memory, and  storage ensures scalability and  high availability of computing 

capabilities. Clouds can dynamically provision these virtual resources to hosted applications or to clients that  use  

them  to  develop their  own  applications or  to  store  data.  Rapid  provisioning and  dynamic reconfiguration of 

resources help cope with variable demand and ensure optimum resource utilization. 
 

Index Terms—Intercloud, Cloud Computing, Cloud Computing Security, Grid Security 
 

 

1 Introduction 
 

Service providers   offering   applications   including   search,   email, and social networks have pioneered this 

specific to their application.  Recently  they  have  expanded  offerings  to include  compute-related  capabilities 

such  as  virtual machines, storage, and  complete operating system services. Resources and  services may  be of  

a  physical metaphor  (servers,  disks,  network  segments, etc.; often called “Infrastructure as a Service” or IaaS)  

or  they  may  be  of  an  abstract  metaphor (blob  storage  functions,  message  queue functions,  email functions,  
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multicast  functions, all of which are accessed by running of code or script  to  a  set  of  API’s  for these abstract 

services; often called “Platform as a Service” or PaaS). These may be intermixed. 
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This  paper  briefly  reviews  this  work  and  builds  on that  technology  foundation,  creating  a  business  and 

services  role  definition  for  each  element  in  the Intercloud  topology.  The  paper  goes  on  to  describe  the 

Intercloud   security   considerations   and   proposes   a   new Intercloud   Trust   Model,   Identity   and   Access 

Management, Encryption and Key Management aspects and  last  but  not  the  least  the  paper  discusses  the 

governance considerations of the overall Intercloud security environment. 
 

 

2. Existing System 
 

Many existing cloud data services provide similar access control models, in which individual and organizational 

privacy, a key requirement for digital identity management, is unprotected. Also, with cloud computing initiatives, 

the scope of  insider threats, a  major source of  data theft and privacy breaches, is  no longer limited to  the 

organizational perimeter. Multicloud environments exacerbate these issues because proxies can access data (which 

the environment might dynamically move or partition across different clouds) on behalf of clients. Revealing sensitive 

information in identity attributes to proxies that grant them authorization to access the data on behalf of clients is not 

an attractive solution. Thus, assuring the private and consistent management of information relevant to ABAC 

becomes more complex in multicloud systems. 

 

Disadvantage: 

Inefficiencies in composite policies include 

 

• Redundancy—a policy is redundant if every access request that matches the policy also matches another policy 

with the same effect; 

• Verbosity—similar to data element merging in data integration, policy composition can merge similar policies from 

different origins; resolving the policy verbosity during composition affects the policy size. 

 

Intercloud   Exchange   providers   will   facilitate   the negotiation   dialog   and   collaboration   among   disparate 

heterogeneous   cloud   environments,   working   in   concert with   Intercloud   Root   instances   as   described 

previously. Intercloud   Root   instances   will   host   the   root   servers containing all presence information   for 

Intercloud Root instances,   Intercloud   Exchange   Instances,   and   Internet visible   Intercloud   capable   Cloud 

instances.  Intercloud Exchanges will host second-tier servers. In an Intercloud cross-clouds federated environment, 

security concerns are even more important and complex. Intercloud  paradigm  or  cloud  computing  paradigm,  in 

general,  will  only  be  adopted  by  the  users,  if  they  are confident  that  their  data  and  privacy  are  secured. 

Trust is  one  of  the  most  fundamental means  for  improving security  across  heterogeneous independent cloud 

environments. 

 

4 Related Works 
 

Another  particular  are  of  interest  is  the  work  of  the International  Grid  Trust  Federation  (IGTF)  .  The 

IGTF is a body to establish common policies and guidelines between its Policy Management Authorities 

(PMAs)  members  and  to  ensure  compliance  to  this Federation  Document  amongst  the  participating 

PMAs. While  the  IGTF  does  not  provide  identity  assertions,  it maintains  a  list  of  trust  anchors,  root 

certificates    and  related  meta-information for  accredited authorities. The  Distribution contains Certificate 

Revocation List (CRL)   locations,  contact   information,  and   signing policies. The IGTF consists of three 
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member PMAs: the APGridPMA  covering  Asia  and  the  Pacific,  the EUGridPMA  covering  Europe,  the 

Middle East  and Africa, and  TAGPMA covering Latin  America, the Caribbean and  North  America. All 

registered  members in  each  regional  PMA  are  also  members  of  the  IGTF. These  include  identity 

providers, CAs, and their major relying parties, such as the various international grid projects. 
 
 

 

5. Proposed System 
 

Our proposed framework for generic cloud collaboration allows clients and cloud applications to simultaneously use 

services from and route data among multiple clouds. This framework supports universal and dynamic collaboration in 

a multicloud system. It lets clients simultaneously use services from multiple clouds without prior business agreements 

among cloud providers, and without adopting common standards and specifications. As more organizations adopt 

cloud computing, cloud service providers (CSPs) are developing new technologies to enhance the cloud’s capabilities. 

Cloud mashups are a recent trend; mashups combine services from multiple clouds into a single service or application, 

possibly with on-premises (client-side) data and services. This service composition lets CSPs offer new functionalities 

to clients at lower development costs. 

 

Advantage: 

The specific security issues associated with collaboration among heterogeneous clouds include: 

 

• establishing trust among different cloud providers to encourage collaboration; 

• addressing policy heterogeneity among multiple clouds so that composite services will include effective monitoring 

of policy anomalies to minimize security breaches; 

• maintaining privacy of data and identity during collaboration. 

PROBLEM STATEMENT 

Policy inconsistencies can result in security and availability problems; they include the following: 

• Contradiction. Two policies are contradictory if they have different effects on the same subjects, targets, and 

conditions. Contradictions are the most common form of policy conflicts. 

• Exception. A policy is an exception of another policy if they have different effects, but one policy is a subset of the 

other. The exception might not  be  a  policy conflict, but  access policy evaluation mechanisms commonly use 

exceptions to exclude a specific access request from a general access permission. 

• Correlation. Two policies are correlated if they have different effects but intersect each other. In this case, one policy 

permits the intersection, but the other does not. This is a partial policy conflict. 
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6 Conclusions 
 

The  paper  specifically  proposes  the  new  Intercloud “Trust  Model”  in  conjunction  with  the  prevalent  PKI 

based “Trust Model”. The paper also discussed security related  governance  considerations  within  an  Intercloud 

computing environment. reviewing what has been come to be called the Intercloud at an overview technical 

level. Various aspects of security considerations were covered in the context of Intercloud federated environment. 

We conclude with further refinement work needed in the area of Authorities and Governance, which we hope to 

leverage work from the Grid community. Considering TPA may concurrently handle multiple audit sessions from  

different  users  for  their  outsourced  data files, we further extend our privacy-preserving public auditing 

protocol into a multi-user setting, where the TPA can perform multiple auditing tasks in a batch manner for better 

efficiency. Extensive analysis shows that our schemes are provably secure and highly efficient. 

 
 

7. References 
 

1. Nurmi D., Wolski R., Grzegorczyk C., Obertelli G., Soman S., Youseff L., Zagorodnov D.: Eucalyptus: A 

Technical Report on an Elastic Utility Computing Architecture Linking Your Programs to Useful Systems, UCSB 

Computer Science Technical Report Number 2008-10 (2008) 

2.   Youseff, L., Butrico, M. and Da Silva, D.: Toward a unified ontology of cloud computing, Proceedings of the 

GCE’08 Grid Computing Environments Workshop (2008). 

3.      M. A. Shah, R. Swaminathan, and M. Baker, “Privacy- preserving audit and extraction of digital contents,” 

Cryptol- ogy ePrint Archive, Report 2008/186, 2008. 

4.    Mei, L., W.K. Chan, and Tse, T.H.: A Tale of Clouds: Paradigm Comparisons and Some Thoughts on Research 

Issues., APSCC pp.464-469, 2008 IEEE Asia-Pacific Services Computing Conference (2008). 

5.  Bernstein, D., Vij, D.: Using XMPP as a transport in Intercloud Protocols In Proceedings of CloudComp 2010, the 

2nd International Conference on Cloud Computing (2010) 


