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ABSTRACT 

 
The technology today has come a long way over the internet, and has reached a point where the potential benefits of very large scale, finely 

distributed applications are more apparent than ever. Opportunities are emerging to develop large systems that cater to highly dynamic and 

mobile sets of participants, who desire to interact with each other and stores of online content in a robust manner. Although applications 

intended to function at this scale have recently begun to appear, there remain a broad set of open problems that must be faced before this 

emerging class of distributed system can become a reality. This paper tries to analyze some of problems in distributed systems. 

 

Keywords: Distributed Systems, Issues in Distributed System, Architectural Problems, Adoptional Problems  

 
 

INTRODUCTION 
 
Prior to embarking on the construction of a large-scale distributed operating system, we felt that it would be useful to survey 

the landscape of problems that will be faced in the construction of this class of system. This paper is a summary of urgent 

problems that must be addressed in order for successful systems of this caliber to be realized. We approach this problem 

using a two fold method. First, we have designed a taxonomy to describe the domain of existing and future distributed 

systems. This model is a two-dimensional space whose axes define the concurrency and conflict of resource access, and the 

degree of distribution and mobility of resources within the system. In the second step, examine the implications involved with 

the adoption of large-scale distributed operating environments. In this section, we are less concerned with classical systems 

issues (performance, robustness, and scale) and more concerned with pragmatic factors involved in building a good system. 
 

1. TAXONOMY OF DISTRIBUTED SYSTEMS 

 
This section presents a taxonomy, describing four points of distributed system on the basis of access concurrency and 

resource distribution stem from an examination of the evolution of distributed applications. Access concurrency considers the 

number of simultaneous accesses to a resource and the degree of conflict between these accesses. Access concurrency 

problems emerged as researchers began to move towards time sharing on mainframes. Resource distribution represents how 

broadly a system is spread across a network infrastructure. 

 

1.1 Access Concurrency 

 
Access concurrency originated with the desire to allow users to share the resources of original mainframe computers. 

Concurrency mechanisms allow clients to share a resource while preserving the state of that resource during simultaneous 

accesses. Although there are complexity issues in simple multiplexing at the Internet scale, it is conflict avoidance that makes 

access concurrency especially hard. In order to avoid conflicts between concurrent access, extra mechanisms must be put in 

place. These mechanisms add overhead and complexity to the system. Very efficient concurrency control techniques aim to 
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allow the highest possible amount of simultaneous access, but may do so at the cost of poorly preserving resource state or 

unfairly scheduling this access. As an example, consider the locking of files to preserve consistency in concurrency systems. 

Pessimistic locking is most effective at preserving state, but results in a complete loss of concurrency whenever the file is 

locked for writing. Optimistic locking allows a higher degree of concurrency, but may perform worse in a high state of 

conflict as many transactions must be aborted. In this emerging class of large distributed systems, the issue is that a high 

degree of concurrency within a system demands efficiency, while individual users will expect effective consistency 

preservation. 

 

1.2 Resource Distribution 

 

Resource distribution describes the degree to which a system has been spread across a network, and how dynamic 

resources are within it. Even the smallest degree of resource distribution mandates a substantial amount of overhead within a 

system. Consider accesses to a local file versus a remote file service such as NFS: both cases contain all of the complexity 

involved in reading a file from disk, however the remote access has the additional responsibilities of locating the service, 

marshalling data in and out of message structures, interacting across the network, and handling a considerably larger set of 

potential error cases. In order to access resources, it must be possible to first locate them. Furthermore, if resources are not 

static within a system, mechanisms must exist to find them in an ongoing manner. Distribution equates almost exactly to 

extra mechanism, and therefore complexity, within a system. The more distributed the system the more complex it gets. 

 

1.3 Point-to-Point 

 

Point-to-point examples exist primarily as components of more complex applications, for instance the data channel of an FTP 

session is point-to point, in that all of the associated resources are allocated at both ends of the connection at the beginning of 

a transfer. Point-to-point applications are characterized by the fact that the distribution aspects of the system are typically 

quite visible. As such, when failure does occur it can be identified and resolved primitively by the user. 

 

1.4 Multiplexed 

 

Multiplexed applications are those in which resources are delivered with a high degree of concurrency, and possibly conflict 

control, over a relatively small scale of distribution. File and web servers are excellent examples of these. More distributed 

examples of a multiplexed applications are distributed striped file systems and scalable 

data structures .The risk of failure is more significant in multiplexed systems because, on the resource provision side, failure 

has the potential to affect a much larger number of users. To solve this problem, very large multiplexed services are often 

served by specialized hosting facilities where a very high degree of resource reliability may be assumed. Further precautions 

may involve the installation of redundant resources that take over in the rare case of system failure. 

 

1.5 Fragmented Resource 

 

Fragmented systems are those in which resources are spread across, or move within, a set of connected endpoints. 

Communication is substantially more complex in these systems as messages may not travel directly to a resource, but instead 

may lead to a cascade of interactions across the system. In a fragmented resource, issues arise in how changes should be 

applied and who is allowed to do them. In the case of DNS, updates must frequently be submitted to human administrators, 

who authenticate and apply changes by hand. In existing systems this is an acceptable property, DNS lookups are handled 

with an acceptable degree of expedience, and the frequency of change is small enough typically to be handled off-line. This is 

not, however, an approach that provides a high degree of scalability. 

 

 

 

1.6 Peer to Peer 
 

Peer to peer applications are highly distributed and involve a high degree of potentially conflicting, concurrent access to 

resources. Failure has a high potential impact, but resources cannot be protected. Administration is distributed and the 

coupling between administrative domains may become much more dynamic. 
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2. ARCHITECTURAL PROBLEMS 
 

Based on our taxonomy and a survey of existing systems, we identify a set of four prevalent architectural problems that 

currently inhibit the development of advanced distributed systems. These problems are failure resolution, resource 

management, administration, and communication infrastructure. 

 

2.1 Failure Resolution 

 
Despite the advanced state of systems research, we are still unable to definitively tell when a resource has failed. Nonterminal 

failure states, such as livelock and Byzantine failure are incredibly difficult to detect and resolve. Furthermore, in large 

distributed systems, small failures have the potential to cascade across a system. There does not currently exist an accepted, 

universal approach to expressing, detecting, and resolving failure in distributed 

systems. Clearly, not all failures can be detected and resolved, but in this situation, it is not clear what systems 

should do to cope and maintain a degree of sanity. 

 

2.2 Resource Management 

 

In order to carry reliable services beyond the confines of locked facilities, we need to be able to expect the same reliable 

levels of service from end nodes and connective infrastructure in the distributed environment. Reservation schemes inevitably 

present the possibility of a reduction in available resources, a situation akin to partial failure, to which there is no real analogy 

in a local high speed network. Tolerating a reduction in service quality, or other sudden change in resource availability 

requires a fundamental change in system design. Applications must be able to gracefully handle resource loss and 

reallocation. Additional mechanisms, such as redundancy, must be supported within the system to guard against failure. 

 

2.3 Administration 

 

The fragmentation of resources mandates a need to provide adaptable, configurable systems in an environment where control 

itself is distributed. Models must be developed that allow the scaling of administration in systems with arbitrary (i.e. non-

hierarchical) structure. However, in distributed systems where resources can potentially be shared with remote, 

administratively disjoint parties, mechanisms must exist to effectively handle and express changes across administrative 

boundaries. These mechanisms necessarily must allow the delegation of trust and responsibility in an appropriate manner. 

 

2.4 Communication Infrastructure 

 

Although the existing TCP/IP network and overlying network interfaces within operating systems have surpassed all 

expectations of scalability, they have also remained essentially unchanged for the life of the Internet. There exists no well-

developed infrastructure for group communications. IP multicast, although a substantial improvement to the existing 

network, has questionable scalability and performance for use in a large and dynamic system and may possess significant 

vulnerabilities. More importantly though, methods of collaboration involving more than two participants are not yet 

available. Interacting with a set of resources is almost universally handled through a coordinating resource, which typically 

leads to a single point of failure and congestion within systems. In order for peer to peer applications to become a reality, 

mechanisms that allow groups to work together in efficient ways must be developed. 

 

3. ADOPTINAL PROBLEM 
 
In this section, we identify a set of open problems that are not identified by our taxonomy. These problems are not 

defined directly by the structure of a system, but rather are necessary properties for it to be useful in a real environment. Our 

exploration of existing systems has uncovered a set of six significant open problems. We describe each briefly in the 

remainder of this section. 

 

3.1 Physical Resource Discovery and Naming 

 

It is incredibly difficult to provide a useful integration between distributed systems and the physical world. Network 

topologies, especially as exposed by existing protocols, provides with an entirely unrepresentative view of resource location. 

A strongly desired property of advanced distributed systems for ubiquitous and pervasive computing is to allow mobile users 
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to adapt to locally available resources. Although much work has emerged in recent years addressing the naming and 

discovery of resources in a physical dimension ,the problem has hardly been solved. The emergence of mobile devices that 

provide geographic information. 

 

3.2 Security and Privacy 

 

Concerns over privacy and security clearly escalate as resources become more distributed. Capabilities have been touted as a 

solution within the distributed case that have yet to see a successful broad application. Capabilities have inherent. 

Furthermore, capabilities are very difficult to administer and track within the context of broad distribution. Finally, as long-

lived resources that are protected by encryption, capabilities may be vulnerable to attack problems with respect to access 

revocation, which typically requires the rekeying of resources and reauthorizing clients. 

 

3.3 Economies of Sharing 

 

A frequently cited benefit to the development of fine grained distributed systems is the opportunity to share unused resources 

with others. There is considerable opportunity to explore how sharing should be provided within distributed systems. An 

effective solution to this problem will have a strong effect on the overall success of these systems. Additionally, in a system 

where resources such as network bandwidth are shared arbitrarily and perhaps anonymously, there remain questions 

regarding the payment for these services. The economy of the Internet hinges largely around the traffic patterns of existing 

applications, the emergence of a widely adopted system that drastically changes these patterns has the potential to drastically 

effect the financial operation of the net itself. 

 

3.4 System Evolution 

 

The ongoing maintenance and evolution of such a system is considerably more difficult. The Internet is plagued with 

evolution issues. Systems simply have not been designed with change in mind; the Hypertext Markup Language (HTML) has 

evolved through several generations, but authors must still provide backwards-compatibility for legacy browsers at the 

expense of being able to use new features. Systems must be designed with evolution in mind. Architectural assumptions and 

application couplings must be minimized wherever possible. Methods must be developed that allow complete systems to be 

upgraded and changed drastically with a low negative impact on the environment as a whole. 

 

 

 

3.5 Software Structure 

 

The representation of the network within application code is often an abstract and independent functional unit; client and 

server source are completely disjoint, obscuring the coupling that is inherent within the system. As stated above, attempts to 

build systems that transparently handle distribution make it impossible to appropriately expose and resolve failure. AOP may 

present the potential to write code that describes functionality across the network, while addressing fault and control issues 

appropriately. In AOP, we see what may be a new means of gaining the benefits of transparency without the associated 

weaknesses. 

 

CONCLUSION  

 
The purpose of this paper has been to identify problems that necessarily must be addressed in order to develop advanced, 

Internet-scale distributed systems. Through a taxonomical observation of existing systems, we have identified a set of open 

architectural problems including failure resolution, resource management, administration, and communication infrastructure. 

We then presented a set of six adoptional problems whose solutions will strongly support the acceptance of large distributed 

applications within the network. Projects to develop environments for ubiquitous invisible and pervasive distributed 

applications have, and continue to be, very exciting research that will need to address many of these issues in order to realize 

their visions. 
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