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Abstract 

“Cloud” computing – a relatively recent term, builds on decades of research in virtualization, distributed com- 

putting, utility computing, and more recently networking, web and software services. It implies a service 

oriented architecture, reduced information technology overhead for the end-user, great flexibility, reduced total 

cost of ownership, on-demand services and many other things. This paper discusses the concept of “cloud” 

computing, some of the issues it tries to address, related research topics, and a “cloud” implementation. 

1. Introduction 

Purpose 

Clouds are large pools of easily usable and accessible virtualized resources. These resources can be dynamically 

reconfigured to adjust to a variable load (scale), allowing optimum resource utilization. It’s a pay-per-use model 

in which the Infrastructure Provider by means of customized Service Level Agreements (SLAs) offers 

guarantees typically exploiting a pool of resources. Organizations and individuals can benefit from mass 

computing and storage centers, provided by large companies with stable and strong cloud architectures. Cloud 

computing incorporates virtualization, on-demand deployment, Internet delivery of services, and open source 

software. From one perspective, cloud computing is nothing new because it uses approaches, concepts, and best 

practices that have already been established. 

Understanding Cloud computing 

Definition: Cloud computing is a general term for anything that involves delivering hosted services over the 

Internet. These services are broadly divided into three categories: Infrastructure-as-a-Service, Platform-as-a-

Service and Software-as-a-Service.  The name cloud computing was inspired by the cloud symbol that's often 

used to represent the Internet in flowcharts and diagrams. 
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2. History of Cloud computing 

The idea of an "intergalactic computer network" was introduced in the sixties by J.C.R. Licklider, who was 

responsible for enabling the development of ARPANET (Advanced Research Projects Agency Network) in 

1969. 

His vision was for everyone on the globe to be interconnected and accessing programs and data at any site, from 

anywhere, explained Margaret Lewis, product marketing director at AMD. "It is a vision that sounds a lot like 

what we are calling cloud computing." 

Since the sixties, cloud computing has developed along a number of lines, with Web 2.0 being the most recent 

evolution. However, since the internet only started to offer significant bandwidth in the nineties, cloud 

computing for the masses has been something of a late developer. 

One of the first milestones in cloud computing history was the arrival of Salesforce.com in 1999, which 

pioneered the concept of delivering enterprise applications via a simple website. The services firm paved the 

way for both specialist and mainstream software firms to deliver applications over the internet. 

 

3. Cloud Computing Services 

A. Infrastructure-as-a-Service: 

The Infrastructure as a Service is a provision model in which an organization outsourcers the equipment used to 

support operations, including storage, hardware, servers and networking components. The service provider owns 

the equipment and is responsible for housing, running and maintaining it. The client typically pays on a per-use 

basis.    

Characteristics and components:   

1. Utility computing service and billing model.  

2. Automation of administrative tasks. 

 3. Dynamic scaling.  

4. Desktop virtualization.  

5. Policy-based services.  

6. Internet connective   

Infrastructure-as-a-Service like Amazon Web Services provides virtual server instances with unique IP 

addresses and blocks of storage on demand. Customers use the provider's application program interface (API) to 

start, stop, access and configure their virtual servers and storage. 

B. Platform-As-A-Service:  

Platform as a Service (PaaS) is a way to rent hardware, operating systems, storage and network capacity over 

the internet. The service delivery model allows the customer to rent virtualized servers and associated services 

for running existing applications or developing and testing new ones.  Platform as a Service (PaaS) is an 

outgrowth of Software as a Service (SaaS), a software distribution model in which hosted software applications 

are made available to customers over the Internet. PaaS has several advantages for developers. With PaaS, 

operating system features can be changed and upgraded frequently. Geographically distributed development 

teams can work together on software development projects. Services can be obtained from diverse sources that 
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cross international boundaries. Initial and ongoing costs can be reduced by the use of infrastructure services 

from a single vendor rather than maintaining multiple hardware facilities that often perform duplicate functions 

or suffer from incompatibility problems. 

C. Software-As-A-Service: 

No Software as a service sometimes referred to as "software on demand," is software that is deployed over the 

internet and/or is deployed to run behind a firewall on a local area network or personal computer. With SaaS, a 

provider licenses an application to customers either as a service on demand, through a subscription, in a "pay-as- 

you-go" model, or at no charge. This approach to application delivery is part of the utility computing model 

where all of the technology is in the "cloud" accessed over the Internet as a service. SaaS was initially widely 

deployed for sales force automation and Customer Relationship Management (CRM). Now it has become 

commonplace for many business tasks, including computerized billing, invoicing, human resource management, 

financials, content management, collaboration, document management, and service desk management. 

 

4. Cloud Computing Risks 

Before considering cloud computing technology, it is important to understand the risks involved when moving 

your business into the cloud. You should carry out a risk assessment process before any control is handed over 

to a service provider. 

Privacy agreement and service level agreement 

You will need to have suitable agreements in place with your service providers before services commence. This 

will safeguard you against certain risks and also outline the responsibilities of each party in the form of a service 

level agreement (SLA). You should read the SLA and ensure that you understand what you are agreeing to 

before you sign. Make sure that you understand the responsibilities of the service provider, as well as your own 

obligations. 

Security and data protection 

You must consider how your data will be stored and secured when outsourcing to a third party. This should be 

outlined in the agreement with your service provider, and must address mitigations to governance and security 

risks. It must cover who has access to the data and the security measures in place to protect your data. 

 Location of data 

Cloud computing service providers are often located outside Australia. Before committing, you should 

investigate where your data is being stored and which privacy and security laws will apply to the data. 

5. Cloud Computing Security 

In the last few years, cloud computing has grown from being a promising business concept to one of the fastest 

growing segments of the IT industry. Now, recession-hit companies are increasingly realizing that simply by 

tapping into the cloud they can gain fast access to best-of- breed business applications or drastically boost their 

infrastructure resources, all at negligible cost. But as more and more information on individuals and companies 

is placed in the cloud, concerns are beginning to grow about just how safe an environment it is.   

A. Security 

Where is your data more secure, on your local hard driver or on high security servers in the cloud? Some argue 

that customer data is more secure when managed internally, while others argue that cloud providers have a 

strong incentive to maintain trust and as such employ a higher level of security. However, in the cloud, your 

data will be distributed over these individual computers regardless of where your base repository of data is 
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ultimately stored. Industrious hackers can invade virtually any server, and there are the statistics that show that 

one-third of breaches result from stolen or lost laptops and other devices.   

B. Privacy 

Different from the traditional computing model, cloud computing utilizes the virtual computing technology, 

users’ personal data may be scattered in various virtual data center rather than stay in the same physical location, 

even across the national borders, at this time, data privacy protection will face the controversy of different legal 

systems. On the other hand, users may leak hidden information when they accessing cloud computing services. 

Attackers can analyze the critical task depend on the computing task submitted by the users. 

C. Reliability 

Servers in the cloud have the same problems as your own resident servers. The cloud servers also experience 

downtimes and slowdowns, what the difference is that users have a higher dependent on cloud service provider 

(CSP) in the model of cloud computing. There is a big difference in the CSP’s service model, once you select a 

particular CSP, you may be locked-in, thus bring a potential business secure risk.   

D. Legal 

Issues Regardless of efforts to bring into line the lawful situation, as of 2009, supplier such as Amazon Web 

Services provide to major markets by developing restricted road and rail network and letting users to choose 

“availability zones” . On the other hand, worries stick with safety measures and confidentiality from individual 

all the way through legislative levels. 

6. Conclusion 

 
“Cloud” computing builds on decades of re- search in virtualization, distributed computing, utility computing 

,and, more recently, networking, web and software services. It implies a service-oriented architecture, reduced 

information technology overhead for the end-user, great flexibility, reduced total cost of ownership, on- demand 

services and many other things. This paper discusses the concept of “cloud” computing, the issue sit tries to 

address, related research topics, and a “cloud” implementation based on VCL technology. 
 

As our ongoing work, we will continue to research on security mechanisms that supports search semantics that 

takes into consideration conjunction of keywords, sequence of keywords, and even the complex natural 

language semantics to produce highly relevant search results and search ranking that sorts the searching results 

according to the relevance criteria. 
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