
IJRIT International Journal of Research in Information Technology, Volume 2, Issue 10, October 2014, Pg. 410-415 

Chirag Gulati, IJRIT  410 

 

International Journal of Research in Information Technology (IJRIT) 

 

                               

                                      www.ijrit.com               ISSN 2001-5569 

Fault Tolerance in Operating System 

Chirag Gulati
1
, Chetna Mahajan

2
, Ayushi Mishra

3 

 

Dronacharya College of Engineering, Gurgaon, HR 

 

chirag.15023@ggnindia.donacharya.info , chetna.15022@ggnindia.donacharya.info , 

ayushi.15018@ggnindia.dronacharya.info 

 

Abstract 

Fault-tolerance describes a computer system or component designed so that, in the event that a component fails, a backup 

component or procedure can immediately take its place with no loss of service .Real-time operating systems (RTOS) are a special 

kind of operating systems that their main goal is to operate correctly and provide correct and valid results in a bounded and 

predetermined time. RTOSs are widely used in safety-critical domains. In these domains all the system’s requirements should be 

met and a catastrophe occurs if the system fails. Hence, fault tolerance is an essential requirement of RTOSs employed in safety-

critical domains. In the past decades, several fault tolerance techniques have been proposed to protect different parts of an RTOS 

against faults and errors. In this paper, after presenting primary concepts of RTOSs, some features of these operating systems are 

reviewed and then a number of fault tolerance techniques that can be applied to each feature and their impact on system 

reliability is investigated. The main contribution of this work is to review and categorize several fault tolerance techniques 

applicable to RTOSs based on the operating system’s features. 

Keywords: Fault Tolerance, Real time operating system, Fault Environment, faulty system, fault-free system 

 

I. Introduction 

A fault-tolerant system may be able to tolerate one or more fault-types including -- i) transient, intermittent or 

permanent hardware faults, ii) software and hardware design errors, iii) operator errors, or iv) externally induced 

upsets or physical damage. An extensive methodology has been developed in this field over the past thirty years, and 

a number of fault-tolerant machines have been developed -- most dealing with random hardware faults, while a 

smaller number deal with software, design and operator faults to varying degrees. A large amount of supporting 

research has been reported. 
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This architecture model shows that how how hardware and software faults are tolerated separately. 

Hardware Fault-Tolerance --The majority of fault-tolerant designs have been directed toward building computers 

that automatically recover from random faults occurring in hardware components. The techniques employed to do 

this generally involve partitioning a computing system into modules that act as fault-containment regions. Each 

module is backed up with protective redundancy so that, if the module fails, others can assume its function. Special 

mechanisms are added to detect errors and implement recovery. Two general approaches to hardware fault recovery 

have been used:  

1) fault masking 

2)dynamic recovery. 

Software Fault-Tolerance -- Efforts to attain software that can tolerate software design faults (programming errors) 

have made use of static and dynamic redundancy approaches similar to those used for hardware faults. One such 

approach, N-version programming, uses static redundancy in the form of independently written programs (versions) 

that perform the same functions, and their outputs are voted at special checkpoints. Here, of course, the data being 

voted may not be exactly the same, and a criterion must be used to identify and reject faulty versions and to 

determine a consistent value (through inexact voting) that all good versions can use. An alternative dynamic 

approach is based on the concept of recovery blocks. Programs are partitioned into blocks and acceptance tests are 

executed after each block. If an acceptance test fails, a redundant code block is executed. 

An approach called design diversity combines hardware and software fault-tolerance by implementing a fault-

tolerant computer system using different hardware and software in redundant channels. Each channel is designed to 

provide the same function, and a method is provided to identify if one channel deviates unacceptably from the 

others. The goal is to tolerate both hardware and software design faults. This is a very expensive technique, but it is 

used in very critical aircraft control applications. 

 

II. Fault and Fault Environment 

In this section we will discuss about some basic about faults and fault environment and finally fault tolerance. 

Before moving up to fault tolerance, first let us review to some basic concepts of faults and fault environment. In 

order to give a better performance and to give a logical output, a system must detect the faults and perform even in 

case of faults. There are different types of faults which can occur in a real time distributed system. These faults can 

be broadly classified as: Network faults, Physical fault, media faults, process faults. Network faults occur in a 
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network due to network partition, packet loss, communication failure etc. Physical faults can occur in hardware like 

fault in CPUs,  memory fault etc. Media faults occur due to media head crashes. Process faults occur due to shortage 

of resources, software bugs etc. But, Fault occurs with respect to time are as follows:  

Permanent: These failures occur by accidently cutting a wire, power breakdown and so on which can cause major 

disruptions and some part of system may not be functioning as desired.  

Intermittent: These failures appear occasionally. Mostly they are ignored while testing the system and only appear 

when the system goes into operation.  

Transient: They are caused by some inherent fault in the system. However, these failures are corrected by retrying 

roll back the system to previous state such as restarting software or resending a message. These failures are common 

to in computer systems. But, in real time system, main focus is on hardware fault tolerance. 

Due to presence of faults, the system encounters many problems during execution or processing of any event.  

This ultimately leads to a Fault environment. 

 

III. Fault Tolernace 

Fault Tolerance can be defined as a property of a system which provides the facility to perform efficiently even in 

case of any faults. Fault tolerance can be achieved by detecting a faulty process, saving and restoring the 

computational tasks of the faulty processor, and then distributing the recovered task to the remaining processors so 

that the system can continue to operate, although with degradation of computing power. An appropriate fault 

detector can avoid loss due to any link failure, resource failure or in any other fault environment. Hardware Fault 

tolerance can be achieved by adding extra hardware like processors, resources like memory, I/O devices etc. For 

tolerating any fault, first we require to detect the fault occurred in the system and then isolating it to the appropriate 

unit as quickly as possible. The main detection mechanisms are: Sanity monitoring, Watchdog monitoring, Protocol 

Fault, Transient Leaky Bucket counters. If a unit is really faulty, many fault triggers will be generated for that unit.  

3.1 Need of Fault Tolerance 

 The needs of fault tolerance are mentioned below:  

1.)Better outcome of results in case of any faults. 

2.)For reliable processing of transaction. 

3.)To avoid faulty systems. 

4.)Limit ourselves to types of failures and errors which are more likely to occur 

Fault Tolerance – Ability of system to behave in a well-defined manner upon occurrence of faults.  

Recovery – Recovery is a passive approach in which the state of the system is maintained and is used to roll back 

the execution to a predefined checkpoint.  

Redundancy – With respect to fault tolerance it is replication of hardware, software components or computation.  

Security – Robustness of the system characterized by secrecy, integrity, availability, reliability and safety during its 

operation. 
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3.2 Fault Tolerance Backplane 

 

IV. RTOS Features and Fault Tolerance Techniques 

In the previous sections, the importance of implementing fault tolerance techniques on RTOSs, especially those that 

are employed in safety-critical domains was discussed. In this section, a number of RTOSs’ features along with 

some fault tolerance techniques that could be applied to each feature are presented.  

A) Memory Management  

In order to protect operating systems components prone to failure, fault tolerance begins with memory protection. 

Since programs behavior depends to data in memory, the existence of faults in these data would cause to program 

error and failure.  

Since the flexibility and functionality of applications are being increased and also they need dynamic access to 

memories, dynamic storage allocation (DSA) algorithms play an important role in the operating systems. In addition 

to flexibility, real-time applications require predictability too, i.e. memory should be managed dynamically in a 

bounded and predetermined time. The use of DSA leads to uncertainty in RTOSs, because of the unconstrained 

response time of DSA algorithms and the fragmentation problem. In  a DSA algorithm called TLSF has been 

developed to be employed in RTOSs. TLSF provides explicit allocation and de-allocation of memory blocks with a 

bounded and acceptable timing behavior. Using bitmaps and the aid bitmaps is another technique to make allocating 

and de-allocating memory safely and reliably. This technique was introduced by to be employed in RTEMS RTOS.  

 

Redundancy is one of the most important techniques in fault tolerance . This technique can be applied to memory in 

a way that when a process is loaded, the operating system duplicates its data and states in more than one 

place/memory (three places/memories to imitate TMR). Whenever a task’sdata/states are changed, these changes are 

applied to all replicas. Whenever the task wants to read data from memory, a voting is done on replicas to determine 

if data are changed inadvertently or are corrupted (for any reason, such as heavy ion radiation) and also to determine 

which data is correct and could be used. Memory redundancy could be supported in both software level and 

hardware level . 

B) Kernel Considerations  

Error detection could be done by hardware or software methods, such as “Transient fault detection via simultaneous 

multithreading”  which is an example of software methods. The kernel of a fault-tolerant RTOS should provide a 

mechanism that whenever an error occurs, a notification is sent to an a agent that has duty to perform some types of 

error recovery actions. This agent is called supervisor and must be run in an isolated address space, because data in 
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the address space containing faulty task may be corrupted. For example in Nooks which is a reliability subsystem, 

Nooks Recovery Manager is an agent for error recovery. 

C) Scheduling 

Scheduler is the heart of an RTOS. In fact in order to guaranty system safety, the scheduler by considering tasks 

attributes have to determine what task should be released and should be preempted at what times. There are different 

scheduling algorithms in RTOSs. The most important of them are as follows :  

1.) RM: Rate Monotonic (RM) is a fixed-priority scheduling algorithm which tasks priority is defined in advance 

and tasks with smaller period have higher priority.  

2.) EDF: Earliest Deadline First (EDF) is a dynamic scheduling algorithm which tasks priority is defined 

dynamically in run-time in a way that tasks with closer deadline have higher priority.  

3.)LLS: similar to EDF, Least Laxity First (LLF) is a dynamic scheduling algorithm. It assigns priority based on the 

slack time of a process. Slack time is the amount of time left after a job if the job was started now. In LLS processes 

with smaller slack time have higher priority 

D) Communications  

In all operating systems, processes need to communicate with each other through some mechanisms, such as 

message passing or memory sharing. Message passing methods causes to uncertainty in the system timing, because 

of systems architecture features, i.e. it’s impossible to determine exactly how long a message passing takes. In an 

RTOS the maximum latency of message passing should be determined. To achieve such determinacy some token 

based techniques such as Ring and TDMA can be employed . Moreover if the reliability of communication channels 

is not 100%, some techniques such as dynamic time redundancy in the lower levels of the communication protocols 

or using QoS services could be employed to increase the communication channels reliability significantly . 

 

V. Conclusion 

Fault-tolerance is achieved by applying a set of analysis and design techniques to create systems with dramatically 

improved dependability. As new technologies are developed and new applications arise, new fault-tolerance 

approaches are also needed. In the early days of fault-tolerant computing, it was possible to craft specific hardware 

and software solutions from the ground up, but now chips contain complex, highly-integrated functions, and 

hardware and software must be crafted to meet a variety of standards to be economically viable. Recent 

developments include the adaptation of existing fault-tolerance techniques to RAID disks where information is 

striped across several disks to improve bandwidth and a redundant disk is used to hold encoded information so that 

data can be reconstructed if a disk fails 

Another area is the use of application-based fault-tolerance techniques to detect errors in high performance parallel 

processors. Fault-tolerance techniques are expected to become increasingly important in deep sub-micron VLSI 

devices to combat increasing noise problems and improve yield by tolerating defects that are likely to occur on very 

large, complex chips. 

Fault-tolerant computing already plays a major role in process control, transportation, electronic commerce, space, 

communications and many other areas that impact our lives. Many of its next advances will occur when applied to 

new state-of-the-art systems such as massively parallel scalable computing, promising new unconventional 

architectures such as processor-in-memory or reconfigurable computing, mobile computing, and the other exciting 

new things that lie around the corner. 
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