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ABSTRACT 

In todays world the internet is the basic need of people. We people are much dependent on internet as it has many banefits but there is 

also some negative point of that. We convey our messages by the email without any actual knowledge how it is going to its destination 

and how  much our data secure . So one of the negative point thatwe are going to explain is phishing attack. Here we discuss about its 

type, how the victim can affected by phishing attack, what are the major steps that we have to be taken by us to prevent ourself.    
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1 INTRODUCTION 

 

1.1 Phishing is the attempt to get sensitive information such as  passwords, email id, user name  and  commercial confidentioal details 

like credit card details, internet banking password etc. popular social web sites. Phishing emails may contain links to websites that are 

infected with some other kind of viruses which harm a lot. it is mainly carried out by email spoofing or instant messaging, and it often 

directs users to enter details at a fake website whose look and feel are almost identical to the legitimate one. Phishing is an example of 

social engineering techniques used to deceive users,
[6]

 and exploits the poor usability of current web security technologies.
[7]

 Attempts 

to deal with the growing number of reported phishing incidents include legislation, user training, public awareness, and technical 

security measures. Many websites have now created secondary tools for applications, like maps for games, but they should be clearly 

marked as to who wrote them, and you should not use the same passwords anywhere on the internet. 

1.2 Phishing is keeps growing to these days. The risk grows even larger in social media such as Facebook, Twitter, gmail, Myspace 

etc. Hackers commonly use these sites to attack persons using these media sites in their workplace, homes, or public in order to take 

personal and security information that can affect the user and the company (if in a workplace environment). Phishing is used to portray 

trust in the user since you can usually not tell that the site or program being visited/ used is not real, and when this occurs is when the 

hacker has the chance to access the personal information such as passwords, usernames, security codes, and credit card numbers 

among other things 

2 RELATED WORKS 
 

2.1 Dr.anthony yingjie fu in Ph.D thesis titled “web identity security: advanced phishing attacks and counter measures-2006. He has 

mentioned that it is possible to detect phishing web pages by evaluating the visual similarity of web pages.Visual assessment 

approach, semantic assessment approach, human computer interaction enforcement, and web page originality verification. 
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2.2.  Mr.Shalendra Chhabra in his MS thesis titled “Fighting Spam, Phishing and Email Fraud” has mentioned that He illustrated and 

explained CRM114 usage for small medium-, and large-scale enterprises (for filtering up to one million client email accounts). He 

presented the internals of a system using CRM114, implementing the concept of Internet postage known as the CAMRAM. He 

described a unified model of spam filtration followed by all the spam filters currently available in the market. He also presented the 

Markov Random Field mode 

 

 
3 How the phishing attack works 

3.1Harvesting Information: The cyber attacker’s goal is to fool you into clicking on a link and taking you to a website that asks for 

your login and password, or perhaps your credit card or ATM number. These websites look legitimate, with exactly the same look, 

imagery and feel of your online bank or store, but they are fake websites designed by the cyber attacker to steal your information. 

 

3.2Infecting your computer with malicious links: Once again, the cyber attacker’s goal is for you to click on a link.However, instead 

of harvesting your information, their goal is to infect your computer.If you click on the link, you are directed to a website that silently 

launches an attack against your computer that if successful, will infect your system. 

 

 3.3Infecting your computer with malicious attachments: These are phishing emails that have malicious attachments, such as infected 

PDF files or Microsoft Office documents. If you open these attachments they attack your computer and, if successful, give the attacker 

complete control.  

 

3.4 Scams: These are attempts by criminals to defraud you. Classic examples include notices that you’ve won the lottery, charities 

requesting donations after a recent disaster or a dignitary that needs to transfer millions of dollars into your country and would like to 

pay you to help them with the transfer. Don’t be fooled, these are scams created by criminals who are after your money 

 

4 list of phishing techniques 

4.1Spear phishing  
Phishing attempts directed at specific individuals or companies have been termedspear phishingAttackers may gather personal 

information about their target to increase their probability of success. 
 

4.2Clone phishing 

A type of phishing attack whereby a legitimate, and previously delivered, email containing an attachment or link has had its content 

and recipient address(es) taken and used to create an almost identical or cloned email. The attachment or Link within the email is 

replaced with a malicious version and then sent from an email address spoofed to appear to come from the original sender. It may 

claim to be a resend of the original or an updated version to the original. This technique could be used to pivot (indirectly) from a 

previously infected machine and gain a foothold on another machine, by exploiting the social trust associated with the inferred 

connection due to both parties receiving the original email. 

 
4.3Whaling 

Several recent phishing attacks have been directed specifically at senior executives and other high profile targets within businesses, 

and the term whalinghas been coined for these kinds of attacks. 

 

5 Approaches to Prevent Phishing Attacks 

 
5.1Educate users to understand how phishing attacks work and be alert when phishing-alike e-mails are received. 

 

5.2 use legal methods to punish phishing attackers 

 

5.3 Use technical methods to stop phishing attackers. In thispaper, 

 

5.4 Detect and block the phishing Web sites in time 

 

5.6 Enhance the security of the web sites 

 

5.7 Block the phishing e-mails by various spam filters 
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6 Indication about phishing mails 

6.1 Be suspicious of any email that requires “immediate action” or creates a sense of urgency. This is a common  

technique used by criminals to rush people into making a mistake. 

 

6.2 Be suspicious of emails addressed to “Dear Customer” or some other generic salutation. If it is your bank they will know your 

name. 

 

6.3Be suspicious of grammar or spelling mistakes; most businesses proofread their messages carefully before sending them. 

 

6.4 Do not click on links. Instead, copy the URL from the email and paste it into your browser. Even better is to simply type the 

destination name into your browser. 

 

6.5However your mouseover the link. This will show you the true destination where you would go if you actually clicked on it. If the 

true destination of the link is different than what is shown in the email, this may be an indication of fraud. 

 

6.6 Be suspicious of attachments and only open those that you were expecting. 

 

6.7Just because you got an email from your friend does not mean they sent it. Your friend’s computer may have been infected or their 

account may have been compromised, and malware is sending the email to all of your friend’s contacts. If you get a suspicious email 

from a trusted friend or colleague, call them to confirm that they sent it. Always use a telephone number that you already know or can 

independently verify, not one that was included in the message. If after reading an email you think it is a phishing attack or scam, 

simply delete the email. Ultimately, using email safely is all about common sense. If something seems suspicious or too good to be 

true, it is most likely an attack. Simply delete the email. 

 

7 CONCLUSION 

Phishing attack is the most dangerous attacks ever in the cyber world. It can steal your all the  confidential data as we already discuss 

the ways. In todays world all the conversation ,dealing etc. are going through e-mail so it is very necessary to prevent our self from 

such attack. By this paper we just definig the way to prevent our self and there is much necessary step which we have to be taken is 

awareness. So we are also trying  to create awareness by this paper. 
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