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Abstract 

Monitoring and diagnosis of network conditions is a central problem in networking.   As such, it has received a 

lot of attention in the Internet community in general and in the context of overlay networks in particular. 

Independently, recent advances in network coding have shown that it is possible to increase network capacity 

and better share the available resources by allowing intermediate nodes to perform processing operations, in 

addition to just forwarding packets. In this work, we propose the use  of network coding techniques to improve 

several aspects of network monitoring in overlay networks. As a specific application, we use our approach for 

the we ll -known problem o f  network t o m o g r a p h y , and in particular for inferring link loss rates from 

end-to-end measurements. We demonstrate that our  approach can  decrease  the  bandwidth used  by  

probes,  improve  the  accuracy  of estimation, and decrease the complexity  of selecting paths  or trees  to send 

probes. 

 

1. Introduction 

Distributed Internet applications often use overlay networks,  that enable  them  to detect  and recover  from 

failures  or degraded  performance  of the  underlying  Internet infrastructure.  To achieve  this  high-level  

goal,  it  is necessary  for the  nodes  in the  overlay  to  monitor  Internet paths,  assess and  predict  their  

behaviour,  and  eventually  make efficient use of them.   Clearly, accurate monitoring a t  minimum o v e r h e a d  

a n d  complexi ty  i s  of crucial importance for the operation o f  all networks, and particularly for overlay 

networks. 

In the  past  decade,  several  approaches  have  been  proposed  for inferring  network  characteristics  of 

interest using  end-to-end measurements; this class of problems  is commonly referred to as network  

tomography. Active measurement techniques have been proposed that send sequences of probe packets from 

a set of sources to a set of receivers, and infer link-level metrics of interest from the received packets.   

Some techniques  send probes  over unicast  paths while others  use multicast trees; to  cover the  entire  

network,  a mesh  of paths  and/or trees  is needed.   The  bandwidth efficiency of these  methods  can be 

measured  by the  number  of probe  packets  needed  to estimate  the  metric  of interest within  a desired  

accuracy.   It  depends  both  on 
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(i) the choice of paths/trees over which sequences of probes  are sent and  on 

(ii) the  number  of probes  in each sequence.  Clearly, there is a trade off between bandwidth efficiency 

and estimation accuracy; it is desirable to improve both as well as to keep computational 

complexity low. 

The structure of the paper is as follows. Section 2 summarizes related work in monitoring and network coding. 

Section 3 discusses a motivating example, which demonstrates the key points of our approach. Section 4 discusses 

more formally the application of network coding to network tomography. Section 5 presents simulation results and 

section 6 concludes the paper. 

 

2. Related Work 

Within  the  broad  area  of network  monitoring, we are  interested in network  tomography  for overlay 

monitoring, i.e., in using active probes between  overlay nodes to infer characteristics of the Internet paths  

between  them.  There has been a significant amount of work in this area.  Our novel contribution is the 

application of ideas from network coding. 

The problem of inferring the link loss rates from end-to-end measurements is typically under constrained. 

Network tomography originally used multicast probes to exploit correlation on shared parts of the path. 

Later on, techniques were developed to use unicast probes instead. Good estimators have been developed to 

infer link loss rates from the multicast probes observed at the receivers.  The trees over which multicast 

probes are sent are either considered given, or are selected by solving a covering problem, which is NP–

hard. In contrast, one of the results of this paper is that using network coding makes the selection of probe 

routes an LP problem. 

The area of network coding emerged in 2000, and since then it has attracted a lot of interest due to its 

potential for contributions to the theory and practice of networks.  The core idea in network coding is to 

allow intermediate nodes to combine packets before forwarding them. In particular, it is well known that 

maximizing the throughput when multicasting is NP-hard. In, it was shown that by combining 

independent network/information flows at intermediate nodes, the throughput can be maximized using 

polynomial-time algorithms. We use this idea to choose routes that cover the network we want to monitor; 

the solution can now be found in polynomial time, which is an improvement over.  The difference from is 

that instead of maximizing throughput, we are interested in minimizing the cost of sending probes. 

In practice, multicast is not widely supported and unicast probes are used instead. In order to emulate 

multicast behaviour and exploit correlation, ideas such as back-to-back packets have been proposed. 

Unfortunately, ensuring that two packets will stay back-to-back until their destination is impractical, as it 

requires perfect synchronization, knowledge of delays in every network element and no cross-traffic. Network 

coding offers an alternative solution:  two incoming packets are forced to share fate downstream, not by 

keeping them back-to-back but by combining them into a single packet, using network coding at the junction 

node. 
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Fig1. General Network monitoring architecture 

SOS Network Discovery with Network Monitoring finds all IP based devices connected and interconnected to a 

network or networks, catalogs them within the system and allows you to manage them. 

Network discovery is a network setting that affects whether your computer can see other computers and devices on 

the network and whether other computers on the network can see your computer while network monitoring 

describes the use of a system that constantly monitors a computer network for slow or failing components and that 

notifies the network administrator in case of outages. It is a subset of the functions involved in network 

management. 

Network monitoring is far more strategic than its name implies. It involves watching for problems 24/7, but it's also 

about optimizing data flow and access in a complex and changing environment. Tools and services are as numerous 

and varied as the environments they guard and analyse. This is where SOS Network Discovery with Network 

Monitoring works. 

3. Application to network tomography 

The area of network tomography also includes that of inferring network topology using end-to-end probes. 

Topology discovery is a tradeoff between accuracy vs. overhead. In network tomography, the emphasis is to achieve 

as accurate a picture of the network with minimal overhead. In comparison, other network topology discovery 

techniques using SNMP or Route analytics aim for greater accuracy with less emphasis on overhead reduction. 

Other example applications of network tomography include finding links which are shared by multiple paths and can 

thus become potential bottlenecks in the future. 

 

4. Packet Design Problem 

Given  the  set  of flows previously  identified,  design the  content of the  probe  packets  and  the processing  

intermediate nodes should  perform.   In particular, if intermediate node A  receives incoming  probe  
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packets  x1, x2, . . . xl ,  we want  the  linear  operation   of each  different  subset of these  packets  to  be 

distinct.  Interestingly, this is related to the problem o f  designing on- sequences for Code-Division-Multiple 

Access Schemes (CDMA), and to the problem of designing training sequences for MIMO channels. In 

general, intermediate nodes can do operations over a finite field Fq, by treating q bits of each binary probe 

packets as a symbol of Fq. 

A Useful Special Case.  If the graph G is a tree, with a subset of the leaves serving as sources 

and  a subset  of the  leaves serving  as receivers of probe  packets,  there  exists  a simple packet design 

solution.  For n sources we simply use binary probe packets of length n.  Source 1 sends the probe packet [1 

0 . . . 0], source 2 the packet [0 1 . . . 0] and generally source i the packet that has 1 in ith position.  When 

incoming packets meet at a node, the node sends a packet to every outgoing edge, whose payload is the binary 

xor, i.e. the union of all 1’s. 

 

5. Conclusion and future use 

In this paper, we proposed the use of network coding to improve network tomography in overlay networks.  

We demonstrated the potential for improving several aspects of the problem: 

• Identifiability: we can estimate the  loss rate of any identifiable link - while the multicast trees approach 

heavily depends on the topology and the set of sources and receivers. 

• Bandwidth efficiency: exactly one probe is transmitted over every link per time slot, which is the  

minimum  possible;  this  is achieved  by combining  multiple  probes  into  one when flows overlap, and by 

intelligently u s i n g  the content of the probes for inference. 

• Complexity: choosing paths for sending probes got reduced from NP-hard to an LP problem, or eliminated. 

• Estimation: there i s  potential for improving a c c u r a c y , by using the content , not only the number of 

received probes. 

These benefits come at the overhead of some additional processing at overlay nodes.  We are currently 

working on extending  several aspects of this work, including:  probe packet design algorithms;  simplified 

calculations  of ML estimation over acyclic networks;  inference of metrics other  than  loss rates;  and 

simulations  over realistic  Internet topologies. 
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