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Abstract 

Side-channel attacks are easy to implement whilst powerful attacks against cryptographic implementations and 

their targets range from primitive protocols modules, and devices to even system. These attacks pose a serious 

threat to the security of cryptographic modules. To keep a check over this cryptographic implementations have 

to be evaluated for their resistivity against such attacks and the incorporation of different countermeasures has to 

be considered. This paper surveys the methods and techniques employed in these attacks and evaluation of their 

feasibility and applicability. 

 

1. Introduction 

Security has long been a major concern in computing and communications systems, and substantial research 

effort has been devoted to addressing it. Cryptographic algorithms, including symmetric ciphers, public-key 

ciphers, and hash functions, form a set of primitives that can be used as building blocks to construct security 

mechanisms that target specific objectives. For example, network security protocols, such as SSH and TLS, 

combine these primitives to provide authentication between communicating entities, and ensure the 

confidentiality and integrity of communicated data. Because of the computation complexity and the constraints 

in speed and area it is vitally important to focus on efficient implementation of the algorithms. 

On the hand, security of the implementation also needs to be considered. Namely, attacks on the cryptographic 

algorithms are usually divided into mathematical (theoretical) and implementation (practical) attacks. The latter 

are based on weakness in the implementation and can be passive or active. Passive attacks are called side-

channel attacks as they benefit from side channel information. The second type of implementation attacks are 

the active attacks, are more invasive as they are based on the introduction of faults which results in calculations 

which exposes the secret key. An attacker could also use a light flash with equipment such as camera flash or a 

laser. Side channel analysis techniques are of a concern because attacks can be mounted quickly and can 

sometimes be implemented using hardware that cost only few thousand rupees. The amount of time required for 

the attack and analysis depends on the type of attack (Differential Power Analysis, Simple Power Analysis, 

Timing, etc.) “Side channel attacks” are attacks that are based on “Side Channel Information” is information 

that can be retrieved from the encryption device that is neither the plaintext to be encrypted nor the cipher text 

resulting from the encryption process.  The rise of web 2.0 applications and software-as-a-service has a 

significantly raised the possibility of side channel attack on the web, even when transmission between a web 

browser and server are encrypted (e.g., through HTTPS or Wi-Fi encryption), according to researchers from 

Microsoft Research and Indiana University. 
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2. Analysis Attack 

Timing analysis attack are based on the fact that algorithm with a non-content execution time can leak 

information. A non-constant execution time can be caused by conditional branches in the algorithm, various 

optimization techniques, cache hits, etc. Timing attacks in other words are based on measuring the time it takes 

for a unit to perform operations. This information can lead to info about the keys. A timing attack is essential 

way of obtaining some user’s private information by carefully measuring the time it takes the user to carry out 

the cryptogenic operations. The principle of this attack is very simple: to exploit the timing variance in the 

operations. If such operations involve secret parameters, these timing variations can leak some information and, 

provided enough knowledge of the implementation is at hand, a careful statistical analysis could even lead to 

total recovery of these secret parameters. This idea was introduced by Kocher and, was developed by Dhem et 

al. Cryptosystems often take slightly different amounts of time to process different inputs. Reasons include 

performance optimizations to bypass unnecessary operations, branching and conditional statements, RAM cache 

hits, processor instructions (such as multiplications and division) that run in non-fixed time, and a wide variety 

of other causes. Performance characteristics typically depend upon both the encryption key and the input data 

(e.g., plaintext or cipher text). Unlike power attacks, the use of these attacks is not restricted to cryptographic 

tokens. Timing attacks can also be applied to network based cryptosystems and to other applications whenever 

the attacker can get hold of timing information. 

 

3. Power Analysis Attacks 

In cryptography, power analysis is a form of side channel attacks in which the attacker studies the power 

consumption of a cryptographic hardware device (such as a smart card, tamper-resistant “black box” , or 

integrated circuit). The attack can non-invasively extract cryptographic keys and other secret information from 

device. Simple power Analysis (SPA) involves visually interpreting power traces, or graphs of electrical activity 

over time. Differential power analysis (DPA) is more advanced form of power analysis which can allow an 

attacker to compute the intermediate values within cryptographic computations by statistically analysing data 

collected from multiple cryptographic operations.  

 

4. Simple Power Analysis (Spa) Attacks 

Simple power analysis (SPA) is a side-channel attack which involves visual examination of the graphs of the 

current used by a device over time. In other words we can say that simple power analysis is based on looking at 

the visual representation of the power consumption measurements collected during cryptographic operations. 

Variations in power consumption occur as the device performs different operations. For example, different 

instruction performed by a microprocessor will have differing power consumption profiles.  SPA can reveal the 

sequence of instructions executed, it can be used to break cryptographic implementations. Most cryptographic 

units, were tested, were found to be vulnerable to SPA attacks. 

 

5. Differential Power Analysis (Dpa) Attacks 

Differential Power Analysis Attacks are harder to prevent. They consist not only of visual but also statistical 

analysis and error-correction statistical methods, to obtain information about the keys. The attack biases varying 

power consumption of microprocessors or other hardware while performing operations using secret keys. DPA 

automatically locates correlated regions in a device’s power consumption, the attack can be automated and little 

or no information about the target implementation is required. 

5.1 High-Order Differential Power Analysis (HO-DPA) 

It is an advanced type of DPA. HO-DPA enables multiple data sources at different time offsets to be 

incorporated in the analysis. HO-DPA is less widely practiced than SPA and DPA, as the analysis is complex. It 

involves looking at power consumption between several sub-operations of the encryption operation (and not just 

on the operation in general).  
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6. Fault Attack  

Fault Analysis Attacks are based on encrypting the same piece of data (which is not necessarily known to the 

attacker) twice and comparing the results. A one-bit difference indicates a fault in one of the operations. Faults 

are most often caused by changing the voltage, tampering with the clock, or by applying radiation of various 

types. There are three types of fault attacks. First type are transient faults which can occur randomly causing a 

faulty computation to be executed. The second type are latent fluids which are hardware or software bugs that 

are difficult to locate. The third type are induced faults for which physical access to hardware is necessary. 

These are interesting because of active role of the attacker. Fault attacks can be considered as the biggest threat 

of all implementations attacks as countermeasures usually include more complex techniques which are not easy 

to implement. 

 

7. Preventing Side Channel Attacks 

These techniques should be evaluated when defining the precautions to be taken by designers of cryptographic 

modules ensuring that, to some extent, the product should take the same number of clock cycles. It had been 

shown that among all these kinds of countermeasures, algorithmic techniques are the most versatile, all 

pervasive, and may be the most powerful. Because side channel rely on the relationship between information 

emitted (leaked) through the side-channel and secret data, counter measure fall into two main categories : (1) 

eliminate or reduce the release of such information; and (2) eliminate the relationship between the leaked 

information and the secret data; that is make the leaked information unrelated or uncorrelated, to the secret data. 

General countermeasures against all attacks are mentioned below:- 

 

7.1 General Data-Independent Calculations 

In general, all operations that are performed by the module shall be data-independent in their time 

consumption.in other words, the time that operations take must be totally independent of the input of the input 

data or the key data. The general feature of making the time needed for operation executed fixed for every piece 

of data prevents all timing attacks. 

 

7.2 Blinding 

Techniques used for blinding signatures can be adapted to prevent attackers from knowing the input to the 

modular exponentiation function. Even with the blinding, the distribution will reveal the average time per 

operation which can be used to infer the hamming weight of the exponent. The first blinding technique was 

proposed by as a part of the Chaum blind signature. It is based on a homomorphic property of the RSA signing 

function. These are the most effective countermeasure against remote timing analysis of web servers and against 

power analysis and or timing analysis of hardware security modules. 

 

7.3 Masking 

Masking is the process of hiding original data with random characters of data. The data masking technique is 

widely used countermeasure against power analysis and timing attacks at a software level. Data is also one of 

the most powerful software countermeasure again side-channel attacks.  

 

8. Conclusion 

Cryptography may be seen as a continuous struggle between cryptographers and cryptanalysts. Attacks on 

cryptography have an equally long history. With the increase of security features in embedded devices the 

importance of side channel attacks will also increase. Most of the devices with the advanced security features do 
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not yet contain countermeasures against side channel attacks. Still, we can reduce the risk of side channel 

attacks by securing their implementations by software countermeasures. 
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