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ABSTRACT 
The increasing of attractiveness of cloud computing among many users in today’s 

environment is the result of efficiency and success of the services provided by this growing 

technology. Almost all users including large companies like Google, Amazon and Flip kart 

employs cloud as the approach of deliver their services to their customers. As all services 

are migrated to cloud environment for everyone to access them, security of these data and 

services is critical issue to consider during migration of those services. Different 

techniques have proposed by different scholars on how the data could to be safe from 

unauthorized access. In this paper we propose a technique that can improve the security of 

data, we demonstrate our technique using small implementation to support it and the result 

of the implementation are tabulated and figured out as were obtained. 

__________________________________________________________________ 
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1. INTRODUCTION 

The accomplishment of modern day technologies greatly depends on its effectiveness on 

the world’s standards, its ease of use by customers and most significantly its amount of 

information security and control [1]. There is a large increment of acceptability and 
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trustworthy of cloud computing in most users today, this is because Cloud computing 

offers several advantages to all the consumers and business. The observable massive 

advantage is that people now do not to worry about how they are going to support their 

infrastructure, the knowledge of development and maintaining the infrastructure or the 

knowledge of development of application and environment to run their services, as all of 

these things are currently up and around. 

It is clear that cloud computing has been able to offer different services in the area of 

information technology and reduce the cost for both small and medium firms that are 

unable to deploy and use many Information technology innovative services. This directly 

show that the expected investment in cloud computing is going to reach up to $150 billion 

[2]. Different studies indicate that cloud servers use 10-30% of their computing power, 

while desktop computers utilized less than 5% [2]. Nowadays, different Business and 

enterprises spend about two-third of IT employment budget on support and maintenance 

activities[3], this situation is not important at . As the problem now has been solved, and 

someone else is taking care of all that, people and business now have to focus on their 

fundamental business by contract out all the frustration of IT infrastructure. 

1.2 CLOUD COMPUTING  MODELS 

The term cloud computing can be described and defined in different ways as it can be 

clearly explained depending on the user’s point of view and on the services delivered by it. 

In 2012, NIST (The National Institute of Standards and Technology) describe the term 

cloud computing and categories it into three categories [2, 4]: 

 Software as a Service (SaaS): In this category, the software is deployed or organized 

online in which different consumer can request them either by subscriptions mode, 

‘pay as you use’ or free of charge. This is a big advantages for customers as it reduce 

the cost for software development, operations and maintenance as well as the total 

cost for running hardware. SaaS example include Google Aps, Drop box, Google and 

Microsoft Office Web. 

 Platform as a Service (PaaS): In PaaS category, the computing platform is provided 

as the services in which different customers can use it to their web based applications. 
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The consumer does not manage or control the underlying cloud infrastructure such as 

network servers, operating systems or storage, instead he has a control over the 

installed applications and possibly the configuration for that particular services. PaaS 

may include services such as application design, development, testing, deployment, 

hosting, team collaborations, web service integration, security, scalability, state 

management and versioning [6]. Example of PaaS comprise such as Force.com, 

Azure, Savvis and NaviSuite. 

 Infrastructure as a Service (IaaS): Here the hardware infrastructure such as memory 

(servers), network hardware, processors and other computing platforms are provided 

as services. In this category the cloud computing seller’s dedicated resources are only 

shared with contracted consumers at a pay-per-use fee [1]. Good examples of IaaS is 

Google, Amazon, Microsoft and EMC

2. RELATED WORKS 

A number of researches has been conducted by different scholars to examine and discuss 

various security issues concerning cloud computing technology, many of them suggest 

different ways and techniques that can be used to overcome these challenging. Reference 

[4] by (M. Aliet al) reviewed the architectural frame work of cloud computing, the security 

issues in cloud computing and at last it come-up with different solutions and techniques to 

those issues mentioned and explained.  (J.Shayan et al) in their findings in [2] they  give 

out clear explanations about cloud computing, benefits associated with cloud computing as 

well as categories of risks that are associated with cloud computing, they put them into two 

parts, tangible and intangible risks, but at the end they didn’t  suggests any solution or 

techniques that can be used to deals with these risks they mentioned. Other scholars were 

(L.Wei et al) in which they clarify the security problems associated with cloud computing 

and finally they concludes their study by propose basic protocol which they call 

“secCloud” which is a protocol that linking secure storage and secure computation auditing 

in cloud and attaining privacy cheating deterrence by selected verifier signature, collection 

verification and probabilistic sampling techniques, but in other hand this technique has the 

gap that they fail to implement their proposed technique in real cloud platforms such as 

E2C and Open Stack[7].In other portion, the study by (R. Rao et al) has explain the 
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security and privacy of the data in cloud computing, they also describes different security 

challenges such as segregation, confidentiality of data, locality and even availability and  

last the study propose some solution such as RSA Encryption algorithm[8]. Moreover in 

[9] the authors address the concept of grid computing where cloud computing was emerged 

from it, furthermore they discuss different aspects of security in cloud computing including 

trust, privacy and confidentiality and finally they propose a  technique of introducing a 

Trusted Third Party, which aims to assuring the explicit security features within a cloud 

environment. This proposed solution calls-upon cryptography, especially Public Key 

Infrastructure functioning to guarantee the confirmation, integrity and confidentiality of 

information and data. Likewise the authors in [10]go through discussing cloud security 

challenges and as a result he suggest a solution to overcome them by propose layered 

defense-in-depth technique in which division of duties as a security principal is attentive 

on escaping fraud and sinking risk by isolating duties or tasks. As businesses extend 

operations to the cloud, separation of duties changes to ensure that all processes, IT 

security and cloud administration responsibilities are divided to create the necessary 

checks and stabilities, and reduce the opportunity of fraud or misapplication encryption is 

vital.   But   this study fail to examine other alternative way as most of the time human is 

not trusted for maintaining confidentiality of things.

3. SECURITY ISSUES IN CLOUD COMPUTING  

Although cloud computing is intended as a promising service platform for the coming 

generation Internet, security issue is the major worry which obstruct  cloud computing 

widespread acceptance to be in practices [7]. Many enterprises are seriously looking into 

this service for the purpose of saving their cost. The studies shows that, in few days to 

come, cloud computing acceptance rate still will continue to grow steeply [11], this will 

result cloud computing defenselessness to viruses, worms, hackers and cyber-attacks to 

increase. To boost the security of cloud data and information, it is significant to provide 

authorization, access control and authentication for those data and information that are 

going to be resides in clouds servers[8].  
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In order to accomplish that task, three main security goals must be attained, when someone 

deals with the security of any cloud information or data, these goals are Confidentiality, 

Availability and Integrity. 

3.1 Confidentiality  

Since information are going to be stored to the cloud servers, everyone can access those 

data provided that internet access is there, but in another side some data are not required to 

be exposed to the public for accessing them, in this way these data needed to be 

confidential. Confidentiality focus on protecting data and information from disclosures to 

unauthorized person [1]. It always plays major role by provide privacy to the 

organizational data and even personal information, it supply control of access to those data 

that are shared in different servers and multiple databases. 

 In today’s business world, information is a critical thing and has value, information such 

as credit card number, bank accounts information, even private own information all are 

wished to be kept secret. 

Encryption is a basic feature that can ensure confidentiality of information, always it 

guarantee only the correct person (authenticated one) who knows the key is able to access 

on the encrypted data and not else [6]. Different encryption methods and algorithms are 

introduced such as Digital Encryption Standard (DES), Rivest Shamir Adleman (RSA), 

Cryptographic Hash Functions, Message Authentication Code (MAC) and Digital 

Signatures, all of these aims to provide the security measures on data and information that 

are required to be shared to multiple authenticated users in the cloud environment.

3.2 Availability  

As cloud computing permanently depends on the hosted services, availability is a critical 

component to consider when dealing with delivery of these services [6], always availability 

guarantee  that authorized person are able to access and use the services whenever he/she 

need to use or access. Unavailability of cloud services can be caused by different reasons 

such as delaying of provisioning of services that can be caused byhardware failure or 

system crashes, denial of services (DoS) and even the slowest of internet connection from 

the cloud server. Different approaches have been adopted such as frequently backup of 
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data and replication scheme with good mechanism of recovery, good internet bandwidth 

that will allow users to access the services very fast and easily, all time network 

monitoring [11]. 

3.3 Integrity  

For information to be have value, integrity must be attained to such information. Integrity 

deals with maintaining and preserving data/information from being changed or 

compromised while in cloud storage by any illegal person [12]. It involves retaining the 

uniformity, correctness, and righteousness of data and information through its complete 

lifetime. Information must not be reformed in transfer, service provider must take safety 

measures to guarantee that the transmitted data/information are valid and cannot be 

amended by any unauthorized person [13]. 

4. PROPOSED TECHNIQUE 

The proposed technique is the combination of two widely used and popular algorithms, 

which are Hoffman coding algorithm and RSA algorithm. Apart of these two algorithms, 

to enhance further security, a biometric authentication algorithm was added. 

4.1 Huffman coding algorithm 

The Huffman code was used here for two purpose, first is to compress the stored (image or 

text) and the second is for security purpose, as it use some codes (0’s and 1’s) to encode 

the given text. The algorithm involves only four (4) steps: 

Step 1: Get the frequency of characters from user’s message (data). 

Step 2: Sort the frequency of characters from big one to small one (descending order). 

Step 3: Take the least two frequencies and merge them to create intermediate frequency. 

Step 4: Do the above step (1 – 3) until the size of list is greater than 1. 

 

4.2 RSA Algorithm 

This is commonly used Public-Key algorithm. RSA represent Ron Rivest, Adi Shamir and 

Len Adleman, they are computer scientists from MIT who first publicly described it in 

1977[14]. In this proposed technique, we use RSA algorithm to encrypt the data being 
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encoded by Huffman code, to do that we agreed that it will provide security to the data so 

that only authenticated user can access it. 

This algorithm involves three steps 

(a) Key Generation Algorithm 

Step 1: Create two large random primes, say p and q. 

Step 2: Compute the values of n and z. 

n  p*q and z  (p-1) *(q-1).  

Step 3: Select a number that is relatively prime to z, let call it d.  

Step 4: Find the value e such that e*d =1 mod z. 

Step 5: Then the public key generated is (n, e) and the private key is (n, d).  

 

(b) Encryption 

Cloud provider does the following  

Step 1: Gets the receiver’s public key (n, e).  

Step 2: Symbolizes the encrypted message as a positive integer, m.  

Step 3: Computes the cipher text c 

C m*e mod n.  

Step 4: Sends the cipher text c to receiver.  

 

(c) Decryption  

Recipient does the following:-  

Step 1: Uses his/her private key (n, d) to compute m = c*d mod n.  

Step 2: Extracts the encrypted message from the integer symbolic m. 

 

4.3 HOW THE PROPOSED TECHNIQUE WORKS 

As it was mentioned earlier that the proposed technique will work as a combination of two 

algorithms, ie Huffman Algorithm and RSA algorithms. The steps involves in the 

technique are as follows: 

(a) First user data is encoded by using generated codes (0’s and 1’s) done by using 

Hoffman coding technique. This process have an advantage of reducing (compress) the 
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data for better storage and transfer utilization, but also it provides security mechanism 

since it convert the data into encoded data of 0’s and 1’s. 

(b) The encoded data is then encrypted by applying RSA algorithm, in which the 

calculated public key of cloud provider is used here to encrypt the encoded data. 

(c) When it appear user send request to access the stored data, a number of steps again will 

be applied in order to authenticate user to access the requested data. 

(i) The request is sent to the cloud server. 

(ii) Cloud server reply by provide a page request confirmation of the user by using 

biometric device (in this case finger print is suggested to be used). Apart of 

username and password used by user to login first, the biometric used here in 

order to guarantee it is the right person who used to login. 

(iii) If it is the right person, then cloud server will authenticate the user to access the 

cypher text (encoded data). 

(iv) The user will use his/her private key to decrypt the encrypted cypher text 

(encoded data). 

(v) At the end in order to get the real data, a user will use the tree data structure 

provided in order to decode the encoded data. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 - Proposed technique 
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5. EXPERIMENTAL RESULTS 

In this section, the results of small implementation are discussed. The implementation 

was done in the two algorithms discussed earlier. 

We assume that, the user data to be stored to the cloud server was “cloud computing”, 

the data first was encoded by using Huffman coding technique, and the required codes 

for encoding each character of the data were generated as shown in the table below: 

 

Character Frequency Code generated by algorithm 
t 1 000 
n 1 0010 
p 1 0011 
o 2 010 
u 2 011 
c 1 1110 
d 1 1000 
g 1 1001 
m 1 1100 
l 1 1101 
i 1 1111 

space 1 1110 

Table 1 - Generated codes for each character using Huffman algorithm 

From these codes the user data (“cloud computing”) was encoded and the result was as 

shown below:- 

cloud computing = 10111010100111000111010101011000011011000111100101001. 

Then we calculate the values of Public and Private Keys using RSA algorithm, here as the 

algorithm suggest, we choose two prime numbers  

Hence this encoded data of 0’s and 1’s is then encrypted by using RSA public keys and 

decrypted by using private key. After encrypting the data now the data has to be sent to the 

user in which he/she will decrypt by using private key that is calculated by using RSA 

algorithm. Suppose the two prime number selected for calculation were 53 and 61. Then 

the value of n = 51*63 is 3232. The possible values for keys are shown below as obtained 

during experiment. 
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Calculated value of “e”  Calculated value of “d” 

7 1783 

17 2753 

23 407 

31 1711 

41 761 

47 863 

67 1723 

73 2137 
 

Table 2 - Encryption and Decryption values 

From the above table the Public Key is (3232, e) and the Private Key is (d, 3232) which is 

only known to the user. Hence from those values of e and d in the table above, the Keys 

are obtained. 

After decrypting the data using the Private keys calculated above, again the decrypted data 

will be in 0’s and 1’s, and this time the data need to be decoded. The data will be decoded 

by using Huffman tree data structure that was created by using generated codes as shown 

in Table 1 above. This tree data structure is the one that will enable user to get the real data 

that is “cloud computing”, the tree is shown below. 

 

 

 

 

 

 

 

 

 

Figure 2 - Huffman tree for decoding the encoded data 
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By perform decoding using this tree, the user now will decompress as well decoding the 

data and the required data is obtained.  

In this case 10111010100111000111010101011000011011000111100101001 will return 

“cloud computing” as the required data. 

 

6. CONCLUSION AND FUTURE WORK 

The confidentiality of data is very important factor to be considered especially when the 

data are in cloud environment the place where millions of users operates 24 hours a day to 

access different services. To ensure the integrity and confidentiality of such data, different 

security measures and mechanisms should be taken and applied in order to guarantee only 

authorized person can access and to protect them from unauthorized one. In this study, two 

different mechanism on the same data are applied so as to guarantee the security of 

transferred data but also to provide complexity of breaking if it appears some hackers 

trying to find the means to do so. Our Small implementation gives out clear correct results 

that can be used to provide the security on user’s data. 

In our future work, we plan to provide a real cloud simulation by using that will consists 

all modules as it was explained in this proposed technique. We hope by implementing such 

simulation, we can assess the effectiveness and usefulness of this technique when someone 

decided to use it in real cloud environment. 
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