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ABSTRACT 

The emergence of various technologies has since pushed researchers to develop new protocol are are TCP  protocol 

variants, which have demonstrated better performance in simulation and several limited network experiments but 

have limited practical application because of implementation and installation difficulties. On other hand, users who 

need to transfer  bulk data(e.g. grid/cloud computing) usually turn to application level solution where these variants 

do not fair well. Cloud computing is one of the emerging area in information technology now a days in which all 

processing and transactions are performed in the internet “cloud”. Although it provides many advantages to many 

business organizations like Performance, high availability, least cost, flexibility, scalability and many more, it brings 

new security concerns for reliability and safety of user data. While moving to the cloud means giving u control of 

private and confidential data, bringing data segregation risks. Traditional on-site storage lets businesses control 

where data is located and exactly who can access it, but putting information in the cloud means putting location and 

access in the cloud provider‟s hands. Hence numerous security challenges that need to be considered and  addressed  

prior  to  committing  to  a  cloud  computing  strategy. This paper  transport layer work on cloud computing.  The 

transport layer provide TCP and UDP .TCP is used for most of our human interactions with the Web (e-mail, Web 

browsing, and so on). And so many people believe that TCP should be the only protocol used at the Transport layer. 

TCP provides the concept of a logical connection, acknowledgement of transmitted packets, retransmission of lost 

packets, and flow control.  

KEYTERMS: Cloud Computing, Data Transfer, Networking, Protocol, Seven layer.  

INTRODUCTION  

Cloud  computing  is  one  of  the  most  hot  and  important  technology  in  information  technology.  We  can  say,  

it  is  the addition of previous two technology namely grid computing and virtualization. Cloud  computing  uses  

Scalable  Data  centers,  which  is  collection  of  data  and  services  provided  by  cloud  provider  that provides  

ubiquitous  access  to  end  user.  Many  large  organization  and  companies  uses  cloud  services  to  deploy  their 

application which are web enabled. [1] 

I Services: 

Services in cloud computing is the concept of being able to  use reusable and fine grained component  across a 

vendor‟s network. This is widely known as “as a service”. Offering with as services as a suffix include traits like 

Following: 

1. Low barriers to entry, making them available to small businesses. 

2. Large scalability. 

3. Multi-tenancy, which allow resources to be shared by many users. 

4. Device independence, which allows user to access theSystems on different hardware. 
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Basically  cloud  computing  provides  three  types  of  services  and  these  are  classified  in  to  the  followings:  

Software  as  a service  (SaaS),  platform  as  a  service  (PaaS)  and  Infrastructure  as  a  service (IaaS). These 

services dynamically provide resources  like  operating  system,  software,  hardware,  storage,  network  resources  

etc  to  the  users  on  demand.  Service layers, sometime referred as SPI model. [1] SaaS (Software as a Service):  

This layer resides at the top of cloud stack and user can access application or software service which is hosted in 

cloud environment. For example „facebook.com‟ which is simply accessed byinstalling web browser  at  client  

machine.  Other  examples  are  Google  Apps  and  Salesforce.com  which  also  provides  Software  as  a Service.  

II.  PAAS (PLATFORM AS A SERVICE):  A cloud platform provides an environment for organization to 

develop and deploy their application  without  purchasing  costly  licensed  software  and  user  can  simply  access  

cloud  platform  to cr eate  various applications. Also developers can take the advantages of security features 

supported by integrated cloud platform. 

III.  IAAS  (INFRASTRUCTURE  AS  A  SERVICE):  it  provide  virtual  pool  of  resources  like  storage,  

operating  system,  memory, processors etc which is dynamic in nature that is user can access resources as when 

needed and which can be increased and decreased. For example Amazon provides IaaS. 

IV  ESSENTIAL CHARACTERISTICS OF CLOUD COMPUTING 

Following are the essential characteristics of cloudComputing: [1] 

a.  On-demand  self-service:  A  cloud  computing  end  user  will  be  able  to  access  software,  hardware  and  

network infrastructure as when needed automatically and no need to interact with cloud service provide or any 

others. 

b.  Ubiquitous  network  access:  A  user  can  access  wide  range  of  devices  (laptop,  mobile,  smart  phones,  

PDAs  etc) which are having internet facility with the use of standard mechanism.  

c.  Resource pooling: Cloud end user will be able to increase or decrease services such as storage, processing, 

memory, network bandwidth, and virtual machines capacity as desired which is independent of location. 

d.  Rapid elasticity:  To achieve scalability,  without assigning specific resources  to any individual user, 

infrastructure can be managed and controlled which is balanced across a whole and provided on demand.  

e.  Pay per use:  Cloud service consumers/ users will be charged rent based on their resource utilization which can 

bestorage, processing, bandwidth, and active user accounts which is transparent in nature. 

f.  Multi  Tenacity:  It  refers  to  the  need  for  policy -driven  enforcement,  segmentation,  isolation,  governance,  

service levels,  and  chargeback/billing  models  for  different  consumer  constituencies.  Consumers  might  utilize 

a  public  cloud provider‟s  service  offerings  or  actually  be  from  the  same  organization,  such  as  different  

business  units  rather  than distinct organizational entities, but would still share infrastructure. 

V.CLOUD COMPUTING DEPLOYMENT MODELS 

Cloud deployment model can be basically categorized in three ways by which cloud services can also be deployed 

and described. [1] 

Public Cloud:  In this type of cloud, end user can access their own resources via cloud services which are 

providedand managed by cloud service provider (third party cloud vendor) that can be access over the internet on 

demand. Users have no knowledge about how the cloud services are managed and controlled, what infrastructures 

are provided or available. These  kinds of provider support multiple end users by using multiple data centers and 

provide their security features to users. These kinds of cloud users are not trusted.  

Examples of Public Cloud: 

•Google App Engine 
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•Microsoft Windows Azure 

•IBM Smart Cloud 

•Amazon EC2 

Private  Cloud:  In  this  model,  cloud infrastructure can  be exclusively operated for any business. It can be 

managed by third party cloud vendor and may exist off premises. Based on that two private cloud scenarios can be 

exist, as follows: 

On-site Private Cloud  

It can be implemented at a customer‟s premises. Outsourced Private Cloud  

Where the server side is outsourced to a hosting company.  

Examples of Private Cloud: 

•Eucalyptus 

•Ubuntu Enterprise Cloud - UEC (powered by Eucalyptus) 

•Amazon VPC (Virtual Private Cloud) 

•VMware Cloud Infrastructure Suite  

•Microsoft ECI data center. 

Hybrid  Cloud:  The  cloud  infrastructure  is  a  composition  of  two  or  more  clouds  (private,  community,  or  

public)  thatremain unique entities but are bound together by standardized or proprietary technology that enables 

data and application portability (e.g., cloud bursting for load-balancing between clouds). 

Examples of Hybrid Cloud: 

•Windows Azure (capable of Hybrid Cloud) 

•VMware vCloud (Hybrid Cloud Services) 

Community Cloud:  The cloud infrastructure is shared by several organizations and supports a specific community 

that has shared concerns (e.g., mission, security requirements, policy, and compliance considerations). Government 

departments, universities, central banks etc. often find this type  of cloud useful. Community cloud also has two 

possible scenarios:On-site Community Cloud Scenario Implemented on the premises of the customers composing a 

community cloud. Outsourced Community Cloud Server side is outsourced to a hosting company.  

EXAMPLES OF COMMUNITY CLOUD:  

•Google Apps for Government 

•Microsoft Government Community Cloud 

VI. CLOUD SECURITY CHALLENGES 

Cloud  computing opens  up  a  new  world  of  opportunities  for  businesses,  but  mixed  in  with  these  

opportunities  are numerous  security  challenges  that  need  to  be  considered  and  addressed  prior  to  committing  

to  a  cloud computing strategy. [1] 

Cloud computing security challenges fall into three broad categories: 
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1)  Data Protection:   Securing your data both at rest and in transit 

2)  User Authentication:  Limiting access to data and monitoring who accesses the data. [1] 

3)  Disaster and Data Breach Contingency Planning 

TRANSPORT LAYER MEAN: 

The transport layer is the layer in the open system interconnection (OSI) model responsible for end-to-end 

communication over a network. It provides logical communication between application processes running on 

different hosts within a layered architecture of protocols and other network components.The transport layer is also 

responsible for the management of error correction, providing quality and reliability to the end user. This layer 

enables the host to send and receive error corrected data, packets or messages over a network and is the network 
component that allows multiplexing.In the OSI model, the transport layer is the fourth layer of this network 

structure. 

TRANSPORT LAYER 

Transport layers work transparently within the layers above to deliver and receive data without errors. The send side 

breaks application messages into segments and passes them on to the network layer. The receiving side then 

reassembles segments into messages and passes them to the application layer. 

THE TRANSPORT LAYER CAN PROVIDE SOME OR ALL OF THE FOLLOWING SERVICES:  

Connection-Oriented Communication: Devices at the end-points of a network communication establish a handshake 

protocol to ensure a connection is robust before data is exchanged. The weakness of this method is that for each 

delivered message, there is a requirement for an acknowledgment, adding considerable network load compared to 

self-error-correcting packets. The repeated requests cause significant slowdown of network speed when defective 

byte streams or datagrams are sent. 

SAME ORDER DELIVERY:  

Ensures that packets are always delivered in strict sequence. Although the network layer is responsible, the transport 

layer can fix any discrepancies in sequence caused by packet drops or device interruption. 

DATA INTEGRITY:  

Using checksums, the data integrity across all the delivery layers can be ensured. These checksums guarantee that 

the data transmitted is the same as the data received through repeated attempts made by other layers to have missing 

data resent. 

FLOW CONTROL: 

 Devices at each end of a network connection often have no way of knowing each other's capabilities in terms of 

data throughput and can therefore send data faster than the receiving device is able to buffer or process it. In these 

cases, buffer overruns can cause complete communication breakdowns. Conversely, if the receiving device is not 

receiving data fast enough, this causes a buffer underrun, which may well cause an unnecessary reduction in 

network performance. 

TRAFFIC CONTROL: 

 Digital communications networks are subject to bandwidth and processing speed restrictions, which can mean a 

huge amount of potential for data congestion on the network. This network congestion can affect almost every part 

of a network. The transport layer can identify the symptoms of overloaded nodes and reduced flow rates. 
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MULTIPLEXING:  

The transmission of multiple packet streams from unrelated applications or other sources (multiplexing) across a 

network requires some very dedicated control mechanisms, which are found in the transport layer. This multiplexing 

allows the use of simultaneous applications over a network such as when different internet browsers are opened on 

the same computer. In the OSI model, multiplexing is handled in the service layer. 

BYTE ORIENTATION: 

 Some applications prefer to receive byte streams instead of packets; the transport layer allows for the transmission 

of byte-oriented data streams if required.User Oriented. Application programmers interact directly with the transport 

layer, and  

from the programmers perspective, the transport layer is the ``network''. Thus, the transport layer 

should be oriented more towards user services than simply reflect what the underlying layers 

happen to provide. (Similar tothe beautification principle in operating systems.)  

NEGOTIATION OF QUALITY AND TYPE OF SERVICES.  

The user and transport protocol may need to negotiate as to the quality or typeof service to be provided. Examples? 

A user may want to negotiate such options as: throughput, delay, protection, priority, reliability, etc.  

GUARANTEE SERVICE. 

The transport layer may have to overcome service deficiencies of the lower layers (e.g. providing reliable service 

over an unreliable network layer).  

ADDRESSING BECOMES A SIGNIFICANT ISSUE. 

That is, now the user must deal with it; before it was buried in lower levels. Two solutions: •  Use well-known 

addresses that rarely if ever change, allowing programs to ``wire in'' addresses. For what types of service does this 

work? While this works for services that are well established (e.g., mail, or telnet), it doesn't allow a user to easily 

experiment with new services. Use a name server. Servers register services with the name server, which clients 

contact to find the transport address of a given service. In both cases, we need a mechanism for mapping high-level 

service names into low-level encoding that can be used within packet headers of the network protocols. In its 

generalthe main aim of transport layer is to be delivered the entire message from source to destination. Transport 

layer ensures whole message arrives intact and in order, ensuring both error control and flow control at the source to 

destination level. It decides if data transmission should be on parallel path or single pathTransport layer breaks the 

message (data) into small units so that they are handled more efficiently by the network layer and ensures that 

message arrives in order by checking error and flow contro in  this figure(l). 

 

 

 

 

 

  



IJRIT International Journal of Research in Information Technology, Volume 4, Issue 11, November 2016, Pg 37-55 

 

P.SURESH, IJRIT-42 

 

FUNCTIONS OF TRANSPORT LAYER: 

1. Service Point Addressing : Transport Layer header includes service point address which is port address. This layer 

gets the message to the correct process on the computer unlike Network Layer, which gets each packet to the correct 

computer. 

2. Segmentation and Reassembling : A message is divided into segments; each segment contains sequence number, 

which enables this layer in reassembling the message. Message is reassembled correctly upon arrival at the 

destination and replaces packets which were lost in transmission. 

3. Connection Control : It includes 2 types : 

1.Connectionless Transport Layer : Each segment is considered as an independent packet and delivered to the 

transport layer at the destination machine. 

2.Connection Oriented Transport Layer : Before delivering packets, connection is made with transport layer at the 

destination machine. 

4. Flow Control : In this layer, flow control is performed end to end. 

5. Error Control : Error Control is performed end to end in this layer to ensure that the complete message arrives at 

the receiving transport layer without any error. Error Correction is done through retransmission. 

TRANSPORT LAYER USE SOME PROTOCOL: 

TCP/IP : Abbreviation for Transmission Control Protocol/Internet Protocol, the suite of communications protocols 

used to connect hosts on the Internet. TCP/IP uses several protocols, the two main ones being TCP and IP.* 

IPX/SPX (IPX): Short for Internetwork Packet Exchange, a networking protocol used by the Novell NetWare 

operating systems. Like UDP/IP, IPX is a datagram protocol used for connectionless communications. (SPX): Short 

for Sequenced Packet Exchange, a transport layer protocol (layer 4 of the OSI Model) used in Novell Netware 

networks. The SPX layer sits on top of the IPX layer (layer 3) and provides connection-oriented services between 

two nodes on the network. SPX is used primarily by client/server applications. * NetBEUI: Pronounced net-booey, 

NetBEUI is short for NetBios Enhanced User Interface. 

RELATED WORK  

We [9-10] presented a security framework highlighting the need to secure UDT and its existing features  in  

comparison  to  TCP  and  UDP  (in this figure 2).  The  work  focuses  on  UDT‟s position in the layer architecture 

which provides alayer-to-layer approach to addressing security (see fig2). Its implementation relies onproven 

security mechanisms developed and implemented on existing mature protocols. 
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A summary of these security mechanisms and their implementations are presented in fig. 2and 3. 

Bernardo and Hoang emphasized the need to secure theUDT data, as the usage of UDT is progressively increasing 

forbulk data transfer in the present high-speed network scenario[3]. Bernardo and Hoang presented work on 

introductionof Authentication Option (AO) and Identity Packet (IP) as partof packet structure for future use to 

minimize the risk of attackon UDT protocol such as Denial of Service (DOS) attack andalso to include a checksum 

in the UDT design [5].They also suggested the security feature to be implementedat the application level [2]. An 

Overview of the provensecurity mechanisms at various levels was presented [1]and also provided in-depth usage of 

Generic Security ServiceApplication Program Interface (GSS-API) to provide securityto UDT data [4].According to 

them, security for UDT can be achievedby the combination of different security solutions such asSimple 

Authentication and Security Layer (SASL)/GSS-APIfor authentication and integrity and confidentiality 

protectionprovided by DTLS or IPsec [14] and also analyzed correctnessof the selected security mechanisms such as 

UDT-Kerberos(GSS-API), UDT-AO, UDT-DTLS in the symbolic model forUDT and its implementation issues 

using formal compositelogic [6]. 

METHODOLOGY  USED  

TCP 

A TCP segment is composed by the TCP header and its data payload. The MSSis the maximum size a TCP segment 

can have in a specific direction of a TCP stream,excluding the TCP header [29]. The MTU, in the TCP/IP model, 

defines the maximum sizefor the IP datagram, which includes the IP header and the TCP segment. While the MTU 

isimposed by the network, the TCP stack calculates the MSS to fit the MTU and thus minimizefragmentation. 

\ 
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Figure 4: Packet encapsulation in datalink, network and transport layers and associatedconcepts: frame size, MTU 

and MSS.[1] is the transport protocol of the TCP/IP protocol stack, on layer 4 of the OSI Reference model. TCP/IP 

derives its name from the fact that TCP works on top of IP, which is the reason why many applications are said to be 

TPC/IP rather than just TCP. While a network protocol is used by networking elements for routing purposes, a 

transport protocol is an interim layer between applications and the network, for appropriate packet delivery to 

applications within of the destination endpoint. So, it can be considered a sort of application routing with some 

control mechanisms for providing reliability to end-to-end data transmission. TCP is not a closed standard, it has 

been and will continue to evolve through time in or derto adapt to new circumstances. RFC 4614  pro vides an 

overview of TCP, contextualizes it and presents some existing extensions. 

TCP features include: 

• connection oriented protocol, reflecting a client/server model, though the standard 

  allows simultaneous opening (a model where both endpoints are clients and servers); 

• full-duplex and stream-oriented communication protocol, since data flows simultaneously in both directions, being 

delivered in a continuous, streamed way to applications; 

• error detection, by means of a checksum; 

• error recovery and concealment, by being able to deal with duplicate or lost segments; 

• reliable data transmission, through acknowledgments and timeouts using ARQ 4methods; 

• flow control, for limiting the rate of data transmitted and thus deal with segment flow 

constraints; 

• congestion control, by means of several algorithms [2] that try to avoid network 

congestion; 

• ordered data delivery to applications; 

• graceful close, to guarantee that data still in transit is delivered correctly when closing 

the connection.TCP is not the only protocol providing the above features. As an example, the OSI5Transport 

Protocol Layer [17] specified in ISO/IEC 8073:1997, is composed by a suite of five protocols. OSI TP46has some 

similarities with TCP, more precisely the fact of being a packet oriented protocol for ordered, reliable data delivery 

supporting full-duplex. Nevertheless, TCP is considered to be simpler (e.g. only one common header format where 

OSI TP4 has ten)and provides a finer grained control on acknowledged data, since it permits referencing every octet, 

while the OSI transport protocol deals with data units (blocks of bytes).TCP segment A TCP segment is a packet 

formed by a TCP header followed by data payload. The header size is limited by a 4 bit field (data offset ) restricting 

its length to a minimum of 20bytes and a maximum of 60 bytes. The source port number is a 16 bit field which 

specifies the originating transport endpoint, that maps to a connection endpoint used by some application to transfer 

data. The destination port number is similar to the previous one, but specifies the destination endpoint. These two 

fields, while in transit, can be modified (see section 2.3.1) but they areal ways the ones that will be used for 

delivering data to the correct services on upper layers. The header contains two 32 bit sequencing numbers 

(sequence and acknowledgement)which are used by the ARQ method. Data within TCP‟s payload is numbered at 

octet level, and each flow (client→server and server→client) has its own numbering space, with the initial number 

defined by the flow initiator. By allowing each data octet to be indirectly referred during ARQ, TCP has the basis 

for a reliable communication protocol. 
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         Figure 5: TCP header: port numbers identify the connecting points for upper layers while 

sequencing numbers, window size and checksum provide the means for reliable communications. Data, e.g. from 

applications, might follow the TCP header.The header control bits are used to signal the support of certain features 

or to reportan event. Initially there were just 6 flag bits (SYN, ACK, PSH, URG, RST, FIN) but latter[31] two bits 

(CWR, ECE) were taken from the reserved field.Finally, the header contains a variable length field with one or more 

TCP options. Eachoption is identified by a kind number, for signalling something, or by a kind with some 

specificdata attached. These options are a way of adding new features without fixedly allocate bitsinside the TCP 

header.The sequence number is the number associated to the first data octet in a segment,which does not apply for 

packets with the SYN flag active (SYN and SYN+ACK segments).In those cases, its value is the ISNThe 

acknowledgement number is used to acknowledge previously received data (until the acknowledge number minus 

one), referring the nextsequence number the sender is expecting to receive; this meaning is effective only if ACK 

flagis set. The window tells the receiver how many octets, including the one referenced by theacknowledge number, 

the sender may accept. This has to due with the ARQ method andthe sliding window mechanism, described further 

ahead. As this is a 16 bit wide field, it israther limited for current transmission throughputs. To accommodate this, 

RFC 1313 [18]introduced a TCP option named TCP Window Scale which scales the window by powersof 2 (each 

flow has its own scale factor, if supported).When the URG flag is present, the urgent pointer indicates an offset from 

the sequencenumber for the boundary of the “urgent data”. Data octets bellow the urgent pointer areconsidered 

urgent and the receiving TCP stack is responsible for giving this data the properprocessing priority, e.g. by adding it 

to a distinct, high-priority, queue.A checksum is used for basic error detection. Its calculation covers a pseudo 

header,with network layer addressing information and some transport layer details, the real TCPheader (excluding 

checksum field) and payload. 

TCP Finite State Machine 

TCP, like all connection-oriented protocols, has a finite number of states correspondingto a Mealy machine [24] 

where transitions occur due to systems calls, received packets oreven because of timeouts. These states represent the 

connection life cycle, which involvesprimarily setting it up, either by initiating it (SYN SENT state) or else by 

listening forincoming connections (LISTEN state).Latter, data transfers take place during the ESTABLISHED state. 

Finally, either byclient‟s active close or by server‟s passive close, the connection is terminated, leading to 

theCLOSED state, the same one that is used to refer when there is no connection at all. 

 

 

 

 

 

 

Figure 6: TCP Finite State Machine: the typical flow of clients is represented by a continuous dark line; the server 

typical flow is represented by a dark slashed line. States arerepresented as rectangular boxes.When protocols, like 
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TCP, follow a state machine and need to keep track of some connection related variables, then they must reserve 

some memory for this purpose. A TCB8isa structure that must be created at both endpoints to store all needed 

information relatedwith a ongoing connection.Three-way HandshakeIn TCP, the connection is established using the 

three-way handshake mechanism. Itsmaipurpose it to synchronize /exchange sequence numbers that will be used by 

each endpoint inboth packet flows (client→server and server→client). Another purpose of the three-way handshake 

is mutual agreement, that is, a connection is only initiated if both involved endpointsaccept the “terms”. Some of 

these are negotiated as TCP options in the SYN and SYN+ACKsegments during the handshake.  

For successful connections, the method works as follows: 

1. A client issues an active connect. A TCB is instantiated to accommodate the ongoingconnection details. An initial 

sequence number (ISN) for the client→server packet flow iscreated. Part of this ISN‟s value is incremented with 

time while another is randomized,in order to avoid problems with old packets buffered in the net work. This ISN is 

alsoknown as ISS9. A SYN flagged segment is sent to the destination, with no other activeflag. This packet has no 

data attached; 

2. A listening server (passive connect ), with its own assigned TCB, receives the SYN segment, does basic packet 

validation and looks for an application using the destinationtransport port number. If found, an empty SYN+ACK 

segment is issued to the originator. This packet has the SYN and ACK flags enabled and the acknowledgement 

numberequals ISS+1. This packet‟s sequence number is also an ISN, calculated the same waybut independently 

from the received ISS; 

3. The client receives the SYN+ACK segment, validates it and then creates an ACK segmenwith the sequence 

number ISS+1 and the acknowledge number equal to ISN+1. Fromthe client‟s point of view, the connection has 

been established successfully; 

4. The server receives the ACK segment, validating it. The server finally considers the 

connection to be successfully established.After initiating the connection with the first SYN, the connection process 

can be aborted through a RST segment sent: 

• by the server, instead of the SYN+ACK segment (e.g. if no application is listening on 

the destination port number); 

• by the client, instead of the ACK segment (e.g. if sequence numbers are invalid); 

• by the server, when receiving the ACK segment (e.g. if it‟s not possible to create aconnection due to lack 

of resources). 

This RST segment may contain a payload describing the reset cause, though typical TCPstacks do not use this 

functionality neither provide an API for applications to obtain this.Even if service addressing is not a three-way 

handshake specific feature, it is implicitly associated with it since the transport port numbers are exchanged and 

used to lookup servicesduring the TCP‟s connection phase. As mentioned earlier, a server, 

uponreceivingaSYNsegment, looks for a listening service endpoint. This is done looking at the destination 

portnumber among other fields (e.g. a service can be bound to a TCP port number only on somenetwork addresses). 

Usually, the client does not specify the source port number, and thus theoperating system is responsible for 

allocating a free, random, port number. Otherwise, theclient can indicate a specific port number or reuse an existing 

one. 
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Figure 7: Segments exchange in a standard three-way handshake , with sequence and acknowledgement numbers. 

Successful connection flow is represented by filled line while analternative server reply is represented by a slashed 

line due to connection rejection (note thatRST segment can also occur after receiving SYN+ACK or ACK 

segments).A variant of TCP, Transaction/TCP [5] [6] was specified for efficient request→reply transactions. T/TCP 

uses a method named TAO10that may fallback to the standard three-wayhandshake . This method combines SYN 

and FIN flags with data in requests, while on repliesa SYN+ACK+FIN segment is sent along with the response. 

Finally, an ACK is dispatched tothe server, acknowledging the received response. 

 

 

 

 

 

 

 

 

Figure 8: Minimal transaction in T/TCP using TCP Accelerated Open. RTT is the          roundtrip time and SPT is 

the server processing time. Closing the connection in TCP is not abruptly done. A graceful close mechanism 

ensuresthat data previously sent is acknowledged by the receiver and that all received data is likewiseacknowledged. 

This mechanism is similar to three-way handshake (also known as modifiedthree-way handshake ) but involves four 

segments instead of three, since each flow is closedasif it were an independent connection.TCP WindowingWhen a 

receiver issues a ACK flagged segment, the window field informs the destinationof how many data octets the 

receiver is capable of processing - its receive window . It alsoindirectly points to the last acknowledged octet, 

through the acknowledgement number, sinceacknowledgments are cumulative. In fact, there are two windows used 

internally on TCPstacks: the send window and the receive window . The send window “informs” the senderof the 

range of valid sequence numbers acceptable by the receiver. The receive windowmaps a range of valid sequence 

numbers that the receiver will consider valid. These twowindows are implicit concepts of a sliding window [7] 

mechanism, which is used to increasethroughput while preserving reliability and flow control. A sender starts by 

sending severalsegments, within the send window , and a timer starts for each outgoing segment. The timeris cleared 

upon receiving an ACK segment which explicitly acknowledges a previously receivedsegment or implicitly more, 

due to cumulative acknowledgment. An acknowledgment can bepiggy-backed into a data segment for increased 

efficiency by avoiding increasing RTT. 
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 If ittimeouts, the segment is retransmitted. The receiver will issue an ACK when it receives validdata within the 

receive window , acknowledging the last contiguous octet processed. The sendwindow “slides” as soon as old octets 

have been all acknowledged. 

  

 

 

 

 

 

 

 

 

 

Figure 9: TCP receive window and pointers to distinguish several categories. 

Cumulative acknowledgments behave poorly on lossy or high-bandwidth/large windownetworks, since any segment 

can be lost. SACKoptions [23] introduced the possibility toacknowledge non-contiguous blocks of bytes 

 

 

 

 

 

 

Figure 10: TCP send window and pointers to distinguish several categories. 

PAWS 

 [18] defines a mechanism to protect against colliding sequence numbers due towrapping of the 32 bit sequence 

fields on high speed networks. By using a TCP option toembed a timestamp to each segment, it allows the receiver 

to distinguish old from new packets. 

User Datagram Protocol 

The various features of UDP are: 

  It provides connectionless transport service. 
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  It is unreliable. 

  It does not provide flow control and error control. 

  It is less complex and is simple than TCP, and easy to implement. 

  User datagrams (packets) are not numbered. 

A datagram is the unit of data transferred between two processes. 

 Each UDP datagram consists of two parts: 

  Header Part 

 Data Part. 

Source Port: 

 It indicates the port number of source process. It is of 16 bits.Destination Port: 

  This 16 bit field specifies the port number of destination process.Length: 

  It specifies the total length of the user datagram (header + data). It is of 16 bits. Checksum: 

  The contains the checksum, and is optional. It is also of 16 bits. 

 

 

 

 

 

 

 

 

 

 

 

 

This figure(11) is a list of Internet socket port numbers used by protocols of the transport layer of the Internet 

Protocol Suite for the establishment of host-to-host connectivity.Originally, port numbers were used by the Network 

Control Program (NCP) in the ARPANET for which two ports were required for half-duplex transmission. Later, 

the Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP) needed only one port for full-

duplex, bidirectional traffic. The even-numbered ports were not used, and this resulted in some even numbers in the 

well-known port number range being unassigned. The Stream Control Transmission Protocol (SCTP) and 

the Datagram Congestion Control Protocol(DCCP) also use port numbers. They usually use port numbers that match 

the services of the corresponding TCP or UDP implementation, if they exist. 
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EXPERIMENTAL RESULT  

The sending and receiving sides of TCP interact in the following manner to implement reliable and ordered delivery: 

Reliable and ordered deliveryEach byte has a sequence number.ACKs are cumulative. 

SENDING SIDE 

 LastByteAcked <=LastByteSent 

 LastByteSent <= LastByteWritten 

 bytes between LastByteAcked and LastByteWritten must be buffered. 

RECEIVING SIDE 

 LastByteRead < NextByteExpected 

 NextByteExpected <= LastByteRcvd + 1 

 bytes between NextByteRead and LastByteRcvd must be buffered. 

FLOW CONTROL 

Sender buffer size : MaxSendBuffer 

Receive buffer size : MaxRcvBuffer 

RECEIVING SIDE 

Port TCP UDP Description Status 

0 N/A N/A 
In programming APIs (not in communication between hosts), requests a system-

allocated (dynamic) port[3][4] 
N/A 

0 

 

UDP Reserved Official 

1 TCP UDP TCP Port Service Multiplexer (TCPMUX) Official 

2 TCP UDP CompressNET[5] Management Utility[6] Official 

3 TCP UDP CompressNET[5] Compression Process[7] Official 

 

https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#cite_note-TCP_port_0_usage-3
https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#cite_note-TCP_port_0_usage-3
https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#cite_note-TCP_port_0_usage-3
https://en.wikipedia.org/wiki/TCP_Port_Service_Multiplexer
https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#cite_note-compressnet-5
https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#cite_note-6
https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#cite_note-compressnet-5
https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#cite_note-7
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 LastByteRcvd - NextBytteRead <= MaxRcvBuffer 

 AdvertisedWindow = MaxRcvBuffer - (LastByteRcvd - NextByteRead) 

 Sending side 

 LastByteSent - LastByteAcked <= AdvertisedWindow 

 EffectiveWindow = AdvertisedWindow - (LastByteSent - LastByteAcked) 

 LastByteWritten - LastByteAcked <= MaxSendBuffer 

 Block sender if (LastByteWritten - LastByteAcked) + y > MaxSendBuffer 

 

Always send ACK in response to an arriving data segment 

Persist when AdvertisedWindow = 0 

lists popular Internet applications and the transport protocols that they use. As we expect, e-mail, remote terminal 

access, the Web and file transfer run over TCP --  these applications need the reliable data transfer service of TCP. 

Nevertheless, many important applications run over UDP rather TCP. UDP is used for  RIP routing table updates 

(see Chapter 4 on the network layer), because the updates are sent periodically, so that lost updates are replaced by 

more up-to-date updates.UDP is used to carry network management (SNMP - see Chapter 8)  data.  UDP is 

preferred to TCP in this case, since network management must often run when the network is in a stressed state - 

precisely when reliable, congestion-controlled data transfer is difficult to achieve. Also, as we mentioned earlier, 

DNS runs over UDP, thereby avoiding TCP's connection establishment delays. UDP is also commonly used today 

with multimedia applications, such as Internet phone, real-time video conferencing, and streaming of stored audio 

and video.We just mention now that all of these applications can tolerate a small fraction of packet loss, so that 

reliable data transfer is not absolutely critical for the success of the application. Furthermore, interactive real-

timeapplications, such as Internetphoneandvideoconferencing,reactverypoorlytoTCP'scongestion control. For these 

reasons, developers of multimedia applications often choose to run the applications over UDP instead of TCP. 
Finally, because TCP cannot be employed with multicast, multicast applications run over UDP.Although commonly 

done today, running multimedia applications over UDP is controversial to say the least. As we mentioned above, 

UDP lacks any form of congestion control.But congestion control is needed to prevent the network from entering a 

congested state in which very little useful work is done.If everyone were to start streaming high bit-rate video 

without using any congestion control, there would be so much packet overflow at routers that no one would see 

anything. Thus, the lack of congestion control in UDP is a potentially serious problem.Many researchers have 

proposed new mechanisms to force all sources, including UDP sources, to perform adaptive congestion control 

[Mahdavi]. 

THE UDP CHECKSUM  

provides for error detection. UDP at the sender side performs the one's complement of the sum of 

all the 16-bit words in the  segment. This result is put in the checksum field of the UDP segment. 

(In truth, the checksum is also calculated over a few of the fields in the IP header in addition to 

the UDP segment. But we ignore this detail in order to see the forest through the trees.) When the 

segment arrives (if it arrives!) at the receiving host, all 16-bit words are added together, 

including the checksum. If  this sum equals 1111111111111111, then the segment has no 

detected errors. If one of the bits is a zero, then we know that errors have been introduced into 

the segment.Here we give a simple example of the checksum calculation. You can find details 

about efficient implementation of the calculation in the [RFC 1071]. As an example, suppose that 

we have the following three 16-bit words: 

0110011001100110  

0101010101010101  

0000111100001111 
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The sum of first of these 16-bit words is: 

0110011001100110  

0101010101010101  

---------------------  

1011101110111011 

Adding the third word to the above sum gives 

1011101110111011  

0000111100001111  

---------------------  

1100101011001010 

The 1's complement is obtained by converting all the 0s to 1s and converting all the 1s to 0s. Thus the 1's 

complement of the sum 1100101011001010 is 0011010100110101, which becomes the checksum. At the receiver, 

all four 16-bit words are added, including the checksum. If no errors are introduced into the segment, 

thenclearlythesumatthereceiverwillbe1111111111111111. If one of the bits is a zero, then we know that errors have 

been introduced into the segment. In section 5.1, we'll see that the Internet checksum is not foolproof -- even if the 
sum equals 111111111111111, it is still possible that there are undetected errors in the segment.  For this reason, a 

number of protocols use more sophisticated error detection techniques than simple checksumming.You may wonder 

why UDP provides a checksum in the first place, as many link-layer protocols (including the popular Ethernet 

protocol) also provide error checking? The reason is that there is no guarantee that all the links between source and 

destination provide error checking  -- one of the links may use a protocol that does not provide error checking. 

Because IP is supposed to run over just about any layer-2 protocol, it is useful for the transport layer to provide error 

checking as a safety measure. Although UDP provides error checking, it does not do anything to recover from an 

error. Some implementations of UDP simply discard the damaged segment; others pass the damaged segment to the 

application with a warning.That wraps up our discussion of UDP. We will soon see that TCP offers reliable data 

transfer to its applications as well as other services that UDP doesn't offer. Naturally, TCP is also more complex 

than UDP. Before discussing TCP, however, it will be useful to step back and first discuss the underlying principles 

of reliable data transfer, which we do in the subsequent section. We will then explore TCP in Section 3.5, where we 

will see that TCP has it foundations in these underlying principles.The following section contains a list of currently 

assigned IP protocol numbers. For more information about this topic (including references), please visit the 

following Internet Assigned Numbers Authority (IANA) Web site: 

IANA Web Site 

The information in this article is subject to change, and is meant only as a reference for you to use when you 

perform administrative tasks such as IP protocol filtering in Windows 2000 and Windows Server 2003.Assigned 

Internet Protocol Numbers 

The protocols numbers are shown in fig:12decimal notation. 
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The protocols numbers are shown in port numbers include on TCP and UDP this figure : 

 

 

 

 Decimal    Keyword     Protocol 

=======    =======     

============== 

     0     HOPOPT      IPv6 Hop-by-Hop 

Option             

     1     ICMP        Internet Control 

Message            

     2     IGMP        Internet Group 

Management          

     3     GGP         Gateway-to-Gateway                  

     4     IP          IP in IP (encapsulation)           

     5     ST          Stream                      

     6     TCP         Transmission 

Control                

     7     CBT         CBT                              

     8     EGP         Exterior Gateway 

Protocol      

     9     IGP         any private interior 

gateway          

                       (used by Cisco for their 

IGRP) 
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CONCULSION AND FUTURE WORK  

In this paper we discuss about TCP and UDP protocols .We also study the types of protocols used on each layer of 

TCP/IP model and its related issues. We also analyzed the packet flow scenario i.e. how packet is flow from source 

to destination while sending a e-mail.as we know that TCP is connection oriented protocol and connection is 

established before packets flow from source to destination and acknowledgement is also send by receiver and UDP 

are connectionless protocol so according to frame length, frame no. And bytes captured during sending a mail , all 

the values of these are more of TCP than UDP. As we analysis the packets flow during sending a E-mail, in future 

we also analysis the packets flow rate during a call like using Skype ,video call etc. 
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FURTHER READING 

The transport layer is a main topic in many textbooks on computer networks, which is now a standard course in 

mostuniversities. This article only seeks to provide a basic understanding of the transport layer. For those who are 

interested indigging into details and working in related areas, the following references are a useful starting point. For 

a complete introductionto computer networks including the transport layer, see any of the major networking 

textbooks such as [9]. The Internet‟s maintransport layer protocol, TCP, is described in detail in [1], although 

several details have evolved since that was written. For ageneral mathematical approach to understanding network 

layering, see a recent survey [3]. Samples of early TCP congestioncontrol analysis include [4], [5], [6], [7]. A survey 

on the mathematical treatment of Internet congestion control can befound in [9]. Enduring issues are also well 

described in [10]. 
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