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ABSTRACT    Graphical password schemes are believed to be more secure and more resilient to dictionary attacks than 

textual passwords, but are more vulnerable to shoulder surfing attacks.Shoulder-surfing is a known risk where an attacker 

can capture a password by direct observation or by recording the authentication session.This paper reports on Convex Hull 

Click (CHC) based graphical password scheme which is helpful to avoid shoulder surfing attack. It allows a user to prove 

knowledge of the graphical password safely in an insecure location because users never have to click directly on their 

password images. Thus, graphical password schemes provide a way of making more human-friendly passwords while 

increasing the level of security. 
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I.INTRODUCTION 

 

Current authentication systems suffer from many weaknesses. The vulnerabilities of the textual password have 

been well known. Users tend to pick short passwords or passwords that are easy to remember, which makes the 

passwords unprotected for attackers to break. Furthermore, textual password is vulnerable to guessing, 

dictionary attack, key-loggers, and social engineering, shoulder surfing, hidden-camera and spyware attacks. To 

conquer the limitations of text-based password, techniques such as two-factor authentication and graphical 

password have been put in use. Other than that, applications and input devices such as mouse, stylus and touch-

screen that permit make the appearance of the graphical user authentication techniques possible. However, they 

are mostly vulnerable to shoulder-surfing as well. Passwords possess many useful properties as well as 

widespread legacy deployment; consequently we can expect their use for the foreseeable future. Unfortunately, 

today’s standard methods for password input are subject to a variety of attacks based on observation, from 

casual eavesdropping (shoulder surfing), to more exotic methods. Shoulder-surfing attack occurs when using 

direct observation techniques, such as looking over someone's shoulder, to get passwords, PINs and other 

sensitive personal information. As well as when a user enters information using a keyboard, mouse, touch screen 

or any traditional input device, a malicious observer may be able to acquire the user’s password credentials. This 

is a problem that has been difficult to overcome. 
Problem statement: An attacker can capture a password by directobservation or by recording the 

individual’sauthentication   session while inserting passwords inpublic. 
 

Methodology used:Until recently, the only defence against shoulder-surfing has been vigilance on the part of the 

user. This paper reports on the design and evaluation of a game-like graphical method of authentication that 

extends the challenge response paradigm to resist shoulder-surfing. In doing so it aims to motivate the user with 

a fun, game-like visual environment designed todevelop positive user affect and counterbalance the drawback of 

the longer time to input the password.The Convex Hull Click (CHC) Scheme is an effort to develop security 

innovations with people in mind. As such, it is an example of “usable security,” an approach to design of 

security systems that is gaining increasing attention. This scheme allows a user to prove knowledgeof the 

graphical password safely in an insecure location because users never have to click directly on their password 

images. 

 

Outcome: Usability testing of the CHC scheme showed that novice users were able to enter theirgraphical 

password accurately and to remember it overtime. However, the protection against shoulder-surfingcomes at the 

price of longer time to carry out theauthentication. The user study and interviews supportedthe overall concept 

http://www.ijrit.com/
mailto:rumanaanjum85@gmail.com
mailto:thejan.hdk@gmail.com


IJRIT International Journal of Research in Information Technology, Volume 4, Issue 11, November 2016, Pg 31-36 

Mrs. Rumana Anjum, IJRIT-32 
 

but identified areas of improvement needed to enhance usability and reduce risks .Contextual changes have to 

do with how the user thinksabout the system. Most of the novice users felt the timewas acceptable, although it 

was objectively longcompared to a traditional alphanumeric password. Factorsthat potentially increase its 

acceptability to users aremultiple: high security which warrants taking more timeto login, use of CHC in 

contexts that do not entail loggingin at frequent intervals, ease of remembering the passicons and inputting the 

password accurately, andimportantly the “fun factor” of a game-like environment. 

 

II. LITERATURE SURVEY 
 

  Graphical passwords were first described by Blonder. Since then, many other graphical password schemes 

have beenproposed[6]. A common approach to design of graphical password systems is a challenge-response 

scheme. In a challenge-response scheme the user creates a password by choosing several images from a large 

portfolio of images. The chosen images become the user’s password. To log in the user must successfully 

respond to a series of challenges. The advantage of this kind of challenge-response system is that itrelies on 

recognition memory. A possible drawback is the amount of time for carrying out a series of challenges. 

Usability testing of three such challenge-response systems, Passfaces[3], Déjà Vu[5], and VIP  give a sense of 

performance in such systems. Passfaces[7] was tested in a longitudinal field study, using four rounds of 

challenges to log in. In each challenge there were nine images of human faces, with one password face and eight 

decoy faces. The user had to click on his or her password face. If the user responded to all four rounds correctly 

the user was authenticated and gained access to the system, but if there was an error in any challenge the user 

was rejected. Déjà Vu uses abstract images and concrete photographs instead of faces. The login is 

accomplished in one round where the user simultaneously sees 25 images displayed on the screen, five of which 

are the user’s password images and the remaining 20 are decoy images. To be authenticated the user must click 

on all five password images and not click on any of the decoy images. VIP is a graphical PIN authentication 

system that is meant for use with both a PIN and an ATM card. Consequently, it has a smaller password space 

than would be required in a password system. VIP uses the challenge-response approach with several rounds of 

challenges. On each challenge the user sees one of his or her password images along with nine distractor images 

(which change over challenges). 

 The studies of the three systems suggest that passwords using a challenge-response scheme are easy for users to 

remember over time. But these suffered from shoulder surfing problem. 

Dhamija and Perrig  proposed a graphical authentication scheme based on the Hash Visualization technique. In 

their system the user is asked to select a certain number of images from a set of random pictures generated by a 

program later the user will be required to identify the pre-selected images in order to be authenticated. A 

weakness of this system is that the server needs to store the seeds of the portfolio images of each user in plain 

text. Also, the process of selecting a set of pictures from the picture database can be tedious and time consuming 

for the user. 
There are three types of click based[4] graphical password techniques, Pass Points (PP),Cued Click Points 

(CCP),Persuasive Cued Click- Points (PCCP). Based on Blonder’s original idea, Pass Points (PP) is a click-

based graphical password system where a password consists of an ordered sequence of five click-points on a 

pixel-based image. To log in, a user mustclick within some system-defined tolerance region for each click-point. 

The imageacts as a cue to help users remember their password click-points. CCP  was developed as an 

alternative click based graphical password scheme where users select one point per image for five images. The 

interface displays only one image at a time, the image is replaced by the next image as soon as a user selects a 

click point. The system determines the next image to display based on the user’s click-point on the current 

image. The next image displayed to users is based on a deterministic function of the point which is currently 

selected. 

 In Persuasive Cued Click- Points a password[2] consists of five click points, one on each of five images. During 

password creation, most of the image is dimmed except for a small view port area that is randomly positioned 

on the image. Users must select a click-point within the view port. If they are unable or unwilling to select a 

point in the current view port, they may press the Shuffle button to randomly reposition the view port. A user 

who is determined to reach a certain click-point may still shuffle until the view port moves to the specific 

location, but this is a time consuming and more tedious process. 

The all the above methods either consume long processing time or shoulder surfing attacks. Shoulder-surfing 

occurs when an attacker learns a user’s password by watching the user log in. Shoulder-surfing is a well-known 

method of stealing passwords and other sensitive information and is recognized by practitioners as a serious 

security threat 

 

III. PROPOSED WORK 
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An outline of the system proposed is brought up here:Shoulder-surfing resistant scheme, the Convex 

Hull ClickScheme (CHC), is a graphical password scheme that guardsagainst shoulder-surfing attacks 

by human observation, videorecording, or electronic capture[1].First user has to register choosing his 

password icons or pass icons which is highly confidential. When the user wants to login a login grid 

will be created containing all pass icons with some more decoy images. 

 
 

Figure 1. Login grid containing password icons and non-password icons  

 

User has to remember the icons he selected while registering. When the login begins, the user must visually 

locate three or more of his or her pass-icons. The user’s next step is to mentally create the convex hull formed 

by those pass-icons. A convex hull is the area encompassed by the edges joining a set of three or morepoints. In 

CHC the pass-icons serve as the points, and the edges are lines visualized in the user’s mind. For illustrative 

purposes, Figure 2 shows a highlighted convex hull formed by three passicons. 
 

 
 

Figure 2.Example of a convex hull with 3 pass-icons. 
 

User will click all the icons that are present inside the convex hull. The user does not click on the pass-icons 

themselves and therefore does not give away to an attacker the identity of the pass-icons. For each login the 

icons will be shuffled so every time the convex hull will be changed and the user will choose different non 

password icon so attackers cannot guess the password.  

Beyond its shoulder-surfing resistant properties, there are three main considerations about the security of CHC. 

First, the password space can be made very large, and therefore more secure, by increasing the number of icons, 

the number of pass icons, or both. The only practical limits are the size of the window and the ability of users to 

locate their pass-icons among a large number of icons. Second, a brute-force attack is infeasible. An attacker 

could try to record all possible passwords that do not contain the click points observed by shoulder-surfing. 

After successive observations, the attacker could rule out more and more passwords. However, eventually the 

attacker would have to record a significant portion of all possible passwords, which would require far too much 

memory. Third, in challenge-response authentication there is always the possibility of accidental login (i.e., an 
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attacker could click in the convex hull by luck). This is different from guessing the password. To make 

accidental login unlikely we do three things: (1) icons are randomly placed in the password window so that all 

locations except near the border of the window have about the same probability of being in the convex hull of 

the pass-icons, (2) large convex hulls that cover half the window or more are only rarely generated, and (3) to 

login the user has to respond to multiple challenges. 

Two additional security considerations about CHC are worth mentioning. First, potentially an attack against the 

system could be mounted using an eye-tracker. The eye-tracker could map where the user is looking while 

creating the convex hull and, at least in some cases, discover the pass-icons. We consider this a potential threat, 

not an imminent threat, because current eye-trackers cannot be used without being detected by the user. Many 

eye-trackers use head mounted cameras. This is not so for alphanumeric password systems that can store 

password as encrypted strings and compare the encrypted password input of a user to the stored encrypted 

string. 

 

IV. IMPLEMENTATION 
 User will create the convex hull and select the non-password icons. System has to identify those and validate 

the user. For that system has to create the convex hull and has to identify the non-password icon. Algorithm for 

creating the convex hull is 

 

Step 1: Create superpoint list which contains all the password icons. 

Step 2: Create all segments which are possible using superpoints. 

Step 3: Check for valid edge segment and create convex hull. 

Step 4: Create convex hull region and find the icons present in the region. 

Step 5: Validate the clicked icons with system identified icons 

The first phase in software development is software requirements specification (SRS). It is a 

complete description of the behaviour of the system to be developed. These requirements may be 

functional or non-functional. 

Functional requirements describe all the interactions the users will have with the software, while 

non-functional requirements impose constraints on the design or implementation such as performance 

requirements, quality standards, or design constraints. 

A. Functional requirements 

The functional requirement of this work is speed and performance. Graphical password schemewith 

convex hull click scheme must give increased performance. The following enumerate functional 

requisites: 

 Faster than persuasive cued click points technique. 

 Performance in terms of processing must be high. 

B. Non-functional requirements 

Non-functional requirements are constraints on the services of functions offered by the system. They 

comprise of timing constraints, constraints on the development process and standards,usability, 

security, et cetera. Every so often, non-functional requirements apply to the system as whole. 

1. Hardware requirements 

Processor Pentium IV (2.4 GHz) or higher 

Memory 2 GB (32-bit), 4 GB (64-bit) 

RAM 1 GB 

2. Software requirements 

Operating system Windows XP version 

Programming language    C# 

Presentation                      Visual Studio .Net 2010, Windows Forms 

C. Modules 

The implementation has been done in C# on a Microsoft visual studio .net 2010 platform in 

Windows.  

 

V. RESULTS 
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Figure 3 shows the mean times for input of the ten correctpasswords. The graph indicates that there 

was a gentle downwardtrend in time to input the password[1]. It showed a significant decrease in time 

to input thepassword over the 10 logins (F(9, 117) = 9.73, p<.031). In each challenge 3, 4, or 5 pass-

icons were displayed in thewindow with the number of pass-icons randomlydetermined. A question 

was whether the number of pass-iconsdisplayed affected the time to respond to a challenge. 

 Table 1 shows the means and standard deviations of the time for responding to challenges displaying 

3, 4, and 5 pass-icons. The mean time to respond declined when higher numbers of pass-icons were 

displayed. An analysis of the relationship of the total number of icons (pass-icons plus non-pass-

icons) displayed in the window in a challenge and the time to respond to the challenge was also 

carried out using linear regression. 

 

 

 
 

Figure 3.Mean times (seconds) for input of 10 correct logins (N=14). 

 

 

 
 

Table 1. Means and standard deviations (seconds) of challenges with 3, 4, and 5 pass-icons. 

 

VI. FUTURE WORK AND CONCLUSION 

 

Future work should target increasing the speed of input of the password. There is no single solution to this 

problem. Instead, several incremental changes, human, technical, visual, and contextual, will improve the 

system. Humans can speed up with practice, the system can be tweaked to improve efficiency, and the icons can 

be improved .The user can retrieve the images of his choice dynamically. The interface can be presented with 

identical images.Further directions for CHC are to improve the current icons, create additional icon sets, make 

the security settings more fully realistic, and then test it in a longitudinal study of everyday use. This 

longitudinal study could be carried out in a research or teaching lab where users log in to computers daily. 

Investigating the entropy issue of pass-icons and study in more depth the motivational aspects of the game-like 

approach were also planned. 
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