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Abstract 

Infrastructure as a Service (IaaS) is one of the cloud computing services. It is widely used service across the globe as it 

provides storage and other infrastructure related services needed by individuals and organizations. As organizations are 

outsourcing their data to cloud, it became important to have security to outsourced data. Another important consideration is 

secure data sharing among different users. Many existing systems on this were able to supports group of users having 

privileges to access shared data. However, they suffered from an attack known as Collusion attack. With collusion attack, the 

old users who are no longer associated with a group can gain access to the shared data. To overcome this problem, in this 

paper we proposed a method to revoke user in such a way that collusion attack is not possible. The proposed system supports 

two roles known as group manager and group member. Group manager manages group members and data associated with 

the data. Group members can access the data associated with the group. New members may be added and existing members 

may be removed from the group. These activities are done by group manager while the group member can access data and 

perform intended operations. We built a prototype application to demonstrate it and the empirical results revealed usefulness 

of the proposed system.  

Index Terms – Cloud computing, outsourcing, group management, secure data sharing, user revocation  
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I. INTRODUCTION  

Cloud computing became a reality. This is in fact the latest technology that enables the world to have a shared 

pool of resources and access the resources through Internet. This phenomenon works for users without making 

capital investment. The users of cloud can gain access to resources and pay as they use. This is very useful to 

computing community as the cloud resources are made available to all without restrictions. As the data is 

growing exponentially, the enterprises prefer outsourcing data to cloud for reducing expenses and ease of 

management. However, the cloud is treated as untrusted environment. That is the reason there is security 

concern while outsourcing data to cloud. Cloud can also be used to store and share data to other users. Cloud 

services are shown in Figure 1.  

 

Figure 1 – Cloud computing services 

 

In this context, the data may be associated with different groups in the cloud. It is assumed that an enterprise has 

multiple groups of people working on different projects. In this case, data is associated with groups. The data of 

one group is not accessible to other group. There is group manager who is responsible to manage data and group 

members. Group members may be added or removed as required. The group manager is responsible to handle 

security issues also. Group manager can grant or revoke privileges to group members.  

The problem with such system is that when users are removed from the group, their access credentials are 

misused by people to make collusion attacks. In this paper we proposed a user revocation scheme that takes care 

of perfect user revocation process. With user revocation it is possible that the old credentials cannot be misused 

and thus the collusion attack is prevented. In this paper our contribution is to have a secure and dynamic scheme 

for data sharing in cloud and it is equipped with user revocation scheme for complete security. The remainder of 

the paper is structured as follows. Section II provides review of literature. Section III presents the proposed 

system in detail. Section IV presents experimental results while section V concludes the paper. 

 

II.RELATED WORKS 

Armbrust et al. [1] studied cloud computing and different services provided by cloud including infrastructure 

such as storage that is provided in pay per use fashion. Data stored in cloud can be shared securely. Kamara and 

Lauter [2] focused on data security and financial cryptography which is meant for ensuring that data is not 

subjected to misuse. Kallahall et al. [3] explored file storage and scalable access to files in an untrusted 

environment. Shacham et al. [4] studied the security of remote data which is stored in untrusted location. When 

data is stored in a remote server, the security of the data stored in the server is given importance. Ateniese et al. 

[5] studied re-encryption schemes for storing and retrieving data stored in cloud. Encrypted data stored in cloud 

can be shared with different users. Yu et al. [6] proposed a scheme that is meant for securing data in cloud and 

to have fine-grained access control on the outsourced data.  
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Goyal et al. [7] studied access control mechanism on cloud data. They proposed attribute-based encryption on 

encrypted and outsourced data. Lu et al. [8] focused on data forensics in cloud computing for protecting data. 

Waters [9] proposed another kind of encryption for cloud computing known as cipher text-policy attribute-based 

encryption. Attribute based encryption provides more fine grained access control. Liu et al. [10] proposed a 

security mechanism known as Mona. Mona provides multiple users to have data sharing in cloud with security. 

Boneh et al. [11] explored identity based encryption in cloud which makes use of publicly known identities as 

keys. Delerablee et al. [12] proposed dynamic broadcast encryption for secure communications. Zhu et al. [13] 

proposed an attack model that evaluates Mona proposed in [10]. Role based access control [14] and flexible key 

management [15] were explored where mechanisms are proposed for accessing cloud data securely. The 

existing data sharing systems have issues with collusion attacks. This paper addresses the problem.  

 

 

 

III.PROPOSED SYSTEM 

In this paper we proposed a secure data sharing scheme in which users are maintained as groups. Group 

manager takes care of adding and removing new members. Group manager takes care of privileges to be given 

to group members and revoking them when required. To avoid collusion attack, the following algorithm is 

proposed in this system.  

 

 

Algorithm 1 – User revocation algorithm 

 

As shown in the algorithm 1, when a user leaves a group, the privileges of the user given on data are 

systematically revoked. The history of user is analyzed and all credentials are completely abandoned to ensure 

that such user cannot involve in collusion attack.  

 

IV.IMPLEMENTATION  

A prototype application built using Java programming language. Web resources such as servlets and JSP are 

used to have functionality. Group manager and group member are the two users of the proposed system. The 

group manager is responsible to add new members to group and remove existing members when members are 

no longer in a group. The group manager performs activities such as login, viewing group details, viewing data, 

manipulating data besides deleting it. The group manager is responsible to manage group members besides 
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providing security to data that is to be shared among group members. The group members after login perform 

activities such as group signature verification, uploading data, downloading data, manipulation of data, and 

revocation of account. However, actual revocation is carried out by group manager.  

 Group Manager
 Group Members

 

 Registration

 File Upload

 File Edit

 File Download

 Account Revoke

 File Delete

 View Group

Group  Account Activation

 Login and Group Signature
verification

 

Figure 2 – Use cases involved in the proposed system 

 

As shown in Figure 2, it is evident that group manager and group member are the two actors involved in the 

system. The two actors are involved in different use cases as presented. Viewing group members, activation of 

group member accounts, manipulating data and revoking account are the functionalities of group manager. In 

the same fashion, group members involve in registration, authentication, group signature verification, uploading 

data, modifying data, obtaining data, and deleting data.  
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Figure 3 – Shows activities of group manager and group member 

 

As shown in Figure 3, it is evident that group manager and group member have different functionalities. Group 

manager is supposed to manage group members and also take care of privileges to shared data. Shared data is 

given access to all group members. The group manager can restrict access based on the requirements. In the 

same fashion, group manager can also revoke an account related to group member when group member is no 

longer associated with the group. The group manager can also grant privileges to new group members. Thus the 

secure data sharing is made possible. In the existing system there was possibility of collusion attack. In the 

proposed the collusion attack is prevented due to the implementation of an effective revocation scheme.  
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Figure 4 – UML sequence diagram showing interaction among objects 

 

As shown in Figure 4, there is interaction of users with cloud for performing various activities. The process of 

data storage sharing and securing data are reflected in the process. The cloud interaction with users helps in 

managing data and sharing it to the intended users. The user revocation process can help in preventing collusion 

attacks in the proposed system. The data dynamics are supported using groups concept. Every group has its own 

associated data. Group manager owns the data and shares it with group members. New group members can be 

added to an existing group. It is possible that a group member is added to another group as well. However, all 

group members can gain access to the shared data to which they are granted privileges.  
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Figure 5 – Showing UI for the proposed system 

 

As sown in Figure 5, the data uploading is possible besides other intended operations supported by the system.  

 

 

Figure 6 – UI for data dynamics 
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As shown in Figure 6, the proposed system allows data dynamics such as loading data and accessing the data in secure data 

sharing environment.  

 

V.EXPERIMENTAL RESULTS 

Experiments are made with different activities of group members and group users. All operations were 

evaluated as per the requirements. Especially the focus in this paper was on the collusion attacks. User 

revocation process was improved to prevent collusion attacks. The empirical results in collusion attacks show 

that the system achieves high level of effectiveness in preventing collusion attacks.  

 

Measures Existing  Proposed 

True Positives 80 100 

False 

Positives 20 0 

 

Table 1 – Shows empirical results with respect to true positives and false positives 

 

 

Figure 5 – Accuracy of the proposed system 

 

As shown in Figure 5, the true positives are 100% in the proposed system. It does mean that the collusion attack 

is prevented completely due to the implementation of user revocation approach that will remove credentials of a 

user who no longer associated with the group.  

 

VI. Conclusions and Future Work 

In this paper we proposed and implemented an algorithm for getting rid of collusion attacks in dynamic groups 

of cloud computing. In cloud computing data is outsourced by data owners. In many organizations, the 

outsourced data is given access to a group of users. The users are managed by group manager. New groups can 

be formed and existing groups may be modified dynamically. Therefore it is essential to have control over 

groups and the data associated with them. Group manager and group member roles are created to have 

respective functionalities in the system. User revocation algorithm is proposed and implemented to ensure that 

collusion attacks are prevented. We built a prototype application to demonstrate it and the empirical results 

revealed usefulness of the proposed system. In future we intend to improve the security of the system further by 

using fine grained access control mechanism.  
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