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Abstract- IPv6 is short for "Internet Protocol Version 6". IPv6 is the Internet's next-generation protocol, 

designed to replace the current Internet Protocol, IP Version 4. In order to communicate over the Internet, 

computers and other devices must have sender and receiver addresses. These numeric addresses are known 

as Internet Protocol addresses. As the Internet and the number of people using it grows exponentially, so 

does the need for IP addresses. This paper gives a complete overview of IPv6 addressing and shows the 

comparison with IPv4. 

Index Terms: Internet Protocol,  Internet protocol addresses, next-generation protocol. 

I. INTRODUCTION 

Internet Protocol version 6 (IPv6) is the latest version of the Internet Protocol (IP), the communications 

protocol that provides an identification and location system for computers on networks and routes traffic across 

the Internet. IPv6 was developed by the Internet Engineering Task Force (IETF) to deal with the long-

anticipated problem of IPv4 address exhaustion. IPv6 is intended to replace IPv4, which still carries more than 

96% of Internet traffic worldwide as of May 2014. As of June 2014, the percentage of users 

reaching Google services with IPv6 surpassed 4% for the first time. Every device on the Internet is assigned 

an IP address for identification and location definition. With the rapid growth of the Internet after 

commercialization in the 1990s, it became evident that far more addresses than the IPv4 address space has 

available were necessary to connect new devices in the future. By 1998, the Internet Engineering Task 

Force (IETF) had formalized the successor protocol. IPv6 uses a 128-bit address, allowing 2128, or 

approximately3.4×10
38

 addresses, or more than 7.9×10
28

 times as many as IPv4, which uses 32-bit addresses 

and provides approximately 4.3 billion addresses. The two protocols are not designed to be interoperable, 

complicating the transition to IPv6. However, several IPv6 transition mechanisms have been devised to permit 

communication between IPv4 and IPv6 hosts. 

IPv6 provides other technical benefits in addition to a larger addressing space. In particular, it permits 

hierarchical address allocation methods that facilitate route aggregation across the Internet, and thus limit the 

expansion of routing tables. The use of multicast addressing is expanded and simplified, and provides additional 

optimization for the delivery of services. Device mobility, security, and configuration aspects have been 

considered in the design of the protocol. 

 

II. OVERVIEW 

IPv6 is an Internet Layer protocol for packet-switched internetworking and provides end-to-

end datagram transmission across multiple IP networks, closely adhering to the design principles developed in 

the previous version of the protocol, Internet Protocol Version 4 (IPv4). IPv6 was first formally described 

in Internet standard document RFC 2460, published in December 1998. In addition to offering more addresses, 
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IPv6 also implements features not present in IPv4. It simplifies aspects of address assignment (stateless address 

auto configuration), network renumbering and router announcements when changing network connectivity 

providers. It simplifies processing of packets by routers by placing the need for packet fragmentation into the 

end points. The IPv6 subnet size is standardized by fixing the size of the host identifier portion of an address to 

64 bits to facilitate an automatic mechanism for forming the host identifier from link layer addressing 

information (MAC address). Network security was a design requirement of the IPv6 architecture, and included 

the original specification of IPsec. 

 

III. COMPARISON WITH IPV4 

On the Internet, data is transmitted in the form of network packets. IPv6 specifies a new packet format, designed 

to minimize packet header processing by routers. Because the headers of IPv4 packets and IPv6 packets are 

significantly different, the two protocols are not interoperable. However, in most respects, IPv6 is a conservative 

extension of IPv4. Most transport and application-layer protocols need little or no change to operate over IPv6; 

exceptions are application protocols that embed internet-layer addresses, such as FTP and NTPv3, where the 

new address format may cause conflicts with existing protocol syntax. 

• Larger address space: The main advantage of IPv6 over IPv4 is its larger address space. The length of 

an IPv6 address is 128 bits, compared with 32 bits in IPv4. The address space therefore has 2
128

 or 

approximately3.4×10
38

 addresses. In addition, the IPv4 address space is poorly allocated, with 

approximately 14% of all available addresses utilized. While these numbers are large, it was not the 

intent of the designers of the IPv6 address space to assure geographical saturation with usable 

addresses. Rather, the longer addresses simplify allocation of addresses, enable efficient route 

aggregation, and allow implementation of special addressing features. In IPv4, complex Classless Inter-

Domain Routing (CIDR) methods were developed to make the best use of the small address space. The 

standard size of a subnet in IPv6 is 264 addresses, the square of the size of the entire IPv4 address space. 

Thus, actual address space utilization rates will be small in IPv6, but network management and routing 

efficiency is improved by the large subnet space and hierarchical route aggregation. 

• Multitasking: Multicasting, the transmission of a packet to multiple destinations in a single send 

operation, is part of the base specification in IPv6. In IPv4 this is an optional although commonly 

implemented feature. IPv6 multicast addressing shares common features and protocols with IPv4 

multicast, but also provides changes and improvements by eliminating the need for certain protocols. 

IPv6 does not implement traditional IP broadcast, i.e. the transmission of a packet to all hosts on the 

attached link using a special broadcast address, and therefore does not define broadcast addresses. In 

IPv6, the same result can be achieved by sending a packet to the link-local all nodes multicast group at 

address ff02::1 , which is analogous to IPv4 multicast to address 224.0.0.1 . IPv6 also provides for new 

multicast implementations, including embedding rendezvous point addresses in an IPv6 multicast 

group address, which simplifies the deployment of inter-domain solutions. 

• Network layer security: Internet Protocol Security (IPsec) was originally developed for IPv6, but found 

widespread deployment first in IPv4, for which it was re-engineered. IPsec was a mandatory 

specification of the base IPv6 protocol suite, but has since been made optional. 

• Mobility: Unlike mobile IPv4, mobile IPv6 avoids triangular routing and is therefore as efficient as 

native IPv6. IPv6 routers may also allow entire subnets to move to a new router connection point 

without renumbering. 

• Options extensibility: The IPv6 packet header has a fixed size (40 octets). Options are implemented as 

additional extension headers after the IPv6 header, which limits their size only by the size of an entire 

packet. The extension header mechanism makes the protocol extensible in that it allows future services 

for quality of service, security, mobility, and others to be added without redesign of the basic protocol. 
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• Jumbograms: IPv4 limits packets to 65535 (2
16

−1) octets of payload. An IPv6 node can optionally 

handle packets over this limit, referred to as jumbograms, which can be as large as 4294967295 (2
32

−1) 

octets. The use of jumbograms may improve performance over high-MTU links. The use of 

jumbograms is indicated by the Jumbo Payload Option header. 

• Privacy: Like IPv4, IPv6 supports globally unique IP addresses by which the network activity of each 

device can potentially be tracked. The design of IPv6 intended to re-emphasize the end-to-end principle 

of network design that was originally conceived during the establishment of the early Internet. In this 

approach each device on the network has a unique address globally reachable directly from any other 

location on the Internet. 

1.  Network prefix 

Network prefix tracking is less of a concern if the user's ISP assigns a dynamic network prefix via 

DHCP.[27][28] Privacy extensions do little to protect the user from tracking if the ISP assigns a static 

network prefix. In this scenario, the network prefix is the unique identifier for tracking and the 

Interface identifier is secondary. 

2. Interface identifier 

In IPv4 the effort to conserve address space with network address translation (NAT) obfuscates 

network address spaces, hosts, and topologies. In IPv6 when using address auto-configuration, the 

Interface Identifier (MAC address) of an interface port is used to make its public IP address unique, 

exposing the type of hardware used and providing a unique handle for a user's online activity. 

 

 

IV. IPv6 ADDRESSING 

 

One of the main benefits of Internet Protocol version 6 (IPv6) over previously used Internet Protocol version 4 

(IPv4) is the large address-space that contains (addressing) information to route packets for the next generation 

Internet. IPv6 supports 128-bit address space and can potentially support 2128 or 3.4W1038 unique IP addresses 

(as opposed to 32-bit address space of IPv4). With this large address-space scheme, IPv6 has the capability to 

provide unique addresses to each and every device or node attached to the Internet. 

 

Types of IPv6 addresses 

IPv6 addresses are broadly classified into three categories: 

 

1) Unicast addresses: A Unicast address acts as an identifier for a single interface. An IPv6 packet sent to a 

Unicast address is delivered to the interface identified by that address. 

 

2) Multicast addresses: A Multicast address acts as an identifier for a group/set of interfaces that may belong to 

the different nodes. An IPv6 packet delivered to a Multicast address is delivered to the multiple interfaces.  

 

3) Anycast addresses: Anycast addresses act as identifiers for a set of interfaces that may belong to the different 

nodes. An IPv6 packet destined for an Anycast address is delivered to one of the interfaces identified by the 

address. 

 

IPv6 Address notation 

IPv6 addresses are denoted by eight groups of hexadecimal quartets separated by colons in between them. 

 

Following is an example of a valid IPv6 address: 2001:cdba:0000:0000:0000:0000:3257:9652  
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Any four-digit group of zeroes within an IPv6 address may be reduced to a single zero or altogether omitted. 

Therefore, the following IPv6 addresses are similar and equally valid: 

 

2001:cdba:0000:0000:0000:0000:3257:9652 

2001:cdba:0:0:0:0:3257:9652 

2001:cdba::3257:9652 

 

The URL for the above address will be of the form: 

 

http://[2001:cdba:0000:0000:0000:0000:3257:9652]/ 

Network notation in IPv6 

The IPv6 networks are denoted by Classless Inter Domain Routing (CIDR) notation. A network or subnet using 

the IPv6 protocol is denoted as a contiguous group of IPv6 addresses whose size must be a power of two. The 

initial bits of an IPv6 address (these are identical for all hosts in a network) form the networks prefix. The size 

of bits in a network prefix are separated with a /. For example, 2001:cdba:9abc:5678::/64 denotes the network 

address 2001:cdba:9abc:5678. This network comprises of addresses rearranging from 2001:cdba:9abc:5678:: up 

to 2001:cdba:9abc:5678:ffff:ffff:ffff:ffff. In a similar fashion, a single host may be denoted as a network with a 

128-bit prefix. In this way, IPv6 allows a network to comprise of a single host and above. 
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