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Abstract 
 

We present a method to find an alternate path, after a link failure, from a source node to a destination node, before 

the Interior Gateway Protocol (e.g., OSPF or IS-IS) has had a chance to reconverge in response to the failure. The 

target application is a small (up to tens of nodes) regional access subnetwork of a service provider’s network, 

which is a typical access scale encountered in practice. We illustrate the method and prove that it will find a path if 

one exists.. IP Fast ReRoute (IPFRR) intends to fill this gap, providing fast, local and proactive handling of 

failures right in the IP layer. Building on experiences and extensive  measurement  results  collected  with  a 

prototype implementation of the prevailing IPFRR technique, Not-via, in this paper we identify high address 

management burden and computational complexity as the major causes of why commercial IPFRR deployment 

still  lags  behind,  and  we  present  a  lightweight  Not-via  scheme, which, according to our measurements, 

improves these issues. 
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1 Introduction 
 

To improve the manageability of Not-via, we present a lightweight Not-via scheme. The main idea is, on the traces of , 

to adopt the concept of node-redundant trees (simply  redundant  trees in the sequel) for IPFRR and apply them directly 

to Not-via. As shall be shown, this modification  re- duces the number  of not-via addresses, cuts the computational  

complexity  down to the level of plain shortest path routing, and it removes many corner cases that plague the original 

Not-via proposal. 

Consider a source node s sending data to destination node d. Suppose some link (i, j) on the shortest path from s to d 

fails. An IGP will find an alternate path from s to d that avoids (i, j) (assume such a path exists). However, IGP re-

convergence may take hundreds of milliseconds or even seconds, and the packet loss during this time period may be 

unacceptable. Fast Re-Route (FRR) methods establish a new path from s to d in much less time than required for IGP 

re-convergence. 

 

2. Existing System 
 

IP Fast ReRoute attains fast response time by handling failures locally, with only the routers in the vicinity of the 

failure participating in the repair but other, distant routers not being informed of the failure in any ways. Therefore, 
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IPFRR applies special routing to packets being forwarded along a detour. Otherwise, loops might emerge as a distant 

router not aware of the failure might blindly loop the detoured packet back along the default forwarding path. 

Not-via uses the destination address in IP packets to mark whether the packet is being forwarded on the default path 

or in an IP-to-IP tunnel along a detour. The starting node of the detour is the router whose next-hop has become 

unreachable, and the tunnel is terminated at the next-next-hop (NNH), the second closest node along the shortest 

path tree. This facilitates common handling of node and link failures. 
 

 
Transporting delay and loss sensitive traffic in the Internet has become an important requirement in the last few years. 

At the moment, the IP protocol suite is not yet amenable to fully support multimedia  streams due to various reasons, 

one of which is slow response to failures. Recovery with current Interior Gateway Protocols (IGPs) is in the order of 

hundreds of milliseconds , typically beyond what is tolerable to a multimedia stream. Similar is the case of MPLS  

networks that rely on LDP for label exchange, as LDP is dependent on the IGP for routing. Therefore, the IETF defined 

a framework, called IP Fast ReRoute (IPFRR [2]), for native IP protection in order to reduce failure reaction time to 

tens of milliseconds in an intra-domain, unicast setting. 

 
 

4 Related Works 
 

 
A simple scheme related to IPFRR is equal cost multi-paths (ECMP), where a number of paths with the same cost 

are calculated for each source/destination pair . The failure on a particular path can be handled by sending 

packets along an alternate path. This approach has been implemented in practical networks. However, an equal 

cost path may not exist in certain situations (such as in a ring), thus ECMP cannot guarantee 100% failure 

recovery. A scheme called failure insensitive routing (FIR) is pre- sented in  for single-link failures. Given a 

primary path SD, FIR identifies a number of key links such that removing any of these links forces the packets go 

back to S. Therefore, the failure of any key links can be inferred by S at a deflected packet. To provide an 

alternate path, FIR removes the key links and runs shortest path routing from S to D. FIR is extended to cover 

single-node failures in [19]. Our schemes and FIR share similar ideas. The difference is: we develop different 

algorithms that do not have any assumptions on the primary paths (E.g., the primary paths can be either shortest or 

non-shortest). 
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5. Proposed System 

 
With this modification,  a not-via address protects multiple failures; the primary address protects the default path and 

the secondary address protects the primary backup. In this way, the number of addresses is decreased to 3 per node, 

the absolute minimum  realizable by the original Not-via only in special topologies (point-to-point rings). What  is 

more, in certain cases it is possible to completely eliminate extra addresses. In traditional IP networks, routers have a 

loopback  address and a unique  address for each interface. Hence, one can use any two interface addresses as the 

primary and the secondary address. Since these addresses are always disseminated by the IGP, other routers can easily 

learn them. Naturally, in this case routers should be addressed via their loopback, otherwise traf- fic destined directly 

to routers would not be protected. While  in a conventional IP network this technique removes the need to maintain 

additional  not-via addresses, it must be emphasized  that it is not applicable  to any arbitrary IP network. 

With this modification, a not-via address protects multiple failures; the primary address protects the default path and 

the secondary address protects the primary backup. In this way, the number of addresses is decreased to 3 per node, 

the absolute minimum realizable by the original Not-via only in special topologies (point-to-point rings). What is 

more, in certain cases it is possible to completely eliminate extra addresses. In traditional IP networks, routers have a 

loopback address and a unique address for each interface. Hence, one can use any two interface addresses as the 

primary and the secondary address. Since these addresses are always disseminated by the IGP, other routers can easily 

learn them. Naturally, in this case routers should be addressed via their loopback, otherwise traf- fic destined directly 

to routers would not be protected. While in a conventional IP network this technique removes the need to maintain 

additional not-via addresses, it must be emphasized that it is not applicable to any arbitrary IP network. Namely, IP 

backbones running over unnumbered point-to-point links (e.g., MPLS LSPs) still need to maintain at least two 

additional addresses per router, since interfaces usually don’t have unique IP addresses in such cases. Apart from 

simplifying IP address management, redefining Not-via in terms of redundant trees has another important benefit: it 

removes many of the corner 

 

6 Conclusions 

 

At the moment, Loop Free Alternates seems the best choice for providing fast protection in pure IP and MPLS/LDP 

networks. Enabling LFA is a matter of issuing just a handful of configuration commands on modern routers, and 

this prompted many operators to seriously consider deployment. In this paper, we attempt to help making this 

decision.We study IP fast rerouting (IPFRR) under single-link and single-node failures. The first contribution of this 

work is that the problems are formulated as integer linear programming (ILP), which can be easily extended to 

support various design objectives and constraints. Our second contribution includes two IPFRR schemes that 

guarantee 100% recovery from single-link and single-node failures, respectively. The schemes have low complexity 

and can be easily applied to practical networks to substantially shorten service disruption caused by failures. We 

verify the performance of our schemes in a variety of practical and random topologies and show that the price paid 

for the survivability enhancement is minor. The path lengths, link load and network overall traffic volume 

using our schemes are comparable to those using shortest path route recalculation. 

 

 

7 FUTURE WORK 
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IPFRR illuminates the possibility of building a highly survivable Internet without employing complicated solutions. 

Based on our work, there are several promising research directions. First, it is interesting to study the extension of 

our schemes to deal with multiple failures. Second, combining IPFRR with load balancing could further improve 

the quality of service during failure recovery. Third, it is interesting to bring shared risk link group (SRLG) into the 

design of IPFRR, where multiple links sharing the same fiber are vulnerable to a single physical link failure [24], 

[25]. Finally, our scheme is designed for link-state routing protocols, it is interesting to study the extension of the 

schemes for path-vector routing so as to enhance the survivability of inter-domain routing. 
 

 
 

8 References 
 

1. Atlas, Ed., “U-turn alternates for IP/LDP fast-reroute,” IETF draft- atlas-ip-local-protect-uturn-03, Feb.2006. 

2. Atlas and A. Zinin, Eds., “Basic specification for IP fast reroute: loop- free alternative,” IETF RFC 5286, 

Sept. 2008. 

3. S. S. Lor, R. Ali, and M. Rio, “Recursive loop-free alternates for full protection against transient link 

failures,” in Proc. 2010 IEEE Symp. on Comput. and Commun., pp. 44–49. 

4. Juels and J. Burton S. Kaliski, “Pors: Proofs of retrievability for large files,” in Proc. of CCS’07, Alexandria, 

VA, October 2007, pp. 584–597. 

5. S. Yu, CJ. M. Welch and J. E. Walter, Link Reversal Algorithms. Morgan & Claypool Publishers, 2012. 


