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 Abstract: With the person in a work of low support cloud computing provides a money-related and good at 

producing an effect answer for having the same group support among cloud users. Unfortunately having the same 

knowledge for computers in a more than one or two owner ways while keeping safe facts and making-out right not 

to be public from an untrusted cloud is still a hard question under discussion needing payment to the frequent change 

of the number of persons in a society. In this paper we make an offer a safe multiowner knowledge for computers 

having the same design named Mona for forcefull groups in the cloud by leveraging group sign-mark and forcefull 

send far and wide encryption techniques any cloud user can without name part knowledge for computers with 

others. Meanwhile the place for storing overhead and encryption computation price of our design are independent 

with the number of put an end to users.  In addition we get at the details of the safety of our design with tight facts in 

support of and put examples on view the doing work well of our design in experiments. 

 1 Introduction 

Cloud computing is took as having authority as a that possibly taking place in addition to old and wise information 

technology needing payment to its intrinsic useable thing having the same and low support qualities. In cloud 

computing the cloud public organization givers CSPs such as Amazon are able to hand over different services to 

cloud users with the help of powerful datacenters. By going to another country the nearby facts managers of a 

business systems into cloud computers users can have special rights high quality services and but for important 

money put into business on their nearby basic buildings. 

 One of the most deep services offered by cloud givers is knowledge for computers place for storing. Let us take into 

account an useful facts use a company lets its staffs in the same group or divisions of an organization to store and 

part records in the cloud by making use of the cloud the staffs can be completely given from the needing much care 

nearby knowledge for computers place for storing and support. However it also puts forward an important danger to 

the secretly of those stored records specially the cloud computers managed by cloud givers are not fully law by users 

while the knowledge for computers records stored in the cloud may be sensitive and to be kept secret such as 
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business plans. To special field knowledge for computers right not to be public a basic answer is to encrypt 

knowledge for computers records and then upload the encrypted knowledge for computers into the cloud 

unfortunately designing a good at producing an effect and safe knowledge for computers having the same design for 

groups in the cloud is not a simple, not hard work needing payment to the supporters hard issues. 

 First making-out right not to be public is one of the most important obstacles for the wide placing of cloud 

computing without the give support to (a statement) of making-out right not to be public users may be unwilling to 

join in cloud computing systems because their true identities could be easily disclosed to cloud givers and attackers. 

On the other hand without conditions making-out right not to be public may cause the bad language of right not to 

be public. For example a misbehaved walking stick can trick others in the company by having the same false records 

without being traceable as an outcome of that back-way signs which enables the group manager e.g.,  a company 

manager to give knowledge of the true making-out of a user is also highly desirable. 

 Second it is highly recommended that any part in a group should be able to fully have special rights the facts storing 

and having the same services on condition that by the cloud which is formed as the number times another owner 

ways made a comparison with the single owner ways where only the group manager can store and modify facts in 

the cloud the number times another owner ways is more flexible in useful applications. More concretely each user in 

the group is able to not only read knowledge for computers but also modify his part of facts in the complete 

knowledge for computers text record shared by the company. 

Last but not least groups are normally forcefull in experience e.g., new walking stick taking-part and current worker 

revocation in a company. The changes of number of persons in a society make safe facts having the same greatly 

hard on one hand the name not given system questions new given agreement users to learn the What is in of facts 

records stored before their taking-part because it is not possible for new given agreement users to be in touch with 

name not given facts owners and get the being like (in some way) decryption keys. On the other hand a good at 

producing an effect number of persons in a society revocation apparatus without changing knowledge the secret 

keys of the still in the same way users is also desired to make seem unimportant the being complex of key managers 

of a business. 

Several safety designs for knowledge for computers having the same on untrusted computers have been made an 

offer. In these moves near knowledge for computers owners store the encrypted knowledge for computers records in 

untrusted place for storing and make distribution the being like (in some way) decryption keys only to given 

authority users. Thus not with authority users as well as place for storing computers cannot learn the What is in of 

the facts records because they have no knowledge of the decryption keys. 

However the complex conditions of user taking-part and revocation in these designs are linearly increasing with the 

number of facts owners and the number of put an end to users separately. By frame for events a group with a single 

property Lu et Al made an offer a safe provenance design based on the ciphertext insurance agreement property 

based encryption way of doing which lets any part in a group to part knowledge for computers with others. However 

the question under discussion of user revocation is not made house numbers in their design Yu et Al presented a 

scalable and in very small grains grained facts way in control design in cloud computing based on the key insurance 

agreement property based encryption KP Abe expert way of art and so on unfortunately the single owner ways gets 

in the way of the taking as one's own of their design into the example where any user is given to store and part facts. 

Our contributions to get answer to the questions presented above we make an offer Mona a safe more than one or 

two owner knowledge for computers having the same design for forcefull groups in the cloud the main contributions 

of this paper join. 
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1. We make an offer a safe more than one or two owner knowledge for computers having the same design it 

suggests that any User 3 in the group can safely part knowledge for computers with others by the untrusted 

cloud. 

2. Our made an offer design is able to support forcefull groups with small amount of money specially new 

given agreement users can directly decrypt facts records uploaded before their taking-part without being in 

touch with facts owners user revocation can be easily achieved through a fiction story revocation list 

without changing knowledge the secret keys of the still in the same way users. The size and computation 

overhead of encryption are unchanging and independent with the number of put an end to users. 

3. We make ready safe and privacy-preserving way in control to users, which gives support to (a statement) 

any part in a group to without name make use of the cloud useable thing. In addition, the true identities of 

facts owners can be let be seen by the group manager when disputes come to mind.  

4. We give tight safety observations, and act much simulations to put examples on view the doing work well 

of our design in terms of place for storing and computation overhead. 

2 Related Work 

In, Kallahalla et Al. made an offer a cryptographic place for storing system that enables safe text record having the 

same on untrusted servers, named Plutus. By making separate records into file groups and encrypting each file group 

with a nothing like it file-block key, the facts owner can statement of part-owner the file groups with others through 

giving birth the being like (in some way) lockbox key, where the lockbox key is used to encrypt the file-block keys. 

However, it takes about a weighty key distribution overhead for great-scale text record having the same. In addition, 

the file-block key needs to be changed knowledge and made distribution again for a user revocation.  

In, records stored on the untrusted server join two parts: text record metadata and text record facts. The text record 

metadata suggests the way in control information including a number, order, group, line of encrypted key gets in the 

way, each of which is encrypted under the public key of given authority users. In this way, the size of the text record 

metadata is relation to size to the number of given authority users. The user revocation in the design is an 

unworkable question under discussion especially for great-scale having the same, since the text record metadata 

needs to be changed knowledge. In their addition made account, the NNL making is used for good at producing an 

effect key revocation. However, when a new user joins the group, the private key of each user in a NNL system 

needs to be recomputed, which may limit the application for forcefull groups. Another business house is that the 

computation overhead of encryption linearly increases with the having the same scale.  

Ateniese et Al. leveraged person acting in place of another reencryptions to safe made distribution place for storing. 

Specially, the facts owner encrypts gets in the way of what is in with nothing like it and like in size what is in keys, 

which are further encrypted under a chief public key. For way in control, the server uses person acting in place of 

another cryptography to directly reencrypt the right what is in key (s) from the chief public key to a given agreement 

users public key, unhappily, a collusion attack between the untrusted server and any put an end to bad user can be 

pushed into water, which enables them to learn the decryption keys of all the encrypted gets in the way.  

In, Yu et Al. presented a scalable and fine-grained facts way in control design in cloud computing based on the 

KPABE expert way of art and so on. The facts owner uses a random key to encrypt a text record, where the random 

key is further encrypted with a group of properties using KP-ABE. Then, the group manager gives to a way in 

structure and the being like (in some way) secret key to given authority users, such that a user can only decrypt a 

ciphertext if and only if the facts text record properties free from doubt the way in structure. To get done user 

revocation, the manager delegate’s tasks of knowledge for computers text record reencryption and user secret key 

bring to the current state to cloud servers. However, the single owner ways may make slow the putting into effect of 

applications with the scenario, where any part in a group should be let to store and part knowledge for computers 

records with others. 
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Lu et Al. made an offer a safe provenance design, which is made upon group signatures and cipher text-policy 

attribute-based encryption expert ways of art and so on. Specially, the system in their design is put with a single 

property. Each user gets two keys after the number on a list: a group sign-mark key and a quality key. In this way, 

any user is able to encrypt a facts text record using attribute-based encryption and others in the group can decrypt 

the encrypted knowledge for computers using their quality keys. Meanwhile, the user signs encrypted knowledge for 

computers with her group sign-mark key for right not to be public keeping safe and back-way signs. However, user 

revocation is not supported in their design. 

From the above observations, we can observe that how to safely part knowledge for computers records in a multiple-

owner ways for forcefull groups while keeping safe making-out right not to be public from an untrusted cloud 

remains to be a hard question under discussion. In this paper, we make an offer a new Mona protocol for safe 

knowledge for computers having the same in cloud computing made a comparison with the having existence works, 

Mona offers nothing like it features as takes as guide, example, rule:  

1. Any user in the group can store and part knowledge for computers records with others by the cloud  

2. The encryption being complex and size of cipher texts are independent with the number of put an end to users in 

the system.  

3. User revocation can be achieved without changing knowledge the private keys of the still in the same way users.  

4. A new user can directly decrypt the records stored in the cloud before his taking-part.  

3 SYSTEM MODEL AND DESIGN GOALS  

3.1 System Model 

We give thought to a cloud computing buildings and structure design by putting together with an example that a 

company uses a cloud to give power its staffs in the same group or divisions of an organization to part records. The 

system design to be copied is chiefly of three different things: the cloud, a group manager (i.e., the company 

manager), and a greatly sized number of group members (i.e., the supplies workers) as pictured in Fig. 1.  

Cloud is operated by CSPs and provides priced more than enough place for storing help. However, the cloud is not 

fully law by users since the CSPs are very likely to be outside of the cloud users gave control domain. Similar to, we 

take to be true that the cloud server is upright, true but curious. That is, the cloud server will not maliciously take out 

or modify user facts needing payment to the system of care for trade of knowledge for computers looking over of 

accounts by expert designs, but will attempt to learn the is in of the stored knowledge for computers and the 

identities of cloud users.  

Group manager takes go forward of system parameters complete persons living time, user registration, user 

revocation, and letting be seen the true making-out of a disagreement facts owner. In the given example, the group 

manager is acted by the controlling person of the company, as an outcome of that, we take to be true that the group 

manager is fully law by the other meetings of friends. 

Group members are a group of recorded, listed users that will store their private facts into the cloud computer and 

part them with others in the group. In our example, the staffs play the undertakings of group members. Note that, the 

group number of persons in a society is with motion changed, needing payment to the walking stick resignation and 

new worker taking-part in the company. 
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Fig. 1. System model. 

3.2 Design Goals  

In this part, we make, be moving in the main design goals of the made an offer design including way in control, data 

secretly, anonymity and back-way signs, and doing work well as takes as guide, example, rule:  

Way in control: The thing needed of way in control is twofold. First, group members are able to use the cloud 

useable thing for facts operations. Second, not with authority users cannot way in the cloud useable thing at any 

time, and put an end to users will be unable of using the cloud again once they are put an end to.  

facts secretly: facts secretly has need of that not with authority users including the cloud are unable of learning the 

what is in of the stored knowledge for computers. An important and hard question under discussion for knowledge 

for computers secretly is to support its able to use for forcefull groups. Specially, new users should decrypt the 

knowledge for computers stored in the cloud before their taking-part, and put an end to users are unable to decrypt 

the knowledge for computers moved into the cloud after the revocation.  

Anonymity and back-way signs: Anonymity gives support to (a statement) that group members can way in the cloud 

without letting be seen the true making-out. Although anonymity represents a working well system of care for trade 

for user making-out, it also puts forward a possible & unused quality inside attack danger to the system. For 

example, an inside attacker may store and part a mendacious information to forming of word from another important 

help. In this way, to do the inside attack, the group manager should have the power to give knowledge of the true 

identities of facts owners.  

Doing work well: The doing work well is formed as takes as guide, example, rule: Any group member can store and 

part knowledge for computers records with others in the group by the cloud. User revocation can be achieved 

without getting mixed in trouble the still in the same way users. That is, the still in the same way users do not need 

to bring to the current state their private keys or reencryption operations. New given agreement users can learn all 

the what is in facts records stored before his taking-part without being in touch with the facts owner.  

4 THE PROPOSED SCHEME: MONA 

4.1 Overview  

To get done safe facts having the same for forcefull groups in the cloud, we hope for to trading group the group 

sign-mark and forcefull send far and wide encryption expert ways of art and so on. specially, the group sign-mark 

design enables users to without name use the cloud useable things, and the forcefull send far and wide encryption 

way of doing lets facts owners to safely part their knowledge for computers records with others including new 

joining users.  
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Unhappily, each user has to work out revocation parameters to keep safe (out of danger) the secretly from the put an 

end to users in the forcefull send far and wide encryption design, which results in that both the computation 

overhead of the encryption and the size of the cipher text increase with the number of put an end to users. In this 

way, the weighty overhead and greatly sized cipher text size may make slow the taking as one's own of the send far 

and wide encryption design to capacity-limited users. 

To apparatus this hard question under discussion, we let the group manager work out the revocation parameters and 

make the outcome public ready (to be used) by going to another country them into the cloud. Such a design can 

importantly get changed to other form the computation overhead of users to encrypt records and the cipher text size. 

Specially, the computation overhead of users for encryption operations and the cipher text size are unchanging and 

independent of the revocation users. 

4.2.1 System Initialization 

The group manager takes charge of system initialization as follows: 

• Generating a bilinear map group system S= (q,G1,G2,e(.,.)). 

 

 

 

 

Table 1 

         Revocation List 

IDgroup  A1 x1 t1 P1 

  A2 x2 t2 P2 

  . . . . 

  Ar xr tr Pr Zr tRL sig(RL) 

 

• Selecting two random elements H,H0 ε G1 along with two random numbers ξ1, ξ2 Z
*

q  and computing U = 

ξ
-1

1H and V = ξ
-1

2H ε G1  such that ξ1. U = ξ2. V = H.  In addition, the group manager computes H1=ξ1H0 

and H2=ξ2H0 ε G1. 

• Randomly choosing two elements P,G ε G1 and a number � ε Z
*

q , and computing W =  �.P, Y=	�.G and Z 

= e(G,P), respectively. 

• Publishing the system parameters including (S,P,H,H0,H1,H2,U,V,W,Y,Z,f,f1,Enc()), where f is a one-way 

hash function: {0,1}* → Z
*

q; f1 is hash function: {0,1}
*
 → G1; and Enck() is a secure symmetric encryption 

algorithm with secret key k.  

In the end, the parameter (�,ξ1,ξ2,G) will be kept secret as the master key of the group manager.  

  Ai = 
�

����
. 
	� G1    

  Bi = 
��

�	���
.	G ε G1   (1) 

Then, the group manager adds (Ai,xi, Idi ) into the group user list, which will be used in the traceability phase. After 

the registration, user i obtains a private key (xi,Ai,Bi) , which will be used for group signature generation and file 

decryption. 

 

4.2.2 User Registration 

For the the number on a list of user i with making-out IDi, the group manager as by chance selects a number xi ε Z
*

q 

and works out Ai,Bi as the supporters equation; 
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Then, the group manager makes an addition (Ai,xi,Idi) into the group user list, which will be used in the back-way 

signs phase. After the the number on a list, user i gets a private key (xi,Ai,Bi), which will be used for group sign-

mark producing and text record decryption.  

4.2.3 User Revocation  

User revocation is did by the group manager via a public ready (to be used) revocation list RL, based on which 

group members can encrypt their facts records and make certain the secretly against the put an end to users. As 

pictured in Table 1, the revocation list is represented by a number, order, group, line of time stamps (t1 < t2 <; : : : ; 

tr). Let IDgroup be the sign of the group making-out. The tuple (Ai,xi,ti) represents that user i with the one-sided 

private key (Ai,xi) is put an end to at times ti. P1,P2, …,Pr and Zr are worked out by the group manager with the 

private secret  �	 as takes as guide, example, rule:  

 

was the reason for by the verifiable answer apparatus in , to be responsible for that users get the latest account of the 

revocation list, we let the group food boxes for animals report the revocation list each day even no user has being 

put an end to in the day. In other words, the others can make certain of the freshness of the revocation list from the 

had within current day tRL. In addition, the revocation list is limited by a sign-mark sigRL to say as without doubt its 

having good (reason, argument). The sign-mark is produced by the group manager with the BLS sign-mark 

algorithm, i.e., sig(RL) = � f1(RL) at last, the group manager goes to another country the revocation list into the 

cloud for public use.  

5 Conclusion 

In this paper, we design a safe facts having the same design, Mona, for forcefull groups in an untrusted cloud. In 

Mona, a user is able to part knowledge for computers with others in the group without letting be seen making-out 

right not to be public to the cloud. In addition, Mona supports good at producing an effect user revocation and new 

user joining. More specially, good at producing an effect user revocation can be achieved through a public 

revocation list without changing knowledge the private keys of the still in the same way users, and new users can 

directly decrypt records stored in the cloud before their taking-part. In addition, the place for storing overhead and 

the encryption computation price are unchanging, much observations make clear to that our made an offer design 

free from doubt the desired safety requirements and gives support to (a statement) doing work well as well.  
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