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Abstract 

The popularity of mobile social network devices (MSN) has created more impact on present generation, usage of 

these hand held devices drastically increasing day to day .Keeping on this in mind there is a need of new protocol’s 

and applications are to be developed for mobility devices like Mobiles, Tabs and other hand held devices. In 

addition to mobility, another defining characteristic of mobile systems is user social interaction. In social 

communication, not assuring proper security for the user profile while they are communicating with each other. i.e., 

the personal information is opened to all and this may cause different problems. The purpose of this paper is to 

explore more privacy by providing technique called profile matching concept while accessing social networking 

sites like Facebook, Twitter, LinkedIn and other social networks. The comparison between two user profiles 

matching i.e., initiator/responder based on profile attributes those are considered as hidden secrets of user profile. 

Profile matching refers to two users comparing their personal profiles. It, however, conflicts with users’ growing 

privacy concerns about disclosing their personal profiles to complete strangers.  
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1. Introduction  

Over the past years Online Social Networks (OSNs) steadily have been growing and become everywhere in the 

internet which greatly improves social connectivity. Presently we are living in a mobile device dependent society 

most people would it difficult to leave without a mobile phone, with the help of smart phones and the recent 

availability of open mobile platforms, we believe that the convergence of distributed content sharing in OSNs. New 

services for mobile phones have been developed in many OSN sites. For example, Facebook claimed to have more 

than 150 million mobile users and more than 200 mobile operations in 60 countries working to deploy and promote 

Facebook mobile products. In mobile social networking where individuals having some similar interests connect 

with each other through their mobile/tablet. They form virtual communities like Facebook, Twitter, and LinkedIn 

etc. What makes social network sites unique is not that they allow individuals to meet strangers, but rather that they 

enable users to articulate and make visible their social networks. On many of the large social networks (SNS), 

participants are not necessarily "networking" or looking to meet new people; instead, they are primarily 

communicating with people who are already a part of their extended social network. Mobile Social Network 

Applications Users can, not only surf the internet but also communicate with peers [6][7] using short-range wireless 

communications. Users may subscribe to a news-feed, a blog, or a service that monitors stock prices, traffic 

congestion etc. OSNs allow their users to upload multimedia content, communicate and share various information. 

To emphasize this articulated social network as a critical organizing feature of these sites, we label them "social 

network sites. “Some web-based SNSs support limited mobile interactions (e.g., Facebook, MySpace, and Cyworld). 

Profiles on OSNs can be downloaded and stored by third parties, creating a digital dossier of personal data. This 

may cause huge effect on user profile data Users are putting themselves at risk both offline (e.g. stalking) and online 

(e.g. identity theft). To overcome such situations here we are providing technique called profile matching Concept.  

Profile matching means two users comparing their personal profiles and is often the first step towards effective 

MSN. It, however, conflicts with users’ growing privacy [8] concerns about disclosing their personal profiles to 

complete strangers before deciding to interact with them. Our protocols enable two users to perform profile 

matching without disclosing any information about their profiles beyond the comparison result making new 

connections according to personal preferences is a crucial service in mobile social networking. 

 

2. Literature Review: 

The following is the text from the scholarly papers, which helped in understanding and analyzing the background of 

the system. The authors here, formulated the many issues, these include many theoretical and research perspectives. 

Complete references are summarized in the ‘References’ chapter. 

Rui Zhang,” Privacy-Preserving Profile Matching for Proximity-based Mobile Social Networking”[1] 

This paper tackles this open challenge by designing a suite of novel fine-grained private matching protocols. Our 

protocols enable two users to perform profile matching without disclosing any information about their profiles 

beyond the comparison result. 

Ms Deepa Kale,"Review Paper on Secure Profile Matching and Privacy Preserving In Mobile Social 

Network"[2] 
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However in this paper we create a profile matching application which helps user to find the people whose profile 

best matches with others people. In this paper we propose the security protocol which helps from profiling, and we 

have tried to increase the privacy so that less information about the user profile is revealed. 

Social networking makes digital communication technologies sharpening tools for extending the social circle of 

people in smart phones [1]. Profile matching application which helps user to find the people whose profile best 

matches with others people [2].It enables two users to perform profile matching without disclosing any information 

about their profiles beyond the comparison result [3].For such services, usually all the users publish their profiles 

completely for others to search. However, in many mobile applications, the users’ personal profiles contain sensitive 

information that they do not want to make public. Initiating user A can find from a group of people the one who best 

matches with his/her desired attributes, but the actual set of matching attributes between A and any other user is 

hidden from all participants, so that the attacker’s capability to profile users is much limited [4].Profile matching in 

social networks, which helps to identify a particular person who has multiple social networking accounts and map 

his/her profile’s attribute values with others in the same network to make a search of friends easier. It is a way to 

make connections, not only people with us, but with friends whom we know but are not met several years. Social 

networking is a way that helps many people feels as though they belong to a community. Social networks offer to 

users interesting means and ways to connect, communicate, and share information with other members within their 

platforms [5]. 

After studying many research papers and dialy usage experience of social networking, identified many 

vulanarabilities. This proposed system over comes many vulenarabilities related with privacy and preservation. 

Using profile matching technique many advanced features are added in the system like performing the task of profile 

matching between the two users by sharing their individual updates and creates values like attributes, sharing of 

attributes and assigning threshold values.  

 

3. Methodology:  

Initiator/Responder profile matching technique in mobile social networks (MSNs) is used to prove i.e., providing 

more privacy and security to the user’s profile. Proposed an explicit Comparison-based Profile Matching  protocol 

(eCPM) which runs between two parties, an initiator and a responder. The eCPM enables the initiator to obtain the 

comparison-based matching result about a specified attribute in their profiles, so because of this the other user 

nothing but initiator/responder can able to compare his/her profile with the existed user.  Proposed an implicit 

Comparison-based Profile Matching protocol (iCPM) which allows the initiator to directly obtain some messages 

instead of the comparison result from the responder[9]. The messages sent by a user which is unrelated to the user 

profile can be divided into multiple categories by the responder. The initiator implicitly chooses the interested 

category which is unknown to the responder. Two messages in each category are prepared by the responder, and 

only one message can be obtained by the initiator according to the comparison result on a single attribute. We 

further generalize the iCPM[10][11] to an implicit Predicate-based Profile Matching protocol (iPPM) which allows 

complex comparison criteria spanning multiple attributes. The anonymity analysis shows all these protocols achieve 

the confidentiality of user profiles. In addition, the eCPM reveals the comparison result to the initiator and provides 
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only conditional anonymity; the iCPM and the iPPM do not reveal the result at all and provide full anonymity. Here 

analyzed the communication overhead and the anonymity strength of the protocols. The details of these protocols 

are shown in Fig.1. 

 

        Fig. 1 working process of profile matching protocol. 

 

Mobile social networks (MSNs): 

Now a day’s mobile social networks having a huge growth and usability in present smart world. Each and every 

person making friends, relationships, business development, promotions, online marketing, and so many useful 

things through mobile social networks. 

Initiator/Responder: 

Initiator/responder who creates an account, login with his/her personal authentication and making a comparison 

between two personal profiles using profile matching technique. 

Personal profile: 

Every user those who having an account in social networks they create their own personal profile which may contain 

sensitive data. while they using social networks in mobile it may cause threat and having an chance of threats to 

privacy that arise when users lack a sense of privacy awareness and concern when accessing social networking sites. 

Update Attributes: 

After creating a personal profile we must update attributes it enables the initiator to obtain the comparison-based 

matching result about a specified attribute in their profiles. 

Share Attributes: 
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Here we are sharing the attributes in order to perform the task of profile matching by sharing the attributes we can 

able to publish our profile for others to search by the attributes comparison. 

 

 

Assign threshold value: 

After sharing the attribute values we need to assign the threshold value for those shared attributes. Threshold values 

are nothing but that allows the initiator to know comparison result, i.e., whether it has a larger, equal, or smaller 

value than the responder on the attribute. Due to the exposure of the comparison result, user profile will be leaked 

and linked in some conditions and provide a numerical analysis on the conditional anonymity of the user profile. 

Flowchart: 

The methodology of this proposed system clearly discussed step by step in the following Fig.2 

 

Fig. 2 Sequence steps for user profile matching 

The above Fig.2 clearly shows the sequence of steps for user profile matching. There are so many mandatory and 

necessary things to be updated by the each and every user those who wants to perform the comparison of their 

profiles. Creation of new profile need to done first, for that newly created profile we must assume and create the 

attribute values. Following by those we have to perform the further step of sharing attributes and assigning threshold 
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values. The creation of attribute values keeps the user to perform the mechanism of profile matching. By assigning 

the threshold values only it varies and shares the user attribute with another user to compare their individual profiles 

for profile matching. When the user browsed other user’s Profile, Which the user profile is completely visible to him 

only when the majority attribute values are matched depends upon their assigned threshold value. Send 

Request/message, User interaction/communication takes place. If Attribute values are not matched the profile is not 

completely shown. No user interaction/communication, User profile is fully anonymous. 

 

4. Results:  

Proposed system defines the profile matching between the two users by sharing their individual updates and created 

values those are nothing but attribute values, sharing of attributes, assigning threshold values.Here the one user 

satisfies the criteria of the another user then the user details will be shown the matched content only and the 

remaining things will be anonymous to the user. In this way we providing the security for the user profile data and 

also providing an interaction with the available user in the mobile social networks. 

 

Fig. 3 profile comparison between two profiles 

 

The above Fig. 3 shows initiator/responder profile comparison between two profiles and representing in pie chat. 

Here we can able to view the user profile if all the necessary things are satisfied If not the user profile is fully 

anonymous. 
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Fig. 4 user profile secrets shown /Anonymous 

The above Fig.4shows initiator/responder can view the full profile if all the given criteria’s are satisfied, so that the 

user can able to send request /message. Further user interaction /communication may takes place  

 

5. Conclusions: 

This paper investigated a unique comparison-based profile matching problem in Mobile Social Networks (MSNs), 

and proposed novel protocols to solve it. The explicit Comparison based Profile Matching (eCPM) protocol provides 

conditional anonymity. It reveals the comparison result to the initiator. In future work,the responder needs to 

transmit the threshold value of the predicate to the initiator, which may reveal partial information of the responder‘s 

interest. Restricting the disclosure of such parameter will be of significance for advancing comparison-based family 

of profile matching protocols and warrants deep investigation.  
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