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Abstract 
In recent years several tools based on machine learning have been incorporated in security related tasks involving 

classification, such as network intrusion detection, fraud detection, spam filtering, biometrics and multimedia forensics. 

Measuring the security performance of these classifiers is an essential part for facilitating decision making, determining 

the viability of the product, or for comparing multiple classifiers. Pattern classification systems are commonly used in 

adversarial applications, like biometric authentication, network intrusion detection, and spam filtering, in which data 

can be purposely manipulated by humans to undermine their operation.  This adversarial scenario is not taken into 

account by classical design methods. A framework is used for evaluation of classifier security that formalizes and 

generalizes the training and testing datasets. Security evaluation can provide a more complete understanding of the 

classifier’s behavior in adversarial environments, and lead to better design choices. 

 

Keywords: Pattern classification, adversarial classification, performance evaluation, security evaluation, 

robustness evaluation. 

 

1. Introduction 

Pattern classification systems based on machine learning algorithms are commonly used in security-related 

applications like biometric authentication, network intrusion detection, and spam filtering, to discriminate 

between a “legitimate “and a “malicious” pattern class. These applications have an intrinsic adversarial 

nature since the input data can be purposely manipulated by an intelligent and adaptive adversary to 

undermine classifier operation. But, pattern classification systems based on classical theory and design 

methods do not take into account adversarial settings. Three main open issues can be identified: i) 

Analyzing the vulnerabilities of classification algorithms, and the corresponding attacks [2];ii) developing 

novel methods to assess classifier security against these attacks, which is not possible using classical 

performance evaluation methods[1]; iii) developing novel design methods to guarantee classifier security in 

adversarial environments. 

 

2. Designing a Practical Methodology 

In this section we focus on designing a practical methodology for dealing with attackers. We propose the 

use of a framework that includes the steps that the designer of a pattern classifier should take to evaluate its 

security using framework, for each attack scenario of interest. 
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1) Attack Scenario: The attack scenario should be defined at the conceptual level by making specific 

assumptions on-the goal, knowledge,  capability of the adversary, and defining the corresponding attack 

strategy. 

2) Data model: a corresponding model of the data distribution. 

3) Construction of Training (TR) and Testing (TS) datasets: a method for generating training and testing 

sets that are representative of the data distribution. 

4) Performance evaluation: training and testing sets are used for empirical performance evaluation. 

 
Fig -1: A Framework for Empirical Evaluation Of 

Classifiers Security 

 

3. Overview of Application Examples 

3.1 Biometric System 

Biometric systems have been found to be useful tools for person identification and verification. A biometric 

characteristic is any physiological or behavioral trait of a person that can be used to distinguish that person 

from other people. The problem with any human trait that meets these criteria is in the performance, 

acceptability, and circumvention of the biometric feature. Performance is an issue resulting mainly from the 

combination of lack of variability in the biometric trait, noise in the sensor data due to environmental 

factors, and robustness of the matching algorithm. Acceptability indicates how willing the client pool will 

be to use the biometric identifier regularly. Circumvention is the possibility of a non-client (impostor) 

getting past the system using deceptive methods.  

3.2 Network Intrusion Detection 

Intrusion detection systems analyze network traffic to pre-vent and detect malicious activities like intrusion 

attempts, port scans, and denial-of-service attacks. When suspected malicious traffic is detected, an alarm is 

raised by the IDS and subsequently handled by the system administrator. Two main kinds of IDSs exist: 

misuse detectors and anomaly-based ones. Misuse detectors match the analyzed network traffic against a 

database of signatures of known malicious activities. The main drawback is that they are not able to detect 

never-before-seen malicious activities, or even variants of known ones. To overcome this issue, anomaly-

based detectors have been proposed. They build a statistical model of the normal traffic using machine 

learning techniques, usually one-class classifiers, and raise an alarm when anomalous traffic is detected. 

3.3 Spam Filtering 

Spam filtering software has gained popularity due to its relative accuracy and ease of deployment [3]. With 

its roots in text classification research, spam filtering software seeks to answer the question “Whether the 

message x is spam or not?” The means by which this question is addressed varies upon the type of 
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classification algorithm in place. While the categorization method differs between statistical filters, their 

basic functionality is similar. The basic model is often known as the bag of words (multinomial) or 

multivariate model. Essentially, a document is distilled into a set of features such as words, phrases, meta-

data, etc. This set of features can then be represented as a vector whose components are Boolean 

(multivariate) or real values (multinomial). One should note that with this model the ordering of features is 

ignored. Classification algorithm uses the feature vector as a basis upon which the document is judged. The 

usage of the feature vector varies between classification methods. In this example, we focus on model 

selection. We assume that the designer wants to choose between a support vector machine (SVM) with a 

linear kernel, and a logistic regression (LR) linear classifier. He also wants to choose a feature subset, 

among all the words occurring in training emails. A set D of legitimate and spam emails is available for this 

purpose. We assume that the designer wants to evaluate not only classifier accuracy in the absence of 

attacks, as in the classical design scenario, but also its security against the well-known bad word 

obfuscation (BWO) and good word insertion (GWI) attacks. They consist of modifying spam emails by 

inserting “good words” that are likely to appear in legitimate emails, and by obfuscating “bad words” that 

are typically present in spam. 

4. Proposed System to Revise the Performance Evaluation Design Step 

Naive Bayes Spam filtering: We are going to use Naïve Bayes algorithm for classification purpose instead 

of SVM.Naive Bayes classifiers are a popular arithmetical technique of e-mail filtering. They typically use 

bag of words features to identify spam e-mail, an approach generally used in text classification. Naive 

Bayes classifiers work by correlating the use of tokens (typically words, or sometimes other things), with 

spam and non-spam e-mails and then using Bayesian suggestion to calculate a probability that an email is 

or is not junk. Naive Bayes spam filtering is a baseline method for dealing with spam that can tailor itself to 

the electronic mail needs of individual users and give low false positive spam detection rates that are 

normally acceptable to users. Naïve Bayes reduces time complexity. 

5. Conclusions 

In this paper we focused on empirical security evaluation of pattern classifiers that have to be deployed in 

adversarial environments, and proposed how to revise the classical performance evaluation design step, It is 

grounded on a formal model of the adversary, and on a model of data distribution that can represent all the 

attacks; provides a systematic method for the generation of training and testing sets that enables security 

evaluation. 

 

References 
[1]A.A. C_ardenas and J.S. Baras, “Evaluation of Classifiers: Practical Considerations for Security 

Applications,” Proc. AAAI Workshop Evaluation Methods for Machine Learning, 2006. 

[2]M. Barreno, B. Nelson, A. Joseph, and J. Tygar, “The Security of Machine Learning,” Machine 

Learning, vol. 81, pp. 121-148, 2010. 

[3] G.L. Wittel and S.F. Wu, “On Attacking Statistical Spam Filters,”Proc. First Conf. Email and Anti-

Spam, 2004. 

 

 


