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Abstract- A fruitful direction for future infrastructure in networks has become more less powerful to work in their 

own ; Human being intervention is requird to in the cyber processing of decision making process to support 
capabilities to develop frutiful real-time network-wide control and management Access. This modification include 
decision making capabilities to  hold promise for effective results in  the  network Evalution, but at the same 

movement serves to further intertwine cyber and physical resources, and so requires management design for truly 
cyber-physical systems/networks which it is subject to uncertainties, we have been pursuing development of a new 
control-theoretic framework for network security and vulnerability. In this paper, the proposed framework to put 
forth concrete definitions for security , for a class of models that can represent dynamics of numerous cyber-physical 

networks of interest: namely, dynamical network spread models. These security and discoverability definitions 

capture whether or not, and to what extent, a stakeholder can infer the temporal dynamics of the spread from 
localized and noisy measurements. And then we equivalence these security and security-level definitions to the 
control-theoretic notions of observability and optimal estimation, and so obtain explicit algebraic and spectral 

conditions for security and analyses of the security level. Further drawing on graph-theory constructs, a series of 

graphical conditions for security, as well as characterizations of security levels, are derived. As the enhancing the 
future work, security and vulnerability concepts is needed and these are confident that the graph-theoretic 
characterizations of security can be enhanced to characterize vulnerability. 
 
Keywords:  Network layers, the cyber resources,Layerof MAC . 
 

1. Introduction 
 

As infrastructure networks (e.g., Transportation, Power, and Health-care systems) become more complex 
and are forced to operate near their limits, Human operators increasingly require cyber-decision-support capabilities 

to develop effective real- time network-wide control and management strategies. Development of such decision 

support capabilities hold promise for significantly improving network performance, but at the same time servers to 

further be twisted together cyber and physical resources, and so requires management design for truly cyber-physical 

systems/networks. For instance, In the US air transportation system, there is an effort underway to automate strategic 
flow management, a process which is currently entirely manual; such automation holds promise to significantly 

improve performance, but at the same time makes traffic management dependent on cyber-capabilities and tools  

than human experience. Even physical networks that are not hardwired to a cyber-system are increasingly 

interconnected to cyber - resources: for instance, Disease transmission in agricultural systems among groups of 
animals (e.g., among cattle herds) is increasingly monitored and treated using cyber-resources. Thus, Decision 

support design increasingly requires consideration of interfaced cyber and physical networks. 
 

A primary challenge in developing these decision-support capabilities is that both the physical- and cyber 

components of these infrastructure networks are subject to significant 1) environmental unambiguously and 2) 
deliberate adversarial conduct, at the temporal and spatial scales that must be considered for decision making. The 
impacts of such uncertainties and adversarial behaviors in large-scale infrastructures are difficult to discover, 
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because they have complicated consequences both on information flow in the cyber-world and tangible dynamics in 

the physical world. Thus, as a step toward developing decision-support capabilities, tools for modeling and 
evaluating uncertainties and adversarial conduct in cyber-physical systems are needed. 
 

Motivated by this need, researchers from several fields have begun to develop techniques for modeling and 
resolving disturbances in particular cyber-physical systems. In our recent work [1], we have put forth a general 

control theoretic framework for evaluating disturbances to cyber physical networks, that includes 1) holistic 

definitions for security and vulnerability; 2) broadly applicable models for natural adversaries (uncertainties), 

sentient adversaries, and their interactions with system planners; and 3) pointers to network control theory tools that 

may help to evaluate security/vulnerability according to these definitions. In developing the framework, we 

conceptualize adversaries as seeking to estimate and/or actuate the physical dynamics of the networks, through 
measurement or modification of only a few network components at the cyber or the physical level. As such, it is our 

viewpoint that the adversary’s ability to estimate actuate a network’s physical dynamics is critically dependent 

on its topology or graph structure, and that understanding this dependence is central to mitigating the adversarial 

behavior. We thus propose to use abstract yet produce linear dynamical network models, i.e., dynamical models 

specified on a graph, for the physical and information-flow dynamics of a network. Security and vulnerability are 

defined thereof, as an adversary’s ability to estimate and actuate crucial aspects of the network dynamics, 
respectively, using localized measurements stimulations. It is further noted that a system planner’s complementing 

each other efforts to discover and mitigate adversarial behavior or other disturbances/transients in a network, which 

we might call discoverability and recoverability, respectively is dual to the adversary’s conduct, in the sense that 

the planner also must exploit the network’s topology to estimate and actuate its dynamics in this case. 
 

The purpose of this paper is to develop concrete graph theoretic characterizations of security and also 

discoverability for a canonical model for network dynamics , that can inform decision-support design for the 
infrastructure networks. The particular model that we focus on is a representation for spread in networks that has 
been widely used to represent biological and computer-virus propagation as well as information flow through gossip. 
We focus on this canonical case, which is a specific instance of the broad class of network models considered in [1], 

because the analyses are specifically applicable to current infrastructure- network applications yet simple and 
general enough to yield representative insights into the connection between the network topology and 
security/discoverability. For this canonical spread model, we first motivate the need for securing the dynamics from 
sentient adversaries, and (complementarily) for allowing discovery of the dynamics by system operators and other 

benign actors. We then characterize the security of asymptotic and worker aspects of the state dynamics, in terms of 

the network’s graph topology and the adversary’s observation location. Specifically, characterizations of three 
types are pursued, using a combination of distributed algorithms, control theory, and algebraic-graph-theory 

techniques: 1. Identification of classes of graphs that either easily permit or do not permit estimation, i.e., for which 
the network dynamics are not or are secure. 2. Determination of locations within a network that are or are not secure. 
3. Characterization of alterations to the graph that improve or destroy security. 

  
 

2. Existing Method 
 

A primary challenge in developing these decision-support capabilities is that both the physical- and cyber 
components of these infrastructure networks are subject to significant 1) environmental uncertainty and 2) deliberate 
adversarial conduct, at the temporal and spatial scales that must be considered for decision making. The impacts of 

such uncertainties and adversarial behaviors in large-scale infrastructures are difficult to ascertain, because they have 
complicated consequences both on information flow in the Cyber-world and definite dynamics in the physical world. 

Thus, as a step toward developing decision-support capabilities, tools for modeling and evaluating uncertainties and 
adversarial conduct in cyber-physical systems are needed.  
 

3. Proposed Method 
 
The graph-theoretic characterizations have been obtained and it can help in allocating resources and managing 
infrastructures to achieve security and discoverability The proposed framework to state concrete definitions for 
security and discoverability, for a class of models that can represent dynamics of numerous cyber-physical networks 
of interest: namely, dynamical network spread models. The graph-theoretic characterizations of security can be 
enhanced to characterize vulnerability. 
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4. Algorithms  

 
4.1 Access Control Topology 
 

Access control decisions are made by comparing the credential to an access control list. This look- up can 
be done by a host or server, by an access control panel, or by a reader. The development of access control systems 
has seen a steady push of the look-up out from a central host to the edge of the system, or the reader. The 

predominant topology circa 2009 is hub and spoke with a control panel as the hub, and the readers as the spokes. 
The look- up and control functions are by the control panel. The spokes communicate through a serial connection. 

Some manufactures are pushing the decision making to the edge by placing a controller at the door. The controllers 
are IP enabled, and connect to a host and database using standard networks 
 
4.2 Serial Controllers 
 

Controllers are connected to a host PC via a serial RS-485 communication line . External RS-232/485 
converters or internal RS-485 cards have to be installed, as standard PCs do not have RS-485 communication ports. 
 
 

4.3 Serial Main And Sub -Controllers 

 
All door hardware is connected to sub-controllers. Sub-controllers usually do not make access decisions, 

and instead forward all requests to the main controllers. Main controllers usually support from 16 to 32 sub-
controllers 

 

4.4 Serial Main Controllers & Intelligent Reader 

 

All door hardware is connected directly to intelligent or semi- intelligent readers. Readers usually do not 
make access decisions, and forward all requests to the main controller. Only if the connection to the main controller 
is unavailable, will the readers use their internal database to make access decisions and record events. Semi-
intelligent reader that have no database and cannot function without the main controller should be used only in areas 
that do not require high security. Main controllers usually support from 16 to 64 readers. All advantages and 
disadvantages are the same as the ones listed in the second paragraph 
 
4.5 Serial Controllers With Terminal Servers 

 
In spite of the fast development and increasing use of computer networks, access control manufacturers 

remained conservative, and did not rush to introduce network-enabled products. When pressed for solutions with 
network connectivity, many chose the option requiring less efforts: addition of a terminal server, a device that 
converts serial data for transmission via LAN or WAN 
 
4.6 Network-Enabled Main Controllers 
 

The topology is nearly the same as described in the second and third paragraphs. The same advantages and 
disadvantages apply, but the on-board network interface offers a couple of valuable improvements. Transmission of 
configuration and user data to the main controllers is faster, and may be done in parallel. This makes the system 
more responsive, and does not interrupt normal operations. No special hardware is required in order to achieve 
superfluous host PC setup: in the case that the primary host PC fails, the secondary host PC may start polling 
network controllers. The disadvantages introduced by terminal servers (listed in the fourth paragraph) are also 
eliminated 
 
4.7 IP Controllers 
 

Controllers are connected to a host PC via Ethernet LAN or WAN 
 
4.8 IP Readers 
 

Readers are connected to a host PC via Ethernet LAN or WAN 
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5. Access Control System Operation 
 

When a credential is presented to a reader, the reader sends the credential’s information, usually a 

number, to a control panel, a highly reliable processor. The control panel compares the credential's number to an 

access control list, grants or denies the presented request, and sends a transaction log to a database. When access is 

allow to someone based on the access control list, the door remains locked. If there is a match between the credential 

and the access control list, the control panel operates a relay that in turn unlocks the door. The control panel also 

ignores a door open signal to prevent an alarm. Often the reader provides feedback, such as a flashing red LED for 

an access denied and a flashing green LED for an access granted. The above description illustrates a single factor 

transaction. Credentials can be passed around, thus subverting the access control list. For example, Alice has access 

rights to the server room, but Bob does not. Alice either gives Bob her credential, or Bob takes it; he now has access 

to the server room. To prevent this, two-factor authentication can be used. In a two factor transaction, the presented 

credential and a second factor are needed for access to be granted; another factor can be a PIN, a second credential, 

operator intervention, or a biometric input 

 

There are three types (factors) of authenticating information: 

 

1. something the  user  knows,  e.g.  a password, PIN  

2. something  the  user  has,  such  as smart card  
3. something   the   user   is,   such   as fingerprint, verified by biometric measurement  

 

Passwords are a common means of verifying a user's identity before access is given to information systems. In 

addition, a fourth factor of authentication is now recognized: someone you know, whereby another person who 

knows you can provide a human element of authentication in situations where systems have been set up to allow for 

such scenarios. For example, a user may have their password, but have forgotten their smart card. In such a scenario, 

if the user is known to designated cohorts, the cohorts may provide their smart card and password, in combination 

with the surviving factor of the user in question, and thus provide two factors for the user with the missing 

credential, giving three factors overall to allow access 

 

6. Access Control Policy 

For an example: a person will uselimited amount of data only use to access. Suppose the stake holder (admin) can 

access the data then access control policy will provide the secret key to that the particular admin. After that, the 

admin will enter the key and further he can access more data 
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7. Conclusions 
 
We have presented the current status of the field of secure control. We identified some unique properties that these 
systems have in comparison to traditional IT systems and proposed some new research challenges based on the 
physical models of the process being controlled. Our research challenges are mainly unsolved and we believe that 
future research in these areas can provide an additional level of security to control systems. 
 
While we have not presented a model of a real system in this paper, it is important to emphasize the need for 
realistic models of physical systems. We are currently experimenting our research directions with three systems: a 
water canal system, a water distribution network, and a chemical reactor plant. Only by experimenting and 
simulating realistic infrastructures will our theoretical methods be validated. 
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