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Abstract— In past few years the data transmission is insecure because of attacks by intruder or attacker. Which is a 

method of writing hidden, messages apart from the sender and receiver in such a way that no one, suspects the existence of 

the message, a form of security through obscurity. Audio steganography is the method of hiding the data in form of secret 

information by concealing it into another medium such as audio file. In this paper we are dealing different types of audio 

stenographic methods, its future work. In audio stenography system secret message are embedded in digital sound. 

Embedded the secret message in WAN.AU and even MP3 MP4 sound files. the audio steganography is more secure 

approach the project encrypt the message using secret key and then send it to the receiver. The receiver then decrypts the 

message to get the original message. 
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Introduction 

Steganography is the technique of encrypting a file, message, image, or video within another file, message, image, or video. The 

word steganography is a Greek words steganos, meaning "covered, concealed, or protected", and graphene meaning "writing". 

Steganography is the method of covering and hiding messages in a medium called a cipher text. Steganography is nothing but 

concept of cryptography which is used to hide message under another message which is not visible to third party. If a good   

cipher is used, it is likely that no one, not even a government entity, will be able to read it. This is where steganography comes in.  

 

Audio Steganography 

Hiding the messages into digital sound is called as audio Steganography. It is a more difficult process than embedding  

messages in other media. Using audio steganography uses can hide the message in MP3 like sound files. The Human auditory 

system (HAS) has the feature to get exploited in the process of audio Steganography. Auditory perception uses critical band 

analysis in the inner ear where a frequency to location transformation takes place along the basilar membrane. Received sound’s 

power spectra is not represented on a linear frequency scale but on limited frequency bands called critical bands 

 

PROPOSED SYSTEM 

 

To hide data secretly in the audio file there are few techniques introduced earlier. The lists of methods are: 

• LSB Coding 

• Phase Coding 
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Figure 1. Steganography Application Scenario 

 

The use of steganography application is to hide the different types of data within a cover file. The resulting stego applications do 

contain the hidden information, although it is virtually identical to the cover file. 

 
Figure2. Block diagram for audio Steganography  

 

This figure shows the block diagram of audio steganography.  The objective is to send messages from sender toward the receiver. 

The sender sends the data in encrypted format. And at the receiver side receiver do the decryption of that message to achieve the 

original message. That message is embedded in audio. For that we had used DES (Data Encryption System) algorithm.  

Considering the privacy issues we are provided one public key. To the sender side and the receiver side that key is STEGO KEY. 

Fig.2 represents the block diagram of a secure steganographic system. Source messages can be images, texts, video, etc.  

 

The parts of steganographic system are: 

 

Emb: The data to be embedded. 

Cover: The file in which data will be embedded. 

Stego: A renewed version of cover that contains the    embedded message. 

Key: Secret data which is required for the embedding and getting the original data and must be known to both, the sender and the 

receiver. 

fE: A stenographic function which contains cover, emb and key as parameters and produces stego as output. 
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Figure 3:-System Architecture of audio steganography 



IJRIT International Journal of Research in Information Technology, Volume 4, Issue 5, May 2016, Pg 28--31 

 

Santosh A. Darade, IJRIT-30 
 

 

Working Flow of the System 

 

1) Firstly take an audio file and perform sampling on it.  

2) Input will be the message file which we want to send. Then encrypt it using the DES (Digital Encryption Standard) algorithm 

by the use of public key. 

3) After the encryption we will embed the encrypted data in an audio file with the help of DES algorithm.  

4) After this a stego audio file is transmitted to the receiver. Here we provide stego key used for the privacy and security of data. 

5) Stego key will lead the decryption which will be performed by the receiver to get the original message.  

 

Technique used:- 

DES (Digital Encryption Standard): 

1) Get a file using a buffered reader and file input stream   and stick it in to a byte array 

2) Ask the user for a key - this is what will encrypt the file I can't be arsed with all that buffered reader  

 its too much hacking. JOptionPane is much easier it also adds to user security since having non terminal style input prevents 

some capturing programs from stealing the data. 

3) This is an update from previous versions Decided it would be easier to put encryption stuff in to a class. 

4)  Encrypt file. 

5) Get encrypted file bytes and save it. 

 

More security = Bitwise operator: 

 

1) Shift the bits slightly (>> and << bitwise operators) as determined by characters in the key 

2) Sorts out the problem of having an odd or even number of bits   

3) Takes the byte[] array as encrypted message, and  divide it in two halves around i.e. a b c d e f would become d e f a b c 

4)  If a long key is to be used then only some of the Key is right, then first part of cipher text will still be decrypted.  

5) Shuffles the file Bytes in the blocks of key. length(). This method is powerful and good for encryption. The problem is 

contradiction with the fact, that sometimes, when a short text-file is encrypted, some of the 'central' text is still partially 

scrambled. 

6) The keyStream () function accepts the user key and Make it large up to (key.length()*key.length() + key.length())*128,This 

will surely improve the security issues. 
This system will do the analysis and encrypt the secret message in cover media with the help of efficient algorithm. System we 

will be using input and output buffer for encrypting and decrypting our information. 

This system will provide a good and a efficient method for embedding the data from attackers and sent safely to its destination. 

This proposed system will not make the change in the size of the file after encoding of data in an audio file. Encryption and 

Decryption techniques are used to make the security in data transmission. 

 

Module: 

The functionalities of the administrator is: 

1. The administrator should login into the system with unique his/her password and username 

2. If the username and password is validated then he can        gain access to the system. 

3. Admin applies the stenography concept to the users file. 

4. Writes message and encrypts with the key. 

 

CONCLUSION 

In this paper we looked in detail technique use for data hiding in audio files. Overview of stenography and particular concept of 
audio stenography. This proposed system is to provide a good, efficient method for hiding the data from hacker and send to the 
destination in a safe manner. This proposed system will not change the size of the file even after encoding and it is more suitable 
for .au file format. Encryption and decryption techniques have been used to make the security system robust. System is supposed 
to provide an efficient method for embedding and hiding the data from attackers and send safely to its destination. Thus we infer 
that audio data hiding techniques can be utilized for a number of tasks other than communication data and its storage. Human is 
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now pushing away its own boundaries to make every condition possible. Similarly these techniques described above can be 
further altered as it is in the world of Information Technology 
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