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Abstract 
Security related concern is a major risk factor in wireless network to send and receive data. Designers of cryptography 

must cope with the trade-offs between security, cost, and performance. Symmetric ciphers serve mainly for message 

integrity checks, entity authentication, the AES algorithm have been developed and will likely lead to an increasing 

demand for lightweight ciphers that perform well in hardware. This paper has described a low-power; low-cost AES 

implementation on ARM processor will be high efficiency.AES Algorithm is compiled using GCC compiler in Ubuntu 

is targeting into an ARM Cortex A9 i.MX6 ALP board. After message data encryption the data is send through IR 

sensor to another node, while receiving data through sensor module the plain text is obtained by decryption. We get 

back the original message. The main aim of this work is to provide secured communication before actual data 

transmission between the source and destination. 
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1. INTRODUCTION  

 

In Recent years, pervasive computing will be characterized by many smart devices that because of the tight 

cost constraints inherent in mass deployments have very limited resources in terms of memory, computing 

power, and battery supply. Many applications will process sensitive health-monitoring or biometric data, so 

the demand for cryptographic components that can be efficiently implemented is strong and developing. 

Designers of cryptography must focus with the trade-offs between security, cost, and performance 

Symmetric ciphers serve mainly for message integrity checks, entity authentication, the AES algorithm 

have been developed and will likely lead to an increasing demand for lightweight ciphers that perform well 

in hardware. The paradigm shift that we foresee will likely lead to an increasing demand for lightweight 

ciphers that perform well in hardware. For encryption, resources of AES and has a shorter critical path. 

However, researchers have described a low power, low cost AES implementation that requires only 3,400 

gate equivalents (GEs) and encrypts a plaintext within 1,032 clock cycles gives a higher efficiency. The 

ARM family includes processors based on the three distinct profiles of the ARMv9 architecture the A 

profile for sophisticated, high-end applications running open and complex operating systems the R profile 

for real-time systems and the M profile optimized for cost-sensitive and microcontroller applications  

 

AES is implemented in various hardware platforms based upon controllers / processors with 8-bit words to 

64-bit words. The AES implementation on the 8-bit controllers is easy with low cost and used for low end 

applications, whereas large bit processors are expensive and used for high end applications. In this paper 

we implemented AES algorithm on ARM CORTEX A9 ALP. The GCC compiler tool is used in Ubuntu 

for compilation and interfacing to the board, sudo minicom is used in terminal. The AES code is written in 
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embedded c. The time required for execution of Key expansion for different rounds of AES is calculated 

also the time required for encryption and decryption is calculated. 

 

 

2. AES ALGORITHM 

Like DES, AES is a symmetric block cipher. This means that it uses the same key for both encryption and 

decryption of the algorithm. However, AES is quite different from DES as different ways like execution 

speed, area and efficiency etc... The algorithm Rijndael allows for a variety of block and key sizes and not 

just the 64 and 56 bits of DES block and key size. The block and key can in fact be chosen independently 

from 128, 160, 192, 224, 256 bits. However, the AES standard states that the algorithm can only accept a 

block size of 128 bits and a choice of three keys - 128, 192, 256 bits. Depending on which version based 

and it is used as like standard modified to AES-128, AES-192 or AES- 256 respectively. As well as these 

differences AES differs from DES in that it is not a feistel structure. Recall that in a feistel structure, half of 

the data block is used to modify the other half of the data block and then the halves are swapped. In this 

stage the entire data block is processed in parallel during for each round using substitutions and 

permutations. 

A number of AES parameters depend on the key length. For example, if the key length size used is 128 

then the number of rounds is 10 whereas it is 12 and 14 for 192 and 256 bits respectively. At present the 

most common key size likely to be used is the 128 bit key. This description of the AES algorithm therefore 

describes this particular implementation. 

Rijndael was designed to have the following characteristics: 

• Resistance against all known attacks. 

• Speed and code compactness on a wide range of platforms. 

• Design Simplicity. 

 

 

 

Fig. 1 AES algorithm 
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The overall structure of AES can be seen in figure 1. The input is a single 128 bit block both for encryption 

and decryption and is known as the in matrix. This block is copied into a state array which is modified at 

each stage of the algorithm and then copied to an output matrix. Both the plaintext and key are depicted as 

a 128 bit square matrix of bytes. This key is then expanded into an array of key schedule words. It must be 

noted that the ordering of bytes within the matrix is by column.  
 

For cipher, The AES encryption algorithm has four round functions SubByte, ShiftRows, MixColumn 

(Omitted in last round) and AddRoundKey. The AES decryption also has the same number of rounds with 

reverse transformation, round function of the order is different i.e. InvShiftRow, InvSubByte, 

AddRoundKey and InvMixColumn (Omitted in last round). 

 

3. IMPLEMENTATION OF SYSTEM 
 

 

 
 

Fig. 2 Block diagram of Transmitter 
 

 

 
 

Fig. 3 Block diagram of Receiver 
 

Fig. 2 and Fig. 3 show the block diagram of transmitter and Receiver respectively. In Transmitter, 

computer is connected to UART 0 of ARM CORTEX A9 ALP board. The AES Encryption code is dumped 

onto ARM board. When the plain text is given from computer to ARM then AES encryption algorithm 

converts that plain text into cipher text. Key generation generates keys which used in encryption process. 

Further the cipher text is given to IR transmitter. The cipher text is send through IR sensor to Receiver.  

In Receiver, IR receiver receives the cipher text transmitted from transmitter. It gives cipher text to ARM 

board. The AES Decryption code is dumped onto ARM board.AES decryption algorithm converts cipher 

text into original text. The plain text is given to computer and it is displayed. 

 

ARM Cortex A9 i.MX6 Microcontroller 
The ARM was originally developed at Acorn Computers Limited of Cambridge, England, between 1983 

and 1985. It was the first RISC microprocessor developed for commercial use and has some significant 

differences from subsequent RISC architectures.  In 1990 ARM Limited was established as a separate 
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company specifically to widen the exploitation of ARM technology and it is established as a market-leader 

for low-power and cost-sensitive embedded applications.  

The 16-bit CISC microprocessors that were available in 1983 were slower than standard memory parts. 

They also had instructions that took many clock cycles to complete (in some cases, many hundreds of clock 

cycles), giving those very long interrupt latencies. As a result of these frustrations with the commercial 

microprocessor offerings, the Assign of a proprietary microprocessor was considered and ARM chip was 

assigned. 

 

ARM 9 TDMI-S Processor: The ARM9 TDMI-S processor is a member of the ARM family of 

general-purpose 32-bit microprocessors. The ARM family offers high performance for very low-power 

consumption and gate count.  The ARM9 TDMI-S processor has Harvard architecture, with a separate 32-

bit data bus carrying both instructions and data. Only load, store, and swap instructions can access data 

from memory.  The ARM9 TDMI-S processor uses a three stage pipeline to increase the speed of the flow 

of instructions to the processor. This enables several operations to take place simultaneously, and the 

processing, and memory systems to operate continuously. In the   three-stage pipeline the instructions are 

executed in three stages. 
 

 

Fig. 4 ARM Cortex A9 I.MX6 ALP board 

 

4. RESULTS 
 

The time required for key expansion of 128 Bit AES for different rounds is described in fig. 5 

 

 
Fig. 5 AES key expansion time cycle 
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Encryption time is used to calculate the throughput of an encryption scheme, is calculated as the total 

plaintext in bytes encrypted divided by the encryption time. Comparisons analyses of the results of the AES 

encryption scheme are performed is described in fig. 6 

 

 

 
 

Fig. 6 AES Speed Test 

 

In Fig 7. It describes the graph of execution of each process in AES encryption. The total time required for 

AES encryption execution is 22150.15 bps. Here the time required for AES encryption execution is 

calculated for rounds 10.  Execution time required for each process is showed in %  

 

 
 

Fig.7 Time required for each process in AES Encryption 

 

In Fig 8. Describes the graph of the execution of each process in AES decryption. The total time required 

for AES decryption execution is 22317.40usec. Here the time required for AES decryption execution is 

calculated for rounds 10.Execution time required for each process is showed in %. 
 

 
 

Fig. 8 Time required for each process in AES Decryption 
 

In Matlab, using GUI creating a frame for sending the data and it has interfaced to the ARM A9 board 

using tera term hyper terminal. In tera term software, when we connect the board, have to set the comport, 
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Baud rate and no. of bit means 8 bit or 7 bit. After initializing this setup, switch on the board. ARM A9 

board has to be detected and will display the specifications of the ARM Cortex A9 board is described in 

figure 9. 

 After that connect it to the board and copy the files using cp command in sudo minicom or tera term. 

Before that check the node with which the pen drive is mounted in the board using "df" command. For 

example execute the below commands if the device is detected as/mnt/sda 

cp/mnt/sda/AES_Encrypt.out . 

cp/mnt/sda/AES_Decrypt.out . 

After copying the files change the permissions using below commands. 

chmod 777 AES_Encrypt.out 

chmod 777 AES_Decrypt.out 

 

 
 

Fig. 9 describes the ARM Cortex A9 board has to be detected in tera term hyper terminal 

 

In GUI, we entered a plain text message as shown in fig. 10 and send to the ARM A9 board though IR 

module. Plain text has to be encrypted and is displayed on LCD of the ARM 9 board . 

 

Fig. 10 Plaintext before AES Encryption 

In Fig. 11 second line of LCD shows the encrypted message (cipher text) and first line shows the encrypted 

message is send through IR module.  
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Fig. 11 AES Encrypted data 

 

After receiving the encrypted message it is converted into plaintext by AES Decryption. In Fig. 12 second 

line of LCD shows original plain text which is transmitted. The first line of LCD shows the plaintext is 

further sending to computer.  

 

 

 

 
 

Fig. 12 AES Decrypted data 

 

Fig. 13 describes the receive message is displayed in Received message window the original plain text is 

received by AES decryption from ARM A9 board. In receiver we get back the original plain text message 

and it is displayed in LCD of ARM 9 board  

 

Fig. 13 Plaintext before AES Encryption 
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5. CONCLUSION 
 

Realization of AES algorithm on ARM processor with minimum memory will be useful for deploying it in 

low cost applications. The implementation of AES algorithm in ARM9 board gives higher efficiency.  

Algorithm is compiled using GCC compiler targeting into an ARM CORTEX A9 ALP processor board. 

After AES encryption the cipher text is send through IR transmitter module to another node, while 

receiving cipher text through IR receiver module the plain text is obtained by AES decryption. Finally In 

our project aim of this work is to provide secured communication before actual data transmission between 

the source and destination. 
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