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Abstract 

 
Today’s society is totally dependent on network communications.  Nobody wants to move a single step from his/her 

seat. Everyone does it’s all over daily routine tasks via internet source only.  So  it  is  very  important to maintain  a  

security  of  high  level  over  the  network  to  ensure secure  and  trusted  network  communication  because  

network  data  communication  is  always  a matter of threat via attackers and intruders. Intrusion detection is the 

process of identifying such suspicious activities or threats on a target system or a network. A lot of approaches have 

been proposed for building better intrusion detection system. During recent years, number of attacks on networks 

has increased so there is a need of reliable network. Hence we propose and implement a new intrusion detection 

system using a SNORT IDS an open source IDS. This paper mainly focuses on detecting high malicious nodes 

exactly and hence increases the security. 

 

Keywords: Secure Intrusion- Detection Systems (SIDS), malicious nodes, RSA and DSA Algorithms. 

 

1. Introduction 
 

Currently, computer systems manage large amounts of data over the network. The growth of data 

communications has involved an increase in unauthorized accesses and data manipulation with the 

resulting security violations. In this context, we find a series of first level security policies and 

procedures such as firewalls, data encryption, antivirus, etc. In last years, this first line of defense is 

being complemented by tools that monitor the traffic behavior and activities of network users. One of 

these tools is the intrusion detection system (IDS), An IDS is a software (or hardware) designed to 

detect unwanted attempts at accessing, manipulating, or disabling of computer systems, mainly 

through a network (network IDS, NIDS). The aim of this paper is to detect the intruders in the network 

using SNORT.  

 

2. Objective & Motivation 

 
To present a paper based on an application which is to design and implement a system to detect the 

intruder in the network. The goal of this application is to detect the exact intruder in the network by 

using the rules defined in the open-source intrusion detection system known as SNORT. 

Authentication is the important aspect that needs to ensure successful packet transmission in network. 

The implementation complexity of the rules must be low and the probability of correct identification of 

intruder must be very high even in the existence of false misbehaviour.  
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3. Related Work 

Intrusion detection is defined as the technique to identify “Any set of actions that attempt to compromise 

the integrity, confidentiality, or availability of a resource”. For network’s, the general function of IDS is to 

detect misbehaviors by observing the networks traffic in a network. SNORT is a signature-based IDS that 

allows to monitor the status of a network (NIDS). Its operation has some common aspects with sniffers, 

because Snort analyzes all the network traffic looking for any type of intrusion. Snort implements a 

detection engine that allows registering, warning, and responding to any attack previously defined. 

Paper [1] proposes an architectural solution to implement the Intrusion Detection System (IDS) via snort in 

campus network environment. Intrusion Detection System (IDS) via snort application has become a 

discussion issue for this time being. The objective of this implementation is to measure and detect the 

malware on snort application over Local Area Network (LAN). Virtual Private Network (VPN) technology 

has become a discussion issue for this time being. Today, the deployment of this IDS technology on an 

organization truly can give a great privacy and security benefit over campus environment. This study 

focuses on installation, configuring and implementation of snort in University of Kuala Lumpur network 

environment. Based on the finding result, the IDS over snort application is able to analyze and detect 

malware activity in client server environment over LAN. 

Has shown how OSAS IDS development can be used to understand the behavior and characteristic of the 

malware attack during surfing activity. The most apparent aspect is to analyze and detect the malware 

infected in client server network. This OSAS IDS, has demonstrated that it can detect and analyze 

accurately the malware infected in real time networks. 

Paper [2] proposes a SNORT IDS for Campus networks, and the Information Technology organizations 

that support networks, are facing security threats that are increasing in both size and complexity. Students, 

faculty and (non-academic) staff collectively provide a broad set of expectations and challenges to securely 

support. Intrusive actions and security challenges may originate outside or within a network. Security and 

trust can be difficult to maintain in such an environment. Intrusion detection is an important part of a 

comprehensive security strategy. Snort has become a popular and widely installed Intrusion Detection 

System (IDS). It functions as a network packet sniffer which, based on comparisons of packet contents with 

known virus signatures encapsulated as rules, can initiate action and record events and information related 

to them in a log file and/or database. Snort inspects all packets on a network large amounts of data can be 

produced, especially until an administrator can tune the rules sets. This process can lead to a large number 

of false alerts, which may cause real alerts to be overlooked. 

Paper [3] we propose and implement a new intrusion-detection system named Enhanced Adaptive 

ACKnowledgment (EAACK) specially designed for MANETs. The migration to wireless network from 

wired network has been a global trend in the past few decades. The mobility and scalability brought by 

wireless network made it possible in many applications. Among all the contemporary wireless networks, 

Mobile Ad hoc NETwork (MANET) is one of the most important and unique applications. On the contrary 

to traditional network architecture, MANET does not require a fixed network infrastructure; every single 

node works as both a transmitter and a receiver. Nodes communicate directly with each other when they are 

both within the same communication range. Otherwise, they rely on their neighbors to relay messages. The 

self-configuring ability of nodes in MANET made it popular among critical mission applications like 

military use or emergency recovery. However, the open medium and wide distribution of nodes make 

MANET vulnerable to malicious attackers. In this case, it is crucial to develop efficient intrusion-detection 

mechanisms to protect MANET from attacks. With the improvements of the technology and cut in 

hardware costs, we are witnessing a current trend of expanding MANETs into industrial applications. To 

adjust to such trend, we strongly believe that it is vital to address its potential security issues. Compared to 

contemporary approaches, EAACK demonstrates higher malicious-behavior-detection rates in certain 

circumstances while does not greatly affect the network performances. 

Paper [4] proposes a study on routing misbehavior in MANETs (Mobile Ad Hoc Networks). In general, 

routing protocols for MANETs are designed based on the assumption that all participating nodes are fully 

cooperative. However, due to the open structure and scarcely available battery-based energy, node 

misbehaviors may exist. One such routing misbehavior is that some selfish nodes will participate in the 

route discovery and maintenance processes but refuse to forward data packets. In this paper, it propose the 

2ACK scheme that serves as an add-on technique for routing schemes to detect routing misbehavior and to 

mitigate their adverse effect. The main idea of the 2ACK scheme is to send two-hop acknowledgment 

packets in the opposite direction of the routing path. In order to reduce additional routing overhead, only a 
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fraction of the received data packets are acknowledged in the 2ACK scheme. Analytical and simulation 

results are presented to evaluate the performance of the proposed scheme. 
Paper [5] proposes a novel intrusion detection system, which is an adaptive acknowledgment scheme 

(AACK) with the ability to detect misbehaved nodes and avoid them in other transmissions. Mobile Ad-hoc 

NETworks (MANET) are infrastructureless networks where self-configuring mobile nodes are connected 

by wireless links. Because of its decentralized operation, these nodes rely on each other to store and 

forward packets. Video transmission over MANETs is more challenging than over conventional wireless 

networks due to rapid topology changes and lack of central administration. Most of the proposed MANET 

protocols assume that all nodes are working within a cooperative and friendly network context. However, 

misbehaving nodes that exhibit abnormal behaviors can disrupt the network operation and affect the 

network availability by refusing to cooperate to route packets due to their selfish or malicious behavior. In 

this paper, we examine the effect of packet dropping attacks on video transmission over MANETs. We also 

study the effects of mitigation using intrusion detection systems to MANET in presence of video traffic. To 

the best of our knowledge, this is the first attempt to study multimedia over such environments. The aim of 

AACK scheme is to overcome watchdog weaknesses due to collisions and limited 

transmission power and also to improve TWOACK scheme. To demonstrate the performance of our 

proposed scheme, simulation experiments are performed. The results of our experiments show that MPEG4 

is more suitable for our simulation environment than H264 video traffic. The simulation results show that 

AACK scheme provides better network performance with less overhead than other schemes; it also shows 

that AACK outperforms both TWOACK and watchdog in video transmission applications in the presence 

of misbehaving nodes. 

 

 

4. Proposed system  

Secure IDS architecture introduced to improve the security level of network based on SNORT security 

rules and various algorithms, namely RSA and DSA. The proposed system is designed to tackle two  of the 

main problems of IDS, namely:  1)  Receiver  collision,  2) False misbehavior. 

 

1)  Receiver collisions:  Example of receiver collisions, shown in Fig. 1, after node X sends Packet 1 to 

node Y, it tries to overhear if node Y forwarded this packet to node Z; meanwhile, node F is forwarding 

Packet 2 to node Z. In such case, node X overhears that node Y has successfully forwarded Packet 1 to 

node Z but failed to detect that node Z did not receive this packet due to a collision between Packet 1  and 

Packet 2 at node Z. 

 
Fig1: Receiver collisions in Network. 
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2) False misbehavior: Example of false misbehavior in Networks, shown in Fig. 2, Even though node X 

and Y  forwarded Packet 1 to node Z successfully, node X still inform node Y as misbehaving, as shown in 

Fig. 2. Due to the open medium and remote distribution of typical Networks, attackers can easily capture 

and compromise one or two nodes to achieve this false misbehavior report attack. In order to solve both 

receiver collision and false misbehavior problem is to launch Secure IDS architecture. 

 

 
Fig2: False misbehavior in Network. 

A Secure IDS description 

 

The proposed system consists of  three  major  parts,  namely,  ACK,  secure  ACK  (S-ACK),  and  

misbehavior report authentication (MRA). In order to distinguish different packet types in different 

schemes to include a 2-b packet header in Network. According to the Internet draft of DSR [5], there is 6 b 

reserved in the DSR header. In proposed system, use 2 b of the 6 b to flag different types of packets. 

 
Fig3: Proposed system protocol in Network. 

 

In  this  secure  IDS,  It  is  assumed  that  the  link  between  each  node  in  the  network  is bidirectional.  

Furthermore,  for  each  communication  process,  both  the  source  node  and  the destination node are not 

malicious. All acknowledgment packets are required to be digitally signed by its sender and verified by its 

receiver. 

1.  ACK:  ACK  is  basically  an  end-to-end  ACK  IDS.  It  acts  as  a  part  of  the  hybrid  IDS  in  the 

proposed system, aiming  to  reduce  network  overhead  when  no  network  misbehavior  is  detected.  

Consider the scenario source node first sends out an ACK data packet to the destination node D. If all the 

intermediate  nodes  along  the  route  between  nodes  S  and  D are  cooperative  and  node  D successfully 

receives packet, node D is required to send back an ACK acknowledgment packet along the same route but 

in a reverse order. Within a predefined time period, if node S receives packet, then the packet transmission 

from node S to node D is successful. Otherwise, node S will  switch  to  S-ACK  mode  by  sending  out  an  

S-ACK  data  packet  to  detect  the  misbehaving nodes in the route. 

2. S-ACK: It is an improved version of the TWOACK IDS. The principle is to let every three consecutive 

nodes work in a group to detect misbehaving nodes.  For  every  three consecutive  nodes  in  the  route,  

the  third  node  is  required  to  send  an  S-ACK acknowledgment packet to the first node. The intention of 

introducing S-ACK mode is to detect misbehaving nodes in the presence of receiver collision. 

3. MRA: Unlike the TWOACK IDS, where the source node immediately trusts the misbehavior report, 

proposed system requires the source node to switch to MRA mode and confirm this misbehavior report. 

This is a vital step to detect false misbehavior. 
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The false misbehavior report can be generated by malicious attackers to falsely report innocent nodes as 

malicious. The core of MRA field is to authenticate whether the destination  node  has  received  the  

reported  missing  packet  through  a  different  route.  To initiate the  MRA mode, the source node first 

searches its local knowledge base and seeks for the packet transmission with the alternative route to the 

destination node. If there is no other that exists, the source node starts a DSR routing request to find another 

route. Due   to the nature of Network, it is common to find out multiple routes between two nodes. When 

the   destination node receives an MRA packet, it searches its local knowledge base and compares if the 

reported packet was  received. If it is already received, then it is safe to conclude that this is a false 

misbehavior report and   whoever generated this report is marked as malicious. Otherwise, the misbehavior 

report is trusted and accepted. By the adoption of MRA scheme, proposed system is capable of detecting 

malicious nodes despite the existence of false misbehavior report. 

4) Digital Signature: Proposed system is an acknowledgment-based IDS. All three parts of the system, 

namely, ACK, S-ACK, and MRA, are acknowledgment-based detection schemes. They all rely on ACK 

packets to detect misbehaviors in the network. Thus, it is extremely important to ensure that all 

acknowledgment packets in this system are authentic and untainted.  

 

5. CONCLUSION 

 
In  this  survey  paper,  a comparative  study  of  Secure  Intrusion -  Detection  Systems  (SIDS)  for  

discovering malicious nodes and attacks on networks is presented. Due to some special characteristics of 

Network, prevention mechanisms alone are not adequate to manage the secure networks. In this case 

detection should be focused as another part before an attacker can damage the structure of the system. We 

study about secure IDS named IDS using SNORT protocol specially designed for Network and in future it 

is required to compare against other popular mechanisms. Security is major part, hybrid cryptography 

architecture will tackle the issue in an efficient manner. 
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