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Abstract 

The existing internet banking system was exposed to the danger of hacking. the personal information has been 

leaked by a high-degree method such as Phishing or Pharming beyond snatching a user’s ID and Password. 

Authentication is the process of verifying the identity of a user. One time passwords (OTP) play a vital role for 

authentication in net-banking to make it more secure.OTP are used to provide higher layer of security over static 

passwords that are prone to replay attacks. Quick Response code (QR code) is actually two dimensional bar codes 

and can store information in both length and breath. A OTP is generated by server and encrypted using cryptography 

techniques. Then a QR CODE is generated which contains encrypted OTP and sent to user. This is done before the 

transaction process takes place. During the transaction sessions, the customer, after getting his/her QRCODE, 

recovers the OTP. If OTP is valid, the customer can go ahead and complete his/her transaction process. 

Keywords: One Time Password, Quick Response Code (QR Code). 

 

 

1. Introduction 

 
Internet Banking is one of the most critical systems which the online users use in their daily life. This 

system has been witnessing increase in the number of users on a steep percentage. Although most of the 

banks claim that net banking is provided with 100% online security but there are still many customers who 

are reluctant and plead for higher security requirements. In order to protect from illegal access to user 

information, remote authentication of users is essential service in this system. In 1981, Lamport first 

introduced the one-time password authentication scheme with usage of one-way hash chain. Hence to 

generate series of passwords the set of hash values are restricted.  

 

2. Objective & Motivation 

 
The major aim of the project is to develop an application, which fulfills all possible needs of a banking 

ATM system without the use of smart cards which we need to carry to perform any transaction. Our project 

uses OTP and QRCODE mechanism to authenticate the customer. 

3. Related Works 

Internet and other virtual banking has significantly lower cost structure than traditional delivery channels. 

So, the banks should encourage customers to use internet for banking transactions. For adoption of internet 

banking, it is necessary that the banks offering this service made the consumers aware about the availability 



IJRIT International Journal of Research in Information Technology, Volume 3, Issue 5, May 2015, Pg.453-456 
 

     Rekha Y, IJRIT-454 

 

of such a product and explain how it adds value to the other products. Cyber criminals are speeding up their 

attacks on financial institutions. The affected banks suffer financial disruptions and irreparable impacts to 

their creditability. 

[1] M. Jakobsson(2005) Firstly, a Credential Stealing attack, is where fraudsters try to gather users' 

credentials, either with the use of a malicious software or through phishing. Secondly, a Channel Breaking 

attack, involves intercepting the communication between the client side and the banking server, by 

masquerading as the server to the client and vice versa. Finally, a Content Manipulation (also called man-

in-the- browser (MiTB)]) attack, takes place in the application layer between the user and the browser. 

[2]  In 2008, England suffered online banking fraud losses that amounted to £53 million2, and the U.S. had 

hundreds of millions of dollars in fraud losses resulting from online attacks in 2009. According to the data 

compiled by the Reserve Bank of India (RBI), the money lost to such scams has doubled in the past four 

years. In the year 2009, banks lost Rs.2, 289 crore (till December), while the loss was Rs.1, 057 crore in 

2007-08. 

[3] In 2008 Yngve Espelid et.al in his paper  A Proof of Concept Attack against Norwegian Internet 

Banking Systems proposed The Norwegian banking  system  modeled after a Public-Key Infrastructure 

(PKI), where the banks themselves own and operate the central infrastructure. The system is built around 

three entities: a central infrastructure, customers, and online merchants. Private keys and the corresponding 

public-key certificates issued to customers are stored and used by the central infrastructure. BankID, was 

vulnerable to a MiTM attack. By studying the input and output data, the communication, and representing 

the application as human-readable source code. By inspecting merchant web pages we discovered that the 

applet is controlled through HTML parameters. Two parameters specify addresses to the infrastructure 

server running a two-factor authentication procedure and the merchant server carrying out a challenge-

response protocol. Consequently, all merchants can use the same applet by configuring these initialization 

parameters. 

[4] Collin Mulliner1 et.al in his paper SMS-Based One-Time Passwords: Attacks and Defense (Short 

Paper), published in 2013  proposes use of SMS-based One-Time Passwords (SMS OTP) introduced to 

counter phishing and other attacks against Internet services such as online banking. Today, SMS OTPs are 

commonly used for authentication and authorization for many different applications. SMS OTP cannot be 

considered secure. Two reasons contribute to this fact. First, the security of SMS OTP relies on the 

confidentiality of SMS messages that in turn heavily relies on the security of cellular networks. Lately, 

several attacks against GSM and even 3G networks have shown that confidentiality for SMS messages 

cannot necessarily criminals have adjusted and created specialized mobile phone Trojans [3,17,9,15], since 

many service providers adapted SMS OTP to secure transactions. 

[5] Atul Bamrar et.al in his paper Cyber Attacks and Defense Strategies in India: An Empirical Assessment 

of Banking Sector published in 2013 proposes an attempt to reveal the varied cyber attack strategies 

adopted by cyber criminals to target the selected banks in India where spoofing, brute force attack, buffer 

overflow and cross side scripting are found positively correlated with public and private sector banks. 

Further, he suggests that there is a positive correlation between Intruder Detection and cyber attacks, i.e., 

online identify theft, hacking, malicious code, DOS attack and credit card/ATM frauds as well as online 

identify theft, DOS attack & credit card/ ATM fraud are found positively correlated with System 

Monitoring. 

[6] Seoung Yeop Na in his work Prevention Schemes Against Phishing Attacks on Internet Banking 

Systems in 2014 proposes a method to prevent phishing attack involving a two server authentication 

schemes based on SSL/TLS to protect Internet banking customers from phishing attacks. The first scheme 

uses the X.509 client certificate, which includes a personal identification message from the customer in 

order to recognize a genuine banking server. The second scheme, based on the first one, is a modified 

version of SSL/TLS. 

[7] Jaideep Murkute and others in the paper titled Online Banking Authentication System Using QR-code 

and Mobile OTP 2013, proposes a framework to eliminate threat of phishing and to confirm user identity, 

QR-code would be scanned by user mobile device can be used and weakness of traditional password based 

system can be improved by one time password (OTP) which can be calculated by user transaction 

information and data unique at user side like imei number of the user mobile device. 

 

[8] Abhishek Gandhi, and others in their paper Advanced Online Banking Authentication System Using 

One Time Passwords Embedded in Q-R Code in 2014 proposes online banking system, with secure data 

transfer using https data transfer and database encryption techniques for secure storage of sensitive 
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information. To eliminate threat of phishing and to confirm user identity  QR-code can be used with 

android application. To overcome such weaknesses and inconvenience of security card the author proposed 

authentication system uses two dimensional barcodes (2D Barcode) called QR code instead of security 

cards. QR code stands for “Quick Response” code. From QR code data can be retrieved very fast with 

greater accuracy even if some part of data is corrupted. 

 

4. One Time Password : 
One-time passwords are a mechanism for logging on to a network or service using a unique password which can be 

used only once .This prevents various forms of identity theft by ensuring that a user name or password combination 

cannot be used a second time. Usually the user’s login name remains the same, and the one-time password changes 

with each login. Hence for each session the user will be validated using new OTP. They are also useful in preventing 

replay attacks, phishing attacks and other attacks on basic traditional passwords.  

 

5. QR Code : 
QR Code is a two-dimensional barcode introduced by the Japanese company Denso-Wave in 1994. This kind of 

barcode was initially used for tracking inventory in vehicle parts manufacturing and is now used in a variety of 

industries. QR stands for “Quick Response” because its contents are decoded at high speed. 

 

 
 
                                                             Fig.1. QR Code Structure 

 

6. Proposed system 

Security is an important issue for online banking application which can be implemented by various internet 

technologies. To eliminate threat of phishing and to confirm user identity we are going to use concept of QR-

code with android application. QR-code which would be scanned by user mobile device which overcome the 

weakness of traditional password based system. We improve more security by using one time password (OTP) 

which hides inside QRcode. The QR codes are only readable by the machine so untrusted person cannot 

understand what is inside the QR code. QR code can store up to 4000 alphanumeric characters so we can store 

more complex password which is not easily breakable. Time stamp provides more security. 
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                                         Fig 2: Working of Authentication System 

7. CONCLUSION 

The proposed secure internet banking system focuses to understand customer's needs, translate them into 

targeted content and present them in a personalized way in usable user interface. The Current internet banking 

System does not provide 100% security to android mobile application users who use the e-banking services. To 

overcome the security issues the proposed system implements the QR Code, for secure one time passwords. 
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