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Abstract 
As wireless sensor network continue to grow, they does need for effective security to prevent from an unauthorized 

intruder in them. The most challenging task in Wireless Sensor Network (WSN) is to send the data to the desirable base 

machine with implementation of different security mechanism. The sensor network may interact with sensitive data 

and/or operate in hostile unattended atmosphere. The inclusion of wireless communication technology also incurs 

various types of security threats. The intent of this paper is to investigate the security related issues and challenges in 

wireless sensor networks. These security concerns be addressed from the beginning of the system design. With this 

consideration the major issues in wireless sensor network is that the attacker use the most vulnerable point to attack and 

precaution measure taken to prevent those intruder to arrive into the network. 

Keywords: Wireless Sensor Network, Security, Vulnerable Attacks, Entropy- Based Analysis. 

1. Introduction 

 

Due to a need for robustness of monitoring and low cost of the nodes, wireless sensor networks (WSNs) are 

usually redundant. Data from multiple sensors is aggregated at an aggregator node which then forwards to 

the base station only the aggregate values. 

 

At present, due to limitations of the computing power and energy resource of sensor nodes, data is 

aggregated by extremely simple algorithms such as averaging. However, such aggregation is known to be 

very vulnerable to faults, and more importantly, malicious attacks [1]. This cannot be remedied by 

cryptographic methods, because the attackers generally gain complete access to information stored in the 

compromised nodes. For that reason data aggregation at the aggregator node has to be accompanied by an 

assessment of trustworthiness of data from individual sensor nodes. Thus, better, more sophisticated 

algorithms are needed for data aggregation in the future WSN. Such an algorithm should have two features. 

 

 

• In the presence of stochastic errors such algorithm should produce estimates which are close to the 

optimal ones in information theoretic sense. Thus, for example, if the noise present in each sensor is 

a Gaussian independently distributed noise with a zero mean, then the estimate produced by such an 

algorithm should have a variance close to the Cramer-Rao lower bound (CRLB) [2], i.e, it should be 

close to the variance of the Maximum Likelihood Estimator (MLE). However, such estimation 
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should be achieved without supplying to the algorithm the variances of the sensors, unavailable in 

practice. 

• The algorithm should also be robust in the presence of non-stochastic errors, such as faults and 

malicious attacks, and, besides aggregating data; such algorithm should also provide an assessment 

of the reliability and trustworthiness of the data received from the sensor nodes. 

 

Trust and reputation systems have a significant role in supporting operation of a wide range of distributed 

systems, from wireless sensor networks and e-commerce infrastructure to social networks, by providing an 

assessment of trustworthiness of participants in such distributed systems. A trustworthiness assessment at 

any given moment represents an aggregate of the behavior of the participants up to that moment and has to 

be robust in the presence of various types of faults and malicious behavior. There are a number of 

incentives for attackers to manipulate the trust and reputation scores of participants in a distributed system, 

and such manipulation can severely impair the performance of such a system [3]. The main target of 

malicious attackers is aggregation algorithms of trust and reputation systems [4]. 

 

Today WSN are broadly grown in the environment control, surveillance tasks, monitoring, tracking and 

controlling etc. Sensor network also introduce severe resource constraints due to their lack of data storage 

and power [1]. Staring with a brief overview of the sensor network, a review is made of and how to provide 

the security on the wireless sensor network. In this paper, we explore the security issues and challenges for 

next generation wireless sensor networks and discuss the crucial parameters that require extensive 

investigation. 

2. Related Studies 

2.1  Feasibility of basic security schemes in wireless sensor networks 

The most challenging issues in wireless sensor network is send the exact packet to the desired Security is 

used as an authentication, integrity, privacy, non repudiation, and anti-playback. To secure transmission of 

various types of information over networks, several cryptographic, stenographic and other techniques are 

used. 

2.2  Cryptography 

The encryption-decryption techniques devised for the traditional wired network are not feasible to be 

applied directly for the wired network and in particular for wireless sensor networks. By applying the 

encryption scheme requires transmission of extra bits; hence to transmit the data without losing its packet 

loss in wireless sensor network, the key is generated or disseminated to that data [2]. The key is assigned to 

new sensor that added to the network or it renewed for certifying robust security for the network. The 

message to be encrypted as a plain text, which are transformed by a function that is parameterized by a key. 

The output of the encrypted process is denoted by cipher text. The ultimate features of wireless sensor 

network are that the key is to be modified from time to time for encryption the packets. 

2.3  Steganography 

Steganography is used in the sensor network to hide the existence of the message, where else the 

cryptography are implemented for hiding the content of the message. The important purposes of 

steganography is to modify the carrier in a modified way since then it is not traceable.
[3]

The packet are 

resembles like an ordinary data but it is encoded. The secure wireless sensor network is not directly 

associated with a steganography certainly it holds an adequate resources to sensor the related packet and 

relate the research issue. 

2.4  Secure Access in Physical layer 

Accessing the packet in the physical layer would secure the data in regularity hopping in it. The hopping 

can be obtained when data jump between the frequencies at every interval of per hop. The frequency of 
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every hop will require less quantity of memory, processing and power conception. The efficient design in 

physical layer secure access is the sequence is modified based on discover of both sender and receiver are 

supposed to maintain a synchronized clock. 

3. Entropy – Based Analysis 

3.1 Threads  

Threads are entities that attack network through system vulnerabilities. Hackers, viruses and spyware are 

some of the instance of threads that cause plenty of disturbances in the network. Threads exploited can 

make the system most vulnerable that leads to weaken the kernel files. In some criteria the wireless 

networks will not encrypt the packets, since the password strength is not strong and access point sends the 

signal outside the building. 

Physical Layer Threads 

Wireless Access Point is spot, when there is signals lose due any physical up-struggle. These signals can 

pass in to some other wireless local area network and this is termed as accidental associations. The intruder 

can flow through in a network with an antenna either by neither Omni-directional nor directional [4]. When 

a packet is penetrating through the signal when there is a break up in the wireless communication then 

Jamming occurs. It’s widely launched in Denial of Service (DoS) attacks at physical Layer [5]. A wireless 

intrusion detection/prevention system (IDS/IPS) can also be used to secure the wireless network against 

jamming 

Data-Link Layer Threads 

These threads are used in protocol to avoid collision signal at the same time, and it may not detect the 

hidden terminal problem. Based on the distance between two different stations the signal gets fading from 

one end in collision to the other end [7]. The collision attacker will send special frames to collide signal 

instead of jamming the medium. On similar phase the intruder sends his/her own frames to cause collision. 

Network Layer Threads  

These particular threads would make the network resource unavailable to its authorized users. The common 

method of attack involves saturating the target machine with external communication request, and it cannot 

respond to due to slowly as traffic rendered effectively unavailable. DoS Attack is implemented either 

targeting the computer or consuming its resources that intended its services [8]. Man-in-the-Middle Attack 

is attempted by weaker Access Point (AP) [9]. Once the intruder gradually pass into the sniff in the traffic 

then the transparent hacking computer to the real network. 

 

 

Some of the possible ways that an intruder can enter into the unauthorized user are 

• Outsider Vs. insider attacks: Outsider attacks are attacks from nodes which do not belong to a 

WSN [10], where else an Insider attacks occur when legitimate nodes of a WSN behave in 

unintended or unauthorized ways.   

• Passive Vs. active attacks: Passive attacks include eavesdropping on or monitoring packets 

exchanged with in a WSN, and Active attacks involve some alteration in the packet streams or the 

creation of a fake stream.   

• Mote-class Vs. Laptop-class attacks: An adversary attacks a WSN by using a few nodes with 

similar capabilities to the network nodes in mote-class attacks [11]. Mote class attackers can jam 

the radio link in its immediate vicinity, similarly in laptop class attacks an adversary can use more 

powerful devices to attack a WSN. These devices have greater transmission range, energy reserves 

and processing power than the network nodes. A laptop class attacker might be able to eavesdrop 

on an entire network. 
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3.2 Vulnerability 

Hello Flood Attack 

This attack uses HELLO packets as a weapon to convince the sensors in WSN. In this sort of attack an 

attacker with a high radio transmission (termed as a laptop-class attacker in Threads) range and processing 

power sends HELLO packets to a number of sensor nodes which are dispersed in a large area within a 

WSN [6]. The sensors are thus persuaded that the adversary is their neighbor. As a consequence, while 

sending the information to the base station, the victim nodes try to go through the attacker as they know 

that it is their neighbor and are ultimately spoofed by the attacker. 

Sybil Attack 

In many cases, the sensors in a wireless sensor network might need to work together to accomplish a task, 

hence they can use distribution of subtasks and redundancy of information. In such a situation, a node can 

pretend to be more than one node using the identities of other legitimate odes. This type of attack where a 

node forges the identities of more than one node is the Sybil attack [12]. Sybil attack tries to degrade the 

integrity of data, security and resource utilization that the distributed algorithm attempts to achieve. Sybil 

attack can be performed for attacking the distributed storage, routing mechanism, data aggregation, voting, 

fair resource allocation and misbehavior detection. Basically, any peer-to-peer network (especially wireless 

ad-hoc networks) is vulnerable to Sybil attack. However, as WSNs can have some sort of base stations or 

gateways, this attack could be prevented using efficient protocols. Douceur showed that, without a logically 

centralized authority [13], Sybil attacks are always possible except under extreme and unrealistic 

assumptions of resource parity and coordination among entities. However, detection of Sybil nodes in a 

network is not so easy. Radio resource are tested to detect the presence of Sybil node(s) in sensor network 

and showed that the probability to detect the existence of a Sybil node is 

 

                 (1) 

 

Where, n is the number of nodes in a neighbor set, sis the number of Sybil nodes, m malicious nodes, g 

number of good nodes [14], c is the number of nodes that can be tested at a time by a node, of which S are 

Sybil nodes, M are malicious nodes, G are valid nodes and r is the number of rounds to iterate the test. 

 

 
 

Fig1. Sybil Attack model 

Black-hole Attack    

A malicious node acts as a black-hole in the range of the sink attracts the entire traffic to be routed through 

it by advertising itself as the shortest route. The adversary drops packets coming from specific sources in 

the network. Once the malicious device is in between the communicating nodes (for example, sink and 

sensor node), it is able to do anything with the packets passing between them. This attack can also affect 

the nodes those are considerably far from the base stations. It creates high rate of packet loss, network 

partition. It decreases the throughput of a subset of nodes. The network architecture of this attack is 
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traditional wireless sensor network. The given below model express the conceptual view of a black-hole 

attack.  

 
 

Fig2. Black hole attack model 

4. Performance Analysis 

4.1 Authentication 

WSN communicates sensed that the receiver needs to ensure that the data used in any decision making 

process originates from correct source.
 
Both the sender and receiver need to confirm the identity of other 

party involved in the communication - to confirm that the other party is indeed who or what they claim to 

be. Face-to-face human communication solves this problem easily by visual recognition. When 

communicating entities exchange message over a medium where they cannot see the other party, 

authentication is not so simple. For instance, a sender a received email containing a text string saying that 

the email came from a friend of source indeed came from that friend. 

4.2 Data Confidentiality 

Information contains the secret data that communicated with sender and receiver. Secret statistics/data are 

sending with key distributed to rely on confidentially to the receiver. The data are send in packets with the 

encrypted coded values since then the intruder tap the packet with the secret key is unable to decoded in 

them.  

4.3 Message Integrity 

Even if the sender and receiver are able to authenticate each other, they also want to insure that the content 

of their communication is not altered, either maliciously or by accident, in transmission.
 
Extensions to the 

check summing techniques that we encountered in reliable transport and data link protocols 

4.4 Data Freshness 

The major security issue is that reversing the fresh data from the packet.
 
The confidentially and integrity are 

assured, and it also need to ensure the freshness of each message. Data freshness suggests when the data is 

recently received by the packet and it does not hold old messages have been replayed. To ensure that there 

is no old message replayed at a time stamp that fetches the addition packet. 

5. Conclusion 

Provision of security in network is a vital requirement for sufficient and stable network in communication 

technologies. Most of the attacks in wireless sensor networks are caused by the insertion of fake 

information or identifying packets as their destination node. This paper mention such way that detection of 

various vulnerabilities associated with each threads like flood attack, worm hole attack, Sybil attack are the 

some of the possible behavior that the intruder hit the system. To prevent the unauthorized user to enter into 

system, several security measures are taken to avoid the attack. Security has the important issues that the 

data confidentiality has a various issue in airing of threats. The major issue is to avoid an intruder is when 
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the packets are transmitted it send along with the decode key with it, when the packet is received to end-

user the encoded packets can be decoded with the appropriate secret key. This paper also describes the 

various threads and views the important of vulnerabilities about the data thief and educates the end-user in 

handle safe wireless sensor network. 
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