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Abstract: 

Rapidly growing use and development of data mining technologies bring serious issues to the security of individual's vital 
and sensitive information. An emerging research topic in data mining, known as privacy- preserving data mining (PPDM), has 
been extensively studied in recent years. The basic idea of PPDM is to modify the data in such a way so as to perform data 
mining algorithms effectively without compromising the security of sensitive information contained in the data. In this paper, we 
view the privacy issues related to data mining from a wider perspective and investigate various approaches that can help to 
protect sensitive information. In particular, we identify four different types of users involved in data mining applications, namely, 
data provider, data collector, data miner, and decision maker. For each type of user, we discuss his privacy concerns and the 
methods that can be adopted to protect sensitive information. We briery introduce the basics of related research topics, review 
state-of-the-art approaches, and present some preliminary thoughts on future research directions. Besides exploring the privacy-
preserving approaches for each type of user, we also review the game theoretical approaches, which are proposed for analyzing 
the interactions among different users in a data mining scenario, each of whom has his own valuation on the sensitive 
information. By differentiating the responsibilities of different users with respect to security of sensitive information, we would 
like to provide some useful insights into the study of PPDM. 
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