
IJRIT International Journal of Research in Information Technology, Volume 3, Issue 5, May 2015, Pg. 405 -412 

K Mohammed Jareer, IJRIT-405 

 

 

International Journal of Research in Information Technology 

(IJRIT) 

www.ijrit.com               ISSN 2001-5569 

An Intrusion Detection System Using Data Mining and Genetic 

Network Programming 

By 

                      1. K Mohammed Jareer 2. Dr. B M Vidyavathi, BITM Bellary 

 

Abstract- As the people these days are dependent on the internet facilities more and more, and simultaneously 

number of security threats are also increasing greatly. Therefore, now an Intrusion Detection System [IDS] which 

can effectively detect intrusion accesses has become mandatory. This work describes a fuzzy class association rule 

mining method based on Genetic Network Programming [GNP] for detecting network intrusions. GNP is an 

evolutionary optimization technique which uses directed graph structures instead of strings in Genetic Algorithms 

[GA] or trees in Genetic programming [GP]. By including fuzzy set theory with GNP the above said method can 

effectively deal with mixed database that contains both discrete and continous attributes and furthermore also 

extract many important class association rules that enhances the detection ability. 

Keywords:-  Genetic Network programming, Fuzzy class association rule mining, Genetic Algorithm, Genetic 

programming. 

__________________________________________________________________________________________ 

1. INTRODUCTION 

A basic understanding of computer network is requisite in order to understand the principles of network security. In 

this section , it includes some of the foundations of computer networking, then move on to an overview of some 

popular networks. Following that, we'll take a more in-depth look at TCP/IP, the network protocol suite that is used 

to run the internet and many intranets. once we've covered this, we'll go back and discuss some of the threats that 

managers and administrators of computer networks need to confront, and then some tools that can be used to reduce 

the exposure to the risk of network computing. 

In the field of networking, the area of network security consists of provisions and policies adopted by the network 

administrator to prevent and monitor unauthorized access, misuse, modification, or denial of the computer network 

and network accessible resources. Network security involves the authorization of access to data in a network, which 

is controlled by the network administrator. Users choose or are assigned an ID and password or other authenticating 

information that allows them access to information and programs within their authority. Network security covers a 

variety of computer networks, both public and private, that are used in everyday jobs conducting transactions and 

communications among businesses, government agencies and individuals. Networks can be private, such as within a 

company, and others which might be open to public access. Network security is involved in organizations, 

enterprises, and other types of institutions. It does as its title explains: It secures the network, as well as protecting 

and overseeing operations being done. 

Network security starts with authenticating the user, commonly with a username and a password. Since this requires 

just one detail authenticating the username i.e., the password, which is something the user 'knows' this is sometimes 

termed one factor authentication. With two-factor authentication, something the user 'has' is also used (e.g., a 
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security token or 'dongle', an ATM card, or a mobile phone); and with three factor authentication, something the 

user 'is' is also used(e.g., a fingerprint or retinal scan). 

Once authenticated, a firewall enforces access policies such as what services are allowed to be accessed by the 

network users. Though effective to prevent unauthorized access, this component may fail to check potentially 

harmful content such as computer worms or Trojans being transmitted over the network. Anti-virus or an intrusion 

prevention system(IPS) help detect and inhibit the action of such malware. A anomaly-based intrusion detection 

system may also monitor the network traffic for unexpected (i.e., suspicious) content or behavior and other 

anomalies to protect resources, e.g., from denial of service attacks or an employee accessing files at strange times. 

Individual events occurring on the network may be logged for audit purposes and for later high-level analysis. 

Communication between two hosts using a network may be encrypted to maintain privacy. 

Honeypots, essentially decoy network-accessible resources, may be deployed in a network as surveillance and early-

warning tools as the honeypots are not normally accessed for legitimate purposes. Techniques used by the attackers 

that attempt to compromise these decoy resources are studied during and after an attack to keep an eye on new 

exploitation techniques. Such analysis may be used to further tighten security of the actual network being protected 

by the honeypot. 

Network security is becoming more and more important as people spend more and more time connected. 

Compromising network security is often much easier than compromising physical or local security, and is much 

more common. There are a number of good tools to assist with network security, and more and more of them are 

shipping with Linux distributions.  

One of the most common ways intruders gain access to more systems on your network is by employing a packet 

sniffer on a already compromised host. This "sniffer" just listens on the Ethernet port for things like passwd and 

login and su in the packet stream and then logs the traffic after that. This way, attackers gain passwords for 

systems they are not even attempting to break into. Clear-text passwords are very vulnerable to this attack.  

Example: Host A has been compromised. Attacker installs a sniffer. Sniffer picks up admin logging into Host B 

from Host C. It gets the admin's personal password as they login to B. Then, the admin does a su to fix a problem. 

They now have the root password for Host B. Later the admin lets someone telnet from his account to Host Z on 

another site. Now the attacker has a password/login on Host Z.  

In this day and age, the attacker doesn't even need to compromise a system to do this: they could also bring a laptop 

or pc into a building and tap into your net. Using ssh or other encrypted password methods thwarts this attack. 

Things like APOP for POP accounts also prevents this attack. (Normal POP logins are very vulnerable to this, as is 

anything that sends clear-text passwords over the network.)  

The Internet is the world's largest network of networks . When you want to access the resources offered by the 

Internet, you don't really connect to the Internet; you connect to a network that is eventually connected to the 

Internet backbone , a network of extremely fast (and incredibly overloaded!) network components. This is an 

important point: the Internet is a network of networks  -- not a network of hosts. 

In Information Security, intrusion detection is the act of detecting actions that attempt to compromise the 

confidentiality, integrity or availability of a resource. When Intrusion detection takes a preventive measure without 

direct human intervention, then it becomes an Intrusion-prevention system. 

Intrusion detection can be performed manually or automatically. Manual intrusion detection might take place by 

examining log files or other evidence for signs of intrusions, including network traffic. A system that performs 

automated intrusion detection is called an Intrusion Detection System (IDS). An IDS can be either host-based, if it 

monitors system calls or logs, or network-based if it monitors the flow of network packets. Modern IDSs are usually 

a combination of these two approaches. Another important distinction is between systems that identify patterns of 

traffic or application data presumed to be malicious (misuse detection systems), and systems that compare activities 

against a 'normal' baseline (anomaly detection systems). When a probable intrusion is discovered by an IDS, typical 
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actions to perform would be logging relevant information to a file or database, generating an email alert, or 

generating a message to a pager or mobile phone. 

Determining what the probable intrusion actually is and taking some form of action to stop it or prevent it from 

happening again are usually outside the scope of intrusion detection. However, some forms of automatic reaction 

can be implemented through the interaction of Intrusion Detection Systems and access control systems such as 

firewalls. 

Intrusion Detection System (IDS)  is being used to protect organization from attacks from different sources. 

Intrusion detection system has emerged in the computer security area because of the difficulty of ensuring that an 

information system will be free of security flaws. Intrusion detection is defined by the Sysadmin, Audit, Networking 

and                                                                                                                                                                                                                                                                                                                                         

security (SANS) institute as the act of detecting actions that attempt to compromise the confidentiality, integrity or 

availability of a resource. Thus, security of data and continuity of services can only be ensured by IDS. It is required 

that IDS can handle large amount of data without affecting performance and without dropping data and can detect 

attacks reliably without giving false alarms.[8]. 

 

An IDS is broadly classified as: 

 

A. Misuse Based System 

In misuse based IDS, detection is performed by looking for the exploitation of known weak points in the system, 

which can be described by a specific pattern or sequence of events or data. That means these systems can detect only 

known attacks for which they have a defined signature. 

 

B. Anomaly Based System 

In anomaly based IDS, detection is performed by detecting changes in the patterns of utilization or behavior of the 

system. The main advantage of anomaly detection is that they can detect previously unknown attacks. 

 

This paper is organized as follows the related work information is overviewed in section 2 and Proposed 

Methodology is explained in section 3 wherein which it provides an overview about the input dataset to be used in 

the model, Data preprocessing. And it discusses about Fuzzy membership function. Then it discusses about rule 

extraction. And it discusses about updating Rules in a Rule pool. Then it deals with assigning fitness values in order 

to perform genetic operations. And finally it explains about classification. Section 4 describes Experimental Results. 

And lastly Conclusion is mentioned in Section 5. 

 

 

2.RELATED WORK 
 

In the last decade various approaches have been developed and proposed in order to detect intrusion. In the early 

stage, rule based expert systems and statistical approaches were used to detect intrusion. A rule-based expert IDS 

can detect some well-known intrusions with high detection rate, but it is difficult to detect new intrusions and its 

signature database needs to be updated manually and frequently. Statistical based IDS employs various statistical 

methods including principal component analysis, and simple significance tests. But this type of IDS needs to collect 

enough data to build a complicated mathematical model, which is impractical in the case of complicated network 

traffic.[1]. 

The restrictions of rule-based expert systems and statistical  approaches are overcome using a number of data mining 

techniques.As one of the most popular data mining methods for wide range of applications, association-rule mining 

is used to discover association rules or co-relations among a set of attributes in a data set. However, this algorithm 

may suffer from large computational complexity for the rule extraction from the dense database.[2]. 

In order to discover interesting  rules from a dense database , Genetic algorithm (GA), and Genetic Programming 

(GP) have been applied to association rule  mining.[5][4] In the GA, the method evolves the rules during generations 

and individuals or population themselves represent the association relationships. However, representation is a key 

issue in genetic algorithm work because genetic algorithm directly manipulate a coded representation of the 
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problem, therefore it is not easy to extract enough nu

extends the fundamental idea of Genetic algorithm and evolves more complex data structures. Genetic Programming 

improves the interpretability of Genetic algorithm by replacing the gene structure with t

enables higher representation ability of association rules.[6][9].

As an extended evolutionary algorithm of Genetic algorithm and Genetic Programming,  Genetic Network 

programming (GNP) that represents its solutions using directed

association-rule mining methods to extract sufficient number of important rules for user's purpose rather than to 

extract all the rules meeting the criteria.[7][10].

This work of association-rule mining

However, in real world applications,  databases are more likely to be composed of both binary and continous values.

This work describes a fuzzy class association rule mining method ba

application to Intrusion detection. By combining fuzzy set theory with Genetic Network Programming, the above 

said method can deal with the mixed database that contains both discrete and continous attributes.

stream, we come up with an approach for intrusion detection , which is an amalgamation of Fuzzy Class

Association-Rule mining using Genetic Network programming  to enhance detection precision. 

 

3. PROPOSED METHODOLOGY

 
 

            
 

 

 

 

 

 

 

            

Figure 1: System Architecture 

3.1 Input Dataset 

 

The input Datasets that are going to be used are network audit data from MIT Lincoln Laboratory that is DARPA98 

or DARPA99 dataset which includes both discrete and as well as continous attributes which identifies each network 

connection's ID, Date, Time, Duration, Service type, Source port, no of Bytes, Source Host Ip address, Destination 

Host Ip address, Flag, Attack type etc.. 

 

3.2 Data Preprocessing 

 

Real-world data is often incomplete, inconsistent, and/or lacking in certain behaviors or trends, and is l

contain many errors. Data pre-processing is a proven method of resolving such issues. It prepares raw data for 

further processing. Here in preprocessing primarily the row with the missing values in column is deleted and the 

duplicated rows are removed in order to ease up the process of classification.
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problem, therefore it is not easy to extract enough number of interesting rules. Further Genetic Programming 

extends the fundamental idea of Genetic algorithm and evolves more complex data structures. Genetic Programming 
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enables higher representation ability of association rules.[6][9]. 

As an extended evolutionary algorithm of Genetic algorithm and Genetic Programming,  Genetic Network 

programming (GNP) that represents its solutions using directed graph structures has been included in this work with 

rule mining methods to extract sufficient number of important rules for user's purpose rather than to 

extract all the rules meeting the criteria.[7][10]. 

rule mining based on GNP is able to extract rules with attributes of binary values. 

databases are more likely to be composed of both binary and continous values.

This work describes a fuzzy class association rule mining method based on Genetic network programming and its 

application to Intrusion detection. By combining fuzzy set theory with Genetic Network Programming, the above 

said method can deal with the mixed database that contains both discrete and continous attributes.

stream, we come up with an approach for intrusion detection , which is an amalgamation of Fuzzy Class

Rule mining using Genetic Network programming  to enhance detection precision.  
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3.3 Fuzzy Membership Function 

Network connection data have their own characteristics, such as discrete and continuous attributes, and these 

attribute values are important information that cannot be lost. We include a subattribute-utilization mechanism 

concerning binary, symbolic, and continuous attributes to keep the completeness of data information. Binary 

attributes are divided into two subattributes corresponding to judgment functions. The symbolic attribute was 

divided into several subattributes, while the continuous attribute was also divided into three subattributes concerning 

the values represented by linguistic terms (low, middle, and high) of fuzzy membership functions  

predefined for each continuous attribute. Each value of continuous attributes in the database is transformed into 

three linguistic terms (low, middle, and high). In other words, each continuous attribute is divided into three 

subattributes with linguistic terms. A predefined membership function is assigned to each continuous attribute and 

the linguistic terms can be expressed by the membership function. The parameters α, β, and γ in a fuzzy membership 

function for attribute Ai are set as follows:  

β = average value of attribute Ai in the database;  

γ = the largest value of attribute Ai in the database;  

α + γ = 2β. 

3.4 GNP Rule Extraction  

GNP examines the attributes of tuples at judgment nodes and calculates the measurements of association rules at 

processing nodes. Judgment nodes judge the values of the assigned subattributes, e.g., Land= 1, Protocol=tcp, etc. 

The GNP-based fuzzy class-association rule mining with subattribute utilization successfully combines discrete and 

continuous values in a single rule. P1 is a processing node that serves as a starting point of class association rules 

and connects to a judgment node. The Yes-side of the judgment node is connected to another judgment node, while 

the No-side is connected to the next processing node. Judgment nodes shown here have the functions that examine 

the subattributes including both discrete and continuous attributes. Confidence and Support is used to extract 

important normal class-association rules. Rules with support values greater than threshold are extracted as important 

class-association rules of normal behaviors 

3.5 Updating Fuzzy Rules  

The extracted fuzzy class-association rules are stored in a rule pool through generations. When an important rule is 

extracted by GNP, it is stored in the pool with its support, confidence, χ2 value, and the parameters of the fuzzy 

membership function. Occasionally, a fuzzy rule already stored in the pool would be extracted again. In that case, 

the membership function and χ2 value might be changed. If the fuzzy rule has higher χ2 value, it will replace the 

same old fuzzy rule in the pool along with its fuzzy parameters. Therefore, the pool is updated every generation and 

only important fuzzy rules with higher χ2 values and better-adapted fuzzy parameters are stored. 

 

3.6 Fitness and Genetic Operation 

 

Before defining the fitness of an individual, the fitness of extracted rule r is defined as follows: 

�������� =	

��

� −	


�

�  

Where, 

Ntc - the number of connections correctly detected by rule r; 

Nt - the number of connections in the training data;  

Nni - the number of normal connections incorrectly detected by rule r;  

Nn - the number of normal connections in the training data.  

 

Each obtained rule is checked by the training data to get the fitness value. The scale of the fitness value is [–1, 1]. 

Higher fitness of a rule results in high DR and low positive false rate (PFR), which means the rate of incorrectly 

assigning normal connections to a intrusion class. On the other hand, lower fitness results in low DR and high PFR. 

When a rule is extracted by GNP, the overlap of the attributes between the rule and the already stored rules is 
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checked to confirm whether the rule is newly extracted or not. The fitness of a GNP individual for network intrusion 

problems is defined by  

 

� = 	�{�1 ∗	�������� + 	�2 ∗	∝���	 (�)}
�∈�

 

3.7 Classification 

 

As this GNP-based fuzzy class-association approach is designed for databases containing both discrete and 

continuous attributes, specific classification methods are proposed. The matching degree between the continuous 

attribute Ai with linguistic term Qi in rule r in class k and the value ai of attribute Ai of a testing data is defined as  

 
 

where FQi represents the membership function for linguistic term Qi . 

Then, the matching between rule r in class k (including p continuous 

attributes and q discrete attributes) and new unlabeled connection d is 

defined as 

 
where 

i  - index of continuous attributes in rule r; 

CA -  set of suffixes of continuous attributes in rule r; 

P - the number of continuous attributes in rule r; 

q - the number of discrete attributes in rule r; 

t - the number of matched discrete attributes with new unlabeled connection d in rule r. 

Matchk (d, r) ranges from 0 to 1. If Matchk (d, r) equals 1.0, rule r matches connection data d completely. Else if 

Matchk (d, r) equals 0, rule r does not match connection data d at all. Then, the average matching between 

connection data d and all the rules in class k in a certain rule pool is defined as  

 

 !"#$% 	(&) = 	
1
|()| 	 �  *�+ℎ) 	(&, �)

�∈�.
 

 

where Rk is a set of suffixes of the extracted rules in class k in the rule pool.  

The classifier calculates the average matching between new connection data dnew and all the rules in the normal rule 

pool, i.e., MATCHn (dnew ) and the average matching between new connection data dnew and all the rules in the 

intrusion rule pool, i.e., MATCHi (dnew ). If MATCHn (dnew ) ≥ MATCHi (dnew ), new connection data dnew is labeled 

as normal. If MATCHn (dnew ) < MATCHi (dnew ), new data dnew is labeled as intrusion. 

 

4. EXPERIMENTAL RESULTS 

 
In this section, the effectiveness and efficiency of the proposed method are studied using Darpa98 and Darpa99 

database. 

 

Intrusion Detection  

 

The proposed method for Intrusion detection is carried out with Darpa98 database. The training dataset contains 83 

connections randomly selected from Darpa98 database, among which 43 connections are normal and the other 40 

connections are intrusion, where three types of attacks (rlogin, guess, and portscan) are included. A total of 10 

attributes are included in each connection; They are Identifier, Time, Duration of the connection, name of the 

protocol, source port, destination port, source IP address, destination IP address, and finally type of the attack. 
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The testing database contains 10 unlabeled normal connections and 4 unlabeled intrusion connections (the same 

types as the training database). The detection efficiency obtained by the proposed misuse detection classifier are 

shown in equation 1. The criteria used to evaluate the efficiency of the result is DR that is total detection rate 

 

DR= (13 + 3)/14 = 92.856%      (1) 

 

 

 
 

Fig 2: Snapshot of  assigning results for test data 

figure 2 depicts the snapshot of classification of the testing data using darpa98 dataset. The result of the proposed 

method is based on one simulation, but actually in the proposed data mining algorithm, the best individual at the last 

generation is not the solution for the testing, which is a different mechanism from the general evolutionary 

computation framework. The rule extraction is carried out throughout the generations and all the individuals in a 

population cooperatively extract many rules. In addition, GNP can only extract rules that are statistically significant. 

Therefore, the effective rules are stably extracted in every simulation. 

 

4 CONCLUSION 

   

In this work, a GNP based fuzzy class-association-rule mining with subattribute utilization and the classifiers based 

on the extracted rules has been used, which can consistently use and combine discrete and continuous attributes in a 

rule and efficiently extract many good rules for classification. The important functionality of this model  is to 

efficiently extract many rules that are statistically significant and they can be used for classification purposes. For 

example, FUZZY can extract many rules of normal connections and known intrusion connections from the training 

database. When we use them for intrusion detection, the matching of a new connection with the normal rules and the 

intrusion rules are calculated, respectively, and the connection is classified into the normal class or intrusion class. 

Therefore, many rules extracted by FUZZY cover the spaces of the classes widely. 
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