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ABSTRACT:

Consumer-centric cloud computing paradigm has emerged as the development of smart electronic 
devices combined with the emerging cloud computing technologies. Rating, Multikeyword, ranked, semantic search 
are delivered to the consumers with the premise that an effective and efficient cloud search service is achieved. For 
consumers, they want to find the most relevant products or data, which is highly desirable in the “pay-as-you use” 
cloud computing paradigm. As sensitive data such as photo albums, emails, personal health records, financial 
records, etc are encrypted before outsourcing to cloud, traditional keyword search techniques are useless. Through 
this variety of services we can find the most relavant information easily.
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1. INTRODUCTION

In recent years, many consumer electronic devices (e.g. Smartphone, iphone) with support of high speed 
computing combined with the emerging cloud computing paradigm provide a variety of service to the consumers.
sensitive data are encrypted before outsourcing to the cloud. However, encrypted data make the traditional data 
utilization services based on plaintext keyword search useless. The simple and awkward method of downloading all 
the data and decrypting locally is obviously impractical, because the authorized cloud consumers must hope to 
search their interested data rather than all the data. Hence, it is an especially important thing to explore an effective 
search service over encrypted outsourced data.  To meet the challenge of effective search system, this paper 
proposes a practically efficient and flexible searchable scheme which supports rating multi-keyword ranked   search 
and synonym- based search. To address rating multi-keyword search and result ranking, Vector Space Model (VSM) 
is used to build document index, that is to say, each document is expressed as a vector where each dimension value 
is the Term Frequency (TF) weight of its corresponding keyword.

2. RELATED WORKS

P.A. Cabarcos, F.A. Mendoza, R.S. Guerrero, A.M. Lopez, and D. Diaz- Sanchez, “SuSSo:proposed that[1], In 
this context, many services, such as music or video streaming, are delivered to the clients using Cloud-based 
providers.The great variety of consumer electronic devices with support of wireless communications combined with 
the emerging Cloud Computing paradigm is paving the way to real anytime/anywhere computing.  D. Diaz-Sanchez, 
F. Almenarez, A. Marin, D. Proserpio, and P.A. Cabarcos:proposed that[2], Cloud computing allows accessing 



IJRIT International Journal of Research in Information Technology, Volume 3, Issue 3, March 2015, Pg. 214-218

B.Malini, IJRIT-215

resources across Internet transparently: requiring no expertise in, or control over the underlying infrastructure , we 
propose Media Cloud, a middleware for Set-top boxes for classifying, searching, and delivering media inside home 
network and across the cloud that interoperates with UPnP and DLNA. S. G. Lee, D. Lee, and S. Lee[3]proposed 
that, It has become difficult and time consuming to find an interesting channel and program via the remote control or 
channel guide map. S. Kamara, and  K. Lauter[4],proposed that We propose a novel scheme to reduce the 
consumption of the re-encryption process. This scheme is built on a series of cryptographic algorithms. The original 
data is split into several slices and these slices are published to the cloud storage. After a revocation occurs, we re-
encrypt only one slice instead of the whole data. S. Grzon kowski, and P. M. Corcoran[5] ,proposed that 
A user centric approach to authentication for home networks is proposed. This approach enables the sharing of 
personalized content and more sophisticated network-based services over a conventional TCP/IP infrastructure. R. 
Sanchez, F. Almenares, P. Arias, D. Diaz-Sanchez, and A. Marin,[6], proposed that . As a direct 
consequence, dynamic federated identity management with privacy improvements has arisen as an indispensable 
mechanism to enable the global scalability and usability that are required for the successful implantation 
of Cloud technologies. With these requirements in mind, we present an IdM architecture based on privacy and 
reputation extensions compliance with the SAMLv2/ID-FF standards. J. Li, Q. Wang, C. Wang, N. Cao, K. Ren, and 
W. Lou[7],proposed that Fuzzy keyword search aims at accommodating various typos and representation 
inconsistencies in different user searching input for acceptable system usability and overall 
user searching experience, while protecting keyword privacy.  We describe the challenges that are not yet met by 
existing searchable encryption techniques and discuss the research directions and possible technical approaches for 
these new search functionalities to become a reality

3. PROPOSED SYSTEM

Existing search approaches cannot accommodate such requirements like rating search, ranked search, 
multi-keywords search, semantics-based search etc. The rating is a classification according to order or grade. Rating 
is a classification or ranking of some or something based on their quality, standard or performance. The ranked 
search enables cloud customers to find the most relevant information quickly. Ranked search can also reduce 
network traffic as the cloud server sends back only the most relevant data. Multi-keyword search is also very 
important to improve search result accuracy as single keyword search often return coarse search results. To meet the 
challenge of effective search system, this paper proposes a practically efficient and flexible searchable scheme 
which supports both multi-keyword ranked rating search and synonym-based search. To address multi-keyword 
search and result ranking, Vector Space Model (VSM) (says database,) is used to build document index, that is to 
say, each document is expressed as a vector where each dimension value is the Term Frequency (TF) weight of its
corresponding keyword. The contributions of this paper are summarized as follows: For the first time, a semantics-
based multi-keyword ranked rating search technology over encrypted cloud data which supports synonym queries is 
proposed. The search results can be achieved when authorized cloud customers input the synonyms of the 
predefined keywords, not the exact or fuzzy matching keywords, due to the possible synonym substitution and/or 
her lack of exact knowledge about the data.  Extensive experiments on the real-world dataset further show the 
effectiveness and efficiency of proposed solution.
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5. MODULES

5.1 Cloud Authorization

5.2 Content Encryption and Indexing

5.3 Effective Cloud Search over Processed Query

5.1 Cloud Authorization:

In this Module, the owner will register his/her details to the cloud server provider. Then the registered data 
owner will upload his/her data’s to Cloud service provider. Upload can be done as private or public. Private files 
will be uploaded in the data owner private folder and Public files will be uploaded to common public folder. Private 
files will be accessed only to his/her search but the public files will be accessed to all the data users who accessing 
that cloud service provider. Here the files will be upload as it normal file without any encryption. Data owner will 
sometimes act as data user.

5.2 Content Encryption and Indexing:

In this Module, data owner will create the index file from the source file which should be uploaded in 
the cloud service. And then source file will be encrypted with the encrypting algorithm and the encrypted file will be 
uploaded to the cloud service provider along with its index file. Encryption key is only known to data owner.  To 
create index file we use Text miming Process. The Text mining process analyses the text word by word and also 
picks up the literal meaning behind the group of words that constitute the sentence. The Words are analyzed in Word 
Net ape so that the related terms can be found for use in the index file. All the communication to cloud server will be 
done through web service

5.3 Effective Cloud Search over Processed Query:

In this Module, data owner or data user will try give query to the cloud server. The query also 
will be processed to find the related terms and then it will be searched in the index files. If the terms is present in 
more than one file, then will search results will be show according to its rank frequency. To which file, frequency is 
more that file will be listed first. User also will able to give rank to that particular file which will be updated in the 
cloud server database. Next time that according to frequency and user rank files will be listed to user. If the user 
selects the particular file then the Encrypted content for the particular file will be provided to the user. Then user has 
to decrypt that file to access using key which is used for Encryption. 

6. CONCLUSION

This paper, for the first time, proposes an effective approach to solve the problem of synonym-based 
multi- keyword ranked rating search over encrypted cloud data. The main contributions are summarized in different 
aspects: synonym-based search , similarity ranked search and rating search. The search results can be achieved when 
authorized cloud customers input the synonyms of the predefined keywords, not the exact or fuzzy matching 
keywords, due to the possible synonym substitution and/or her lack of exact knowledge about the data.  The vector 
space model is adopted combined with cosine measure, which is popular in information retrieval field, to evaluate 
the similarity between search request and document. Finally, the performance of the proposed schemes is analyzed 
in detail, including search efficiency and search accuracy, by the experiment on real-world dataset. The results show 
that the proposed solution is very efficient and effective in supporting synonym-based searching. The next work is to 
research semantics-based search approaches over encrypted cloud data that support syntactic transformation, 
anaphora resolution and other natural language processing technology. The aim is that cloud consumers can search 
the most relevant products or data by using the designed system and also by using the rating search we can find the 
most relavant information quickly.
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