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Abstract- Cloud-based applications benefit from the expansible and efficiency offered by server strengthening and 

shared facilities. However, the shared nature of cloud infrastructures may introduce threats arise from the various 

location and combination of untrusted components, in addition to typical risks due to the necessary presence of 

weaknesses in the infrastructure itself. As a result, attacker may be able to attack in monitoring proximity to high-

value targets and gain unauthorized access to important data. In this paper, we represent that, clients are connected 

in LAN and it is connected to Cloud Server. Database is used to store all detail information of all clients. Packet 

scanner module is running on each PC. All the packets details are send to server. Android system is used for 

administration of clients connected in LAN. Administrator can view all process running on clients connected in 

LAN and can also Kill or start process on Client system. Administrator can also view packet from untrusted IP 

address. IP scanner module is also implemented.
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1. INTRODUCTION

System administrators now-a-days have to deal with larger number of systems connected to the networks that provide a variety of 

services. System administrators also need to control all the process running on all of its clients. Cloud-based applications benefit 

from the scalability and efficiency offered by server strengthening and shared facilities.[2] An intruder can be defined as 

somebody attempting to break into an existing computer. This identity is popularly termed as a hacker. The number of computers 

connected to a network and when combined with the increase in networking speed has made intrusion detection a challenging 

process. The challenge here is not only to be able to actively monitor all the systems but also to be able to react quickly to 

different events. Traditionally intrusion detection involved a defensive approach where systems were either dedicated computers 

like firewalls or host based detection systems aimed at detecting attacks or preventing them. These systems existed as a part of 

the commercial/in-use networks and used techniques like pattern matching or anomaly detection[4]. Another type of security 

systems are system integrity checkers, which are, typically host based. The problem that these systems face is that they are 

running on computers, which are in use on a daily basis.

The intruder is a hacker whose intensions are to cause harm or mischief. Intruder can be classified into two types- one 

who have something to gain by the intrusion and the other a curious person trying to probe the security of the system. Some try 

to deface government websites or deny normal service and may be backed by political motive. The second type is the hacker 

who can be further broken down into two types: - An extremely intelligent computer knowledgeable person or a script

kiddies. The script kiddies is the intruder with limited skills but the one who uses automated computer programs or who 

exploits code downloaded from the Internet. The primary aim of script kiddies is to compromise as many systems as possible. He is 

aided by the easy-to-use tools that scan a range of IP addresses looking for a vulnerable computer. Networks face even a bigger threat, 

since all the intruder has to do is compromise one insignificant system in the network and use it to attack the more important 

systems.

A Honeypot is a trap to detect, deflect or in some manner counteract attempts at unauthorized use of information 

systems [4].The idea behind these systems is to provide systems or services that deceive the intruder. Such systems help 

in learning the methods that intruders use and they also can be viewed as a decoy to distract hackers from the real systems and services.

Honeypot can be used as tools to gather information which can be used to enforce and strengthen existing intrusion 

detection tools or network firewalls.[5] Honeypot should not be viewed as a solution to network security; they should be seen 

as an aid to it. Honeypot can be classified based on their deployment and based on their level of involvement. Based 

on deployment, honeypot may be classified as:- Production honeypot and Research honeypot. Based on design 

criteria, honeypot can be classified as:-Pure honeypot , High-interaction honeypot and low-interaction 

honeypot.[1]In this paper we present the system to provide secure cloud computing environment system using 

honeypot deception based intrusion detection system and also we provide remote administration through android 

application.

2. RELATED WORK

Honeypot used in the LAN can attract hackers to attack the host, record hacker’s attacks, analyze recorded data and 

generate coping strategies to reach the goal of delaying attack, protecting objectives, collecting evidence and 

effective protection. In a LAN, the server provides users with a variety of network services and saves some users 
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information. Therefore, compared with other computers, servers are more attractive to hackers, so to protect the 

server's security is the top priority of the LAN security. Virtual honeypot system in the LAN of this system is 

deployed to protect the security of the server. By installing virtual computer software, a single physical computer 

has a zone that contains the virtual DMZ honeypot. For hackers, the vulnerable computer has considerable appeal to 

them, so in this system the physical honeypot should be deployed in a specific location to disguise a number of 

physical machines as vulnerable personal computers to lure hackers to attack, and then capture and record invasive 

methods and means. When suspicious dynamic connections are diverted into the virtual honeypot system, because of

its inherent characteristics the virtual computer it can be identified by the experienced hackers. The reason why the 

real server is protected. By the virtual honeypot server is that it can reduce the risk of being attacked, reduce costs 

and to some extent deter intruders. Once the hackers are attacking honeypot and the network has already set the trap, 

they will give up the attack on the server and escape quickly. Obviously, many high-level hackers will not easily 

give up the attack, so in this system physical honeypot deployment is carried out in order to realize better 

camouflage to capture various attacks information. Several physical computers will be configured as ordinary 

personal computers, and many security vulnerabilities are deliberately left on the operating system of the trap host 

and then it is closely monitored. In the case of the unawareness of hackers, attack information has been recorded, 

unknown invasion has been captured. Under the research and analysis of administrators, means of invasion is 

obtained, attack intention is predicted. Through correlation analysis and extraction of relevant information, the 

corresponding invasion knowledge base is updated. The main drawback of the current system is that Current 

systems are host based system and remote administration is not possible with the use of existing system.

3. THE PROPOSED MODEL

In this paper we present that, clients are connected in LAN and it is connected to Cloud Server. Database is used 

to store all detail information of all clients. Packet scanner module is running on each PC. Also IP scanner is 

implemented. This is done for security purpose. All the packets details are send to server. All black listed IP address 

will be stored in it. Android system is used for administration. Administrator can initiate any process on system or 

can send any message to system can kill any process and can perform all administration activities. 

Figure 3(a): Architecture of proposed system
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The above diagram shows the architecture of proposed system. In this system administrator can login to the 

Android application, can view all the processes running on all the clients connected in LAN, can also kill any 

process or start any process on client system. In short administrator can view all the processes running on client. All 

the clients are connected in LAN. Packet Scanner module is running on each client which scans all incoming packets 

and keeps the record of it, and these records gets updated after every few seconds. It continuously keeps sending all 

the details to the server. All these details are then stored in the database. The android application can control all the 

processes running on clients through cloud server. In this way, we can remotely handle all the processes running on 

the clients.

4. EXPERIMENTAL RESULTS

In this experimental result we observed that, the clients are continuously monitored by administrator from 

different or various locations. These provide flexibility for the administrator to handle clients whenever needed. The

proposed model has the following advantages:

(1) The administrator can access clients from remote location.

(2) Security is provided using honeypot deception.

5. CONCLUSION AND FUTURE WORK

In this paper, we proposed a system which provides secure cloud computing environment system using 

honeypot deception based intrusion detection system.Remote administration through android application. Our 

system has many advantages like it is a combined cloud based tool for both honeypot as well as remote 

administration under one hood.This system helps in remote administration as well as it helps system to monitor all 

the processes which are running in LAN.

In our future work we can provide more security by adding email scanner, port scanner and also it can be 

implemented in public and community cloud.
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