
IJRIT International Journal of Research in Information Technology, Volume 3, Issue 3, March 2015, Pg. 89-95 

Vidya Kalane, IJRIT-89 

 

 

International Journal of Research in Information Technology                       

 (IJRIT) 

                               www.ijrit.com               ISSN 2001-5569 

Embedded Visual Cryptography Scheme for Secret 

Grayscale Image Using GAS and Stamping Algorithm 
 

1Vidya Kalane, BE, Department of Information Technology, Bhivrabai Sawant Institute of Technology & 

Research, Pune, India 

2Pallavi Pawar, BE, Department of Information Technology, Bhivrabai Sawant Institute of Technology & 

Research, Pune, India 

3Nilesh Thorat, Assistance Professor, Department of Information Technology, Bhivrabai Sawant Institute 

of Technology & Research, Pune, India 

 E-mail: 1 vidyakalane2593@gmail.com, 2 pallavipawar107@gmail.com ,3 nileshthorat4694@gmail.com  

 

Abstract 

 
Visual cryptography, an emerging cryptography technology, uses the characteristics of human vision to decrypt 

encrypted images. It needs neither cryptography knowledge nor complex computation. For security concerns, it also 

ensures that hackers cannot perceive any clues about a secret image from individual cover images. Since Naor and 

Shamir proposed the basic model of visual cryptography, researchers have published many related studies. Most of 

these studies, however, concentrate on binary images; few of them proposed methods for processing gray-level and 

Grayscale images. This paper proposes three methods for visual cryptography of gray-level and Grayscale images 

based on past studies in black-and-white visual cryptography, the halftone technology, and the Grayscale 

decomposition method. Our methods not only retain the advantages of black-and-white visual cryptography, which 

exploits the human visual system to decrypt secret images without computation, but also have the backward 

compatibility with the previous results in black-and-white visual cryptography, such as the t out of n threshold 

scheme, and can be applied to gray-level and Grayscale images easily. 

 

1. Introduction 

 
It is now common to transfer multimedia data via the Internet. With the coming era of electronic commerce, there is 

an urgent need to solve the problem of ensuring information safety in today’s increasingly open network 

environment. The encrypting technologies of traditional cryptography are usually used to protect information 

security. With such tech - neologies, the data become disordered after being encrypted and can then be recovered by 

a correct key. Without the correct key, the encrypted source content can hardly be detected even though 

unauthorized persons steal the data. Naor and Shamir proposed a new cryptography area, visual cryptography, in 

1994. The most notable feature of this approach is that it can recover a secret image without any computation. It 

exploits the human visual system to read the secret message from some overlapping shares, thus overcoming the 

disadvantage of complex computation required in the traditional cryptography. The threshold scheme makes the 

application of visual cryptography more Dexible. Without of n threshold scheme (t/6n); the manager can first 

produces n copies of transparency drawn from the secret image, one for each of his members. If any t of them stacks 

their transparencies together, the content of the secret image will show up. If the number of transparencies is less 

than t, the content of the secret image will remain hidden. There have been many published studies of visual 

cryptography. Most of them, however, have concentrated on discussing black-and-white images, and just few of 

them have proposed methods for processing gray-level and Grayscale images. Rijmen and Preenel have proposed a 

visual cryptography approach for Grayscale images. In their approach, each pixel of the Grayscale secret image is 

expanded into a 2×2 block to form two sharing images. Each 2×2 block on the sharing image is filled with red, 

green, blue and white (transparent), respectively, and hence no clue about the secret image can be indented from any 
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one of these two shares alone. Rijman and Preneel claimed that there would be 24 possible Grayscales. Because 

human eyes cannot detect the Grayscale of a very tiny sub pixel, the four-pixel Grayscales will be treated as an 

average Grayscale. When stacking the corresponding blocks of the two shares, there would be 242 variations of the 

resultant Grayscale for forming a Grayscale image. The approach of Rijmen and Preneel indeed can produce visual 

cryptography for Grayscale images. But from the viewpoint of either the additive model or the subtractive model of 

chromatology, it is not appropriate to Ell the blocks with red, green, blue, and white (transparent) Grayscales. 

Besides, if we use the average of the four-pixel Grayscales in the stacking blocks to represent the corresponding 

pixel Grayscale in the original image, the problem of circular permutations occurs. Since two circular permutations 

of a stacking block are not considered divergent, two average Grayscales with different permutations will be the 

same in the stacking block if they have the same combination. Hence the number of possible Grayscale variation is 

fewer than the authors claimed 242. Recently, Chang et al. proposed a Grayscale image sharing technique. The 

algorithm Erst creates a palette of a secret image and assigns a unique code to each Grayscale on the palette. It then 

selects two Grayscaleed cover images, O1 and O2; with size the same as the secret image. Every pixel in the two 

cover images will be expanded into a block with M (=k × k) sub pixels, of which _M=2_+1 sub pixels are randomly 

selected and Elle with the Grayscale of the expanded pixel and the rest are Elle with white (transparent) Grayscale. 

The selection condition is that N positions of the two expanded blocks are overlapped, where N is the index of the 

palette of the secret image and is used to indicate the pixel Grayscale shared by the two expanded blocks. When 

recovering the secret image, the algorithm computes the number of the overlapping sub pixels of every k × k block 

in the two camouDage images and then retrieves the Nth Grayscale from the palette to reconstruct the Grayscale of 

the corresponding pixel of the secret image. But this method can only deal with Grayscale image with limited 

deviating Grayscales. For example, if k equals 3, _M=2_+1 is at most 5, which is obviously too small and 

unreasonably restrictive for today’s applications. Hou et al proposed a method to improve the above drawback. They 

used the binary encoding to represent the sub pixels selected for each block and applied the AND/OR operation 

randomly to compute the binary code for the stacking sub pixels of every block in the cover images. The code 

ranges from 0 to 255, but it can be even larger depending on the expanding factor. Consequently, a secret image can 

be a 256 Grayscale or true-Grayscale one. Although Chang and Hou et al. achieved a certain degree of sharing 

Grayscale image information, the drawback is that secret images must be decrypted with heavy computation, which 

would violate the principle of visual cryptography that uses human eyes to decrypt secret images. Hou et al. used the 

concepts of Grayscale decomposition and contrast adjustment to produce two shares needed by visual cryptography. 

Overlapping these two shares will reveal the secret information automatically. Although this method requires no 

mass computation to reconstruct secret images, it is nonetheless dilute to obtain totally random noise shares. Some 

image boundaries might be found on each share, thus compromising the secrecy required. In this paper, we will 

combine the previous results in visual cryptography, the halftone technology, and the Grayscale decomposition 

principle to develop algorithms of visual cryptography for gray-level and Grayscale images. Our method retains the 

advantage of traditional visual cryptography, namely, decrypting secret images by human eyes without any 

cryptography computation. For information security, it also ensures that hackers cannot perceive any clue about the 

secret image from any individual sharing image. 

 

2. Visual cryptography for gray-level images 

 
2.1. Basic theorem of visual cryptography 

 

Because the output media of visual cryptography are transparencies, we treat the white pixels of black-and-white 

images as transparent. Typically, the black-and-white visual cryptography decomposes every pixel in a secret image 

into a 2×2 block in the two transparencies according to  the rule in Fig. 1. When a pixel is white, the method 

chooses one of the two combinations for white pixels. 
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Figure 1.Visula cryptography scheme 

 

3. Visual cryptography for Grayscale images 
 

3.1. Method 1 

 
Our first method uses the procedure illustrated in Fig. to transform a Grayscale secret image into three C, M, and Y 

halftone images. Then, every pixel of the halftone images is expanded into a 2×2 block to which a Grayscale is 

assigned according to the model presented in system. Every block of the sharing images therefore includes two 

transparent (white) pixels and two Grayscale pixels so that the entropy reaches its maximum to conceal the content 

of the secret image. Furthermore, we design a half black-and-white mask to shade unexpected Grayscales on the 

stacked sharing images so that only the expected Grayscales show up. Take Fig. for example. If pixel Pij of the 

composed image is (0; 0; 0), the distribution of the Grayscale pixels in the three sharing images is assigned as the 

first row in . After stacked by the mask image, all the Grayscale pixels on the three sharing images are shaded by 

black pixels and only the white pixels can reveal, thus showing a white-like Grayscale. 
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                                                          Fig. Grayscale image printing 

 

3.2. Method 2 

 In general, three main processes are implemented in this system. At the sender side, the preprocessed secret image 

can be encrypted by using the GAS solver algorithm. This image can be protected by using the password 

authentication. The share synthesizer splits the image into the number of shares as per the number of participants can 

be done in the generate shares phase. At the embedding phase, the shares can be stamped with the covering images. 

The embedded images are now ready to send it to the receiver. At the receiver side, the shares can be extracted from 

the covering images. Thus by overlapping the shares in an order with the correct password verification, the secret 

image can be retrieved at the extraction phase. 

 
                                         

                                               Figure .System Architecture 

1. Generation of Shares  



IJRIT International Journal of Research in Information Technology, Volume 3, Issue 3, March 2015, Pg. 89-95 

Vidya Kalane, IJRIT-93 

 

The algorithm starts to find a solution for the given GAS by the procedure access structure () with an initial set of 

participants and number of participants in Steps 1 and 2. In each iteration of Steps 3, the algorithm proceeds to find a 

minimum n‟ by decreasing or increasing the value of n‟ by 1 where n is the number of shares and n' is the number 

of participants. If a solution is found (i.e., C<=Cbest denotes the best-found energy function in the last iteration), the 

algorithm stops while n‟<= n'-1 or it decreases the value of n‟ by 1 and proceeds to the next iteration with the lower 

n‟. On the contrary, if a solution is not found, the algorithm stops while n‟< n or it increases the value of n‟ by 1 

and proceeds to the next iteration while n‟>n. At the end of the procedure, the algorithm outputs a minimum n‟ and 

a construction set C as the optimal solution of the problem. If no solution can be found for a given access structure, 

the solution procedure will be terminated while n‟=n‟max, where n‟max is a given parameter that prevents 

Algorithm 2 from falling into an infinite loop. The output of the algorithm produces the qualified shares from where 

the secret image is hidden in it.  

 

 

Algorithm 2: SA-based algorithm for GAS solver  

 

INPUT: Set of participants P= {i1, i2,….,in} and an access structure (TQual,TForb)  

OUTPUT: Constructed qualified shares {S1, S2, …, Sn} METHOD :  

1: Sender set the number of participants P= {i1, i2,….,in}.  

 2: The qualified and forbidden set has to be declared.  

 3: The secret image is splinted into the number of shares as mentioned.  

If n‟=nmax then Stop and Output “No solution found” Else  

C = Cbest  

Until n‟= n‟-1  

4: Until the number of shares „n‟, the share synthesizer generates the shares  

 5: The generated share is sent to the embedding process  

After getting the secret image, share synthesizer generates the number of shares as per the number of participants 

and the 

 

2. The Embedding Process  
The Embedding process involves embedding the binary image with the covering shares. For that, the covering 

shares can be divided into the blocks which contain the sub pixels each. Embedding is nothing but the pixels in the 

embedding positions are replaced by the sub pixels of the share matrix. The input for the embedding process is the 

covering shares constructed to the corresponding VCS with the covering images required.  

 

Algorithm 3: Stamping Algorithm  

INPUT : Shares and covering images  

OUTPUT: Embedded image  

METHOD: Procedure Stamping (shares, cover images)  

 1: Calculate the collection of pixel Grayscales for shares, cover images and secret image in coordinate (x, y)  

2: Calculate required amount of cover pixels in shares in black and white region of the secret image  

 3: Calculate the amount of black pixels overlapped at coordinate (x, y)  

STEP 4: Set the indicator for coordinate to 0 i.e.., available for stamping cover pixel.  

STEP 5: Add cover pixels on selected coordinates (x, y) of shares. The black pixels will be added on candidate 

coordinate (x, y) of share that has a white pixel on it.  

STEP 6: Repeat from step 3 to step 5 until all require cover pixels are stamped on shares 
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Figure. Generation of Shares 

 

3. Embedding Phase 

 

Extract the embedded cover images and secret shares. By stacking the shares in the correct order will get an original 

secret image is done using the algorithm 4. At the receiver side they stack the shares by using the logical or 

operation and extract an original secret image. The beauty of such a scheme is that a set of qualified participants is 

able to recover the secret image 

 

Algorithm 4:  Extraction Process  

INPUT : Embedded images  

OUTPUT : Secret image  

METHOD:  

STEP 1: Extract the covering images and the shares from the stamped images  

STEP 2: Overlap the shares in the appropriate order with authenticated password  

STEP 3: The exact secret image can be obtained at the receiver side.  

STEP 4: If the order changes or fetching an unauthenticated password leads to retrieve a forbidden image.  

 

The embedded images are stored in the Embedded Images folder. It is used while the extraction operation is 

performed. At receiver side, the covering images are extracted from the embedded images after accepting the correct 

password. 

 

 
                                                           Figure. Extraction Phase  
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 4. Conclusion 

 
Unquestionably, Visual Cryptography provides one of the secure ways to transfer images on the Internet. The 

advantage of visual cryptography is that it exploits human eyes to decrypt secret images with no computation 

required. Unlike most studies of visual cryptography, which concentrate on black-and-white images, this paper 

exploits the techniques of halftone technology and Grayscale decomposition to construct three methods that can deal 

with both gray-level and Grayscale visual cryptography. Based on the theory of Grayscale decomposition, every 

Grayscale on a Grayscale image can be decomposed into three primary Grayscales: C, M, and Y. With the halftone 

technology, we can transform a gray-level image into a binary one suitable for generating visual cryptography. As 

the traditional schemes for black-and-white visual cryptography, our methods expand every pixel of a Grayscale 

secret image into a 2×2 block in the sharing images and keep two Grayscale and two transparent pixels in the block. 
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