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Abstract- In this paper, the problem of data leakage can be reduced by using Information leakage detection and 

prevention method. Sometimes it may happen that the data can be leak due to some reasons, so it is not possible to stop 

from spreading the data. Using this technique, it is easy to find leakage of data. In this, if confidential file can be sent from 

distributor to agents and if the agent leaks or send that file to other agent, then it is not possible to know the original data 

in the file because position and the key of particular file can be unknown i.e. they can be change at every time. The file 

which can be sent from distributor to agent it can be a merge file (Original file and non confidential/temporary file). 

Keywords- Information leakage, Security, Detection and Prevention of data. 

 

 
1. INTRODUCTION 

 
Information leakage means the ‘‘accidental or unintentional distribution of private or sensitive data to an 

unauthorized entity’’. The definition of ‘‘sensitive data’’ is wide and can include (among other things) financial 

data, intellectual property, and customer details. In addition, once information has leaked it is nearly impossible to 

stop it from spreading. One of the greatest threats to information security is the leakage of data by the organization’s 

own employees. One common threat arises from the use of email. Confidential information can be sent to 

individuals outside the organization very easily and cause serious damage.  
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Fig.1 an Example of Data Leakage 

 

 Above fig shows the example of data leakage. To address the many problems that arise from data leakage 

and content protection, many software and hardware solutions have been developed. The hardware solutions include 

the use of encrypted communication; fingerprint readers. The software solutions are even more diverse and are 

discussed in Section 2 below. 

 

In this study, we present the technique, which can deal with accidentally and intentionally leakage of data. 

Our model generates one single file which is the combination of two file: one is temporary file and other is 

confidential file. Our solution can be easily detecting a document containing confidential information even when 

most of the document consists of non-confidential content. For example, an employee may send a non-confidential 

email message to her friend (unintentionally or intentionally), which also mentions a confidential project within it. 

The remainder of this paper is organized as follows. In Section 2, we present previous work on data leakage 

prevention. In Section 3, we present the proposed model and the detection of data. The experiments conducted to 

evaluate the model are discussed in Section 4. Section 5 concludes the paper with a summary and discussion. 

 

 

2. RELATED WORK 

 

In this section we review two topics relevant to this study: graph representation of textual documents; and the use of 

graph representations in the field of information security. 

 

A. Graph representation of textual documents : 

 

Graphs are the alternative method to for representing textual information. In the literature, a large number of 

methods for creating graphs from documents have been suggested, [2] being just an example. The graphs have also 

been used in many text-related tasks such as summarization[4] as it is already used in replacing existing models for 

text representation; entity linking for the improvement of information retrieval[3] and the augmentation of matrix 

factorization techniques[11].In this review, we focus on methods for the representation of text using graphs. 

 

Schenker [9] presented six major groups of graph-related algorithms: standard, simple, n-distance, n-simple 

distance, absolute frequency, and relative frequency. In general, these methods present a graph, in which nodes are 

treated as words. These nodes connected by edges to words that appear in their vicinity. The differences between the 

various algorithms are related to variations. 
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The major advantage of a graph-based model for a document representation is that the former is easily 

capturing the structure of the document as well as its content. Graph-based methods represent the proximity of 

words in a document as well as capture its structure. 

 

B.  The graph representations can be use  in the field of information security: 

 

  The graphs have been used in the fields of access control (AC) [6, 5]; malware detection [12]; and network 

forensics [7]. They are also used in online social networks for the purpose of spam detection [13]. In all these 

studies, graphs are used to represent states and entities. We are using graphs in these areas because they are easy to 

modify and also expand and also easy to understand the users. 

 

C. Watermarking: 

 

Traditionally, data leakage detection is handled by watermarking, but due to some drawbacks [8] it is not in that 

much used now a day.e.g. A unique code is embedded in each distributed copy. If that copy is later discovered in the 

hands of an unauthorized party, the leaker can be identified [10]. Watermarks can be very useful in some cases, but 

again, involve some modification of the original data. Furthermore, watermarks can sometimes be destroyed if the 

data recipient is malicious. So this technique can be no longer used.  

 

 
 

Fig.2 Watermarking 

 

The fingerprint is the other technique in which a confidential sequence is inserted into a non-confidential 

document using ‘‘copy-paste’’. However, we hypothesize that the fingerprint performance will deteriorate 

considerably when the confidential text differs from the training set examples (because of the rephrasing of the text, 

for example). Since the amount of confidential text is relatively small, the method will have difficulties in detecting 

a sufficient number of matches in the modified text. This method usually maintains low false-positives as it looks for 

exact matches to sequences that only appear in confidential documents.  

 

 
 

Fig. 3 Fingerprinting 
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3. THE PROPOSED MODEL 

 

In the proposed system the techniques can be used for detecting data leakage of a set of objects or records. In the 

proposed approach, we develop a model for assessing the “guilt” of agents. It also presents algorithms for 

distributing objects to agents, in a way that improves our chances of identifying a leaker. Finally, we also consider 

the option of adding “fake” objects to the distributed set. Such objects do not correspond to real entities but appear 

realistic to the agents. In a sense, the fake objects act as a type of watermark for the entire set, without modifying 

any individual members. If it turns out that an agent was given one or more fake objects that were leaked, then the 

distributor can be more confident that agent was guilty. In the Proposed System the hackers can be traced with good 

amount of evidence. When file can be send to the agent then key and position can be send with the file. 

 

 

 
Fig.4 merging the confidential file into other non confidential file 

 

 In this, provide the two options for the distributor to send the file to the agents. One is simple file; by using 

this  distributor send the normal file to the agent and is also used to send the fake object (by sending file two or three 

times) to identified the guilt person. Other is more secure file; by using this distributor send the confidential file to 

agent. While sending a file two file gets merged and produced new file. And at agent side, if the he/she wants to 

access that file then first they should know key and the position. The key can be generated automatically at agent 

side and the position can be send by the distributor. If the user is authorized then only he can access or download the 

particular file. The figure shows the files can be merged into only one file.                     

                          

4. RESULTS AND DISCUSSIONS 

 

In this discussion, the file can be sent to the agent it can be secure due to the key and the position. So it 

maintains the more security. The can be produced as same as the sending file and no leakage of data can be 

happened. The proposed model has the following advantages: 

 

(1) The ability to detect confidential information ‘‘hidden’’ in large non-confidential documents. 

(2) There is low probability to leak the data in the system. 

 

The fig.6 shows the performance of the various methods with the ildp new method. There may be some difference 

between those methods which can be shown in following fig. TP means the true positive value and the FP means the 

false positive value. The confidential data can be identified easily in the non confidential data. 
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5. CONCLUSION AND FUTURE WORK 

 

In this paper, we present a new method for information leakage detection and prevention. The model is superior 

in the following aspects: 

 

a. It detects confidential information which is embedded in non-confidential documents.  

 

b. It generates a well-understood model that can be reviewed and even modified by its users. 

 

We plan these models for the future has following directions: 

 

(1) The use of text, images, audio, video and any format of the file will be supported in future for sending the 

information. 

 

(2) The use of network analysis methods and other network analysis algorithms could enable better analysis of 

documents. 

 

(3) The use of graph makes it simple to draw the score of the confidential or non confidential data, so it will 

also implemented in future. 
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