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Abstract: 

The problem of protecting information from unauthorised and undesired use is becoming more complex since 
the production, storage and exchange have become an important function of most modern societies. People 
graduating from learning institutions, celebrating birthdays, marriages and other achievements in life are 
photographed and later exchange these photos with families and friends all over the globe. These photo images 
can be exploited to conceal the existence of embedded malicious messages between communicating parties. 
Image files are usually stored with the highest degree of precision thereby providing a fertile environment for 
steganography. 

In this paper, we propose a supervised machine learning technique to steganalysis for images using lossy 
compression formats such as JPEG/MPEG and lossless representation, among them GIF. Images used in this 
investigation are represented as a canvas, the available space inside the picture that can be used to hide 
messages. We then classify features into clean and stego-containing files before applying machine learning 
(ML) algorithms to distinguish clean from stego-infected files. The results obtained and reported showed that 
our ML algorithms are a solution to steganography in both content and compressed image formats. 
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1. INTRODUCTION 

Steganography is defined as the process of concealing a secret message within another storage medium of 
information.Steganography literally means covered message and its main goal is to successfully transmit secret 
messages through unsuspected files. In addition, all secret messages must be sent and received without detection 
[2,3]. Steganography aims to hide secret messages inside other harmless messages in a way that does not allow 
any enemy to detect or to even suspect existence of a second message. There are a lot of available tools on the 
Internet for hiding secret messages (Steganograpy Software Web Page) in images making steganography 
becoming common everywhere [3]. Steganography has also become the most attractive supporting tool for 
hiding secret messages embedded in image files of data being exchanged on the Internet. The concern is, in 
addition to hiding secret messages, human beings are unable detect these messages even if the file is opened for 
viewing [19]. The process of detecting steganographic messages is called steganalysis. The current techniques in 
some cases comprises manually identifying a specific signature associated with a steganographic approach or 
non-stego bearing file type and generate a statistical test for that particular signature. Although a number of 
successes have been recorded [7, 8], the techniques suffers from a high false positive rate and is exposed to 
steganographic methods that hide messages in such a way as to preserve an expected property [9, 10]. Our 
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observation shows that both the author of steganographic techniques and designers of steganalysis are perfecting 
their skills with the former aiming to overcome its vulnerability to specific attacks.  

2. JUSTIFICATION FOR STEGANOGRAPHY 

Secret Communication Wars 

Secret communication can be justified during the war when parties need to avoid having their messages 
intercepted by the enemy to convey the wrong information that exposes them. The Greek historian, Herodotus 
recorded the story of a slave used as a medium to carry secret messages. The slave was sent to the recipient with 
a secret message covered by a tattoo which was covered by the hair. Lord Robert Baden-Powell, a scout for the 
British during the Boer war marked the position of Boer artillery bases by embedding maps into drawings of 
butterflies. Some markings on the wings represented the actual positions of the enemy military installations [6]. 

2.1 Criminals in Crimes 

Drug dealers, terrorists and other criminals can say secret communication is necessary to pass intelligent 
information in order to avoid detection by law enforcement agents. Therefore this guarantees a successful attack 
and evades capture by criminal investigation officers and military intelligence officials.There is need for the 
police to communicate secretly with undercover agents who are infiltrating a gang of criminals. 

2.2 Personal Information Privacy 

People also argue that there is really need for protecting personal information from access by unauthorised 
people such as terrorists and money launderers. These groups of criminals can exploit personal information for 
their financial benefits or to commit crime using personal details. 

2.3 Standard Data Structures 

There are also many justifications for the use of steganography which have nothing to do with crimes. For 
example, we may need to hide author’s name to a photograph, or a doctor’s and patient’s name to a digitized X-
ray. Some standard data structures or information in files may grow old with time and there is need for adding 
new unplanned information to the format without breaking the old software [6] as illustrated by the example 
above. In this case steganography becomes the preferred answer to the problem. 

2.4 Identity of Authors 

Creators of digital photographs, videos, author of books, musician or other artists may want to add hidden 
information into their files. This secret information serves to identify the author or creator of the file as well as 
giving the restrictions of using the files. 

 

2.5 Authentication of Documents 

Secret information embedded in a document may contain a digital signature to certify its authenticity. In this 
case it is possible to take exploit advantages of confidentially signed documents because only one person is able 
verify the authenticity of the document. 

2.6 Political Weak People 

There are times when it is extremely dangerous for politically weak persons to communicate among themselves 
because their enemies would be listening to the conversation. The use of steganography therefore allows 
politically weak people to communicate safety even when the Internet platform is controlled by a powerful 
government 
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2.7 Encoding Secret Messages in Images 

Hiding secret messages in digital images has become by far the most widely preferred of all techniques. This is 
due to the fact that digital image files are stored with the highest level of precisionthat even human senses are 
not as perfect as accuracy of these files. Moreso, digital image files offer a lot of space for writing and hiding 
secret messages. The least significant bit (LSB) encoding and masking and filtering are the two most common 
encoding techniques in use today for digital images. Masking and filtering techniques for digital image such 
Digital watermarking are very popular with lossy compression techniques such as JPEG   

3. BACKGROUND AND PREVIOUS WORK 

Digital images are by far the most widely preferred media for transmitting secret messages. The raster data, the 
component that is used to define the image body can be stored either by making use of an efficient indexing 
method with simple compression (GIF) or by effecting transformations on the raster data to provide a conducive 
environment for compression (JPEG). The different formats of representation allowed by GIF and JPEG open a 
variety of avenues and strategies for hiding secret messages in digital images [16, 19]. Authors [18] in their 
research reported on the existence of covert channels within network communication protocols. They came up 
with different techniques of creating and exploiting hidden channels in the OSI network model, basing on the 
characteristics of each layer. Their research is different from ours because protocol steganography studies hiding 
secret messages within messages and network control protocols used by the applications, and not inside digital 
images sent as attachments by an email application [21] as our paper is proposing. A project by [18] explored 
the concept of ICMP tunnelling, exploiting covert channels of network communication inside of ICMP_ECHO 
traffic. Their techniques are highly appreciated because they registered a number of successes but their 
disadvantage is that the approaches suffer from low bandwidth and simplicity of detection. The techniques are 
easily defeated by a simple and straightforward attack[21].Visual attack is a steganalysis technique that strips 
away the significant structure of the image in a way that makes it easier for human trying to search for visual 
anomalies. The least significant digit is displayed to generate the existence of a hidden message if there is a 
complete random noise because imperfect digitalizers leave echoes of the large structure in the least significant 
bits.The visual attack, unfortunately suffers two problems which are first, the solution does not work if there are 
no objects on the picture with clear shapes and secondly, it is difficult to automate visual attacks.The authors 
[12] reported that unused fields of the session layer protocol SIP (Session Initiation Protocol) can used to hide 
secret messages. This is largely due to the fact that some protocols like HTTP are not usually subjected to 
security checks, hence they are utilised for covert communication. The fundamental goal of steganographic 
techniques is hiding the bits of the message among the bits of the digital image so that the message becomes 
undetectable. Although there are many steganographic techniques available, one common method embeds the 
hidden message by altering the least significant bits (LSBs) of the DCT coefficients. Manipulating the LSB 
produces an output that is invisible in JPEG files. However, the work done by other researchers [4, 5] including 
our preliminary report has shown that such changes are discernable. The least significant bit techniques are not 
directly applicable to GIF images, because bit changes would point to the wrong entry in the colour table 
resulting in visible changes in the image body. The ease with which JSTEG steganography can be detected 
prompted the need for more advanced methods of embedding secret information in digital images such as F5 [7, 
8] and Spread Spectrum Image Steganography [15]. Researchers continued with development of more 
improved, advanced steganalysis techniques to fight steganographic attacks [4, 5]. 

4. THE METHODOLOGY 

The Data hiding algorithm called discrete cosine transform (DCT) in conjunction with supervised learning 
algorithms from artificial neural networks are used to train our model. The DCT was used to separate digital 
images into a variety of important components and to also to change images from spatial domain into the 
required frequency domain appropriate for hiding secret messages. DCT is popularly known for image 
compression, an activity that forms the basic format for international standard loss image compression 
algorithm, JPEG. A closer at just a few coefficients results in a visible concentration of information about the 
image. Discharged DCT coefficients are useful for detecting action recognition tasks. A discrimination 



IJRIT International Journal of Research in Information Technology, Volume 3, Issue 6, June 2015

processing activity between high and low frequency coefficients reduces the volume of dat
compromising on quality. 

An artificial neural network (ANN), usually called neuralnetwork (NN), is a mathematical model or 
computationalmodel that is inspired by the structure and/or functionalaspects of biological neural networks. A 
neural networkconsists of an interconnected group of artificial neurons,and it processes information using a 
connectionistapproach to computation. In most cases an ANN is anadaptive system that changes its structure 
based onexternal or internal information that flows 
neuralnetworks are non-linear statistical data modeling tools.They are usually used to model complex 
relationshipsbetween inputs and outputs or to find patterns in data.By definition, a “neural network” 
collection ofinterconnected nodes or neurons. 
mostcomplex and sophisticated neural network. Thanks to thiscranial
veryrapid and reliable decisions in fractions of a second. 

Fig.1 An Artificial Neural Network 

We used the discrete cosine transform blocks of 8 x 8 
technique for digital files stored in JPEG format. The available redundant bits used 
were chosen from the least significant bits of the quantized DCT coefficients. The process of modification that 
targets a single DCT coefficient was quickly spread to cover all 64 image pixel blocks. A series of 
improvements carried out on the image made it virtually impossible for human visual detection.
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connectionistapproach to computation. In most cases an ANN is anadaptive system that changes its structure 
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mostcomplex and sophisticated neural network. Thanks to thiscranial-based neural network, we are able to make 
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        Fig. 2 ANN System Architecture for Image Steganography 

The basic operation of DCT has been performed as follows: 

− The input image is of the order N x M, f(i, j) is defined as the intensity of the pixel in row i and column 
j. 

− F(u, v) is the DCT coefficient in row k1 and column k2 of the DCT matrix 

− The greatest signal strength possessed by most images is concentrated at low frequencies usually found 
at the upper right corner of the DCT. 

− Expected results of compression are achieved simply because the lower right values represent higher 
frequencies and normally small enough to be ignored with little visible distortion. 

− The DCT input is 8 x 8 arrays of integers where an 8 bit pixel have levels ranging from 0 to 256. 

− Therefore an 8 point DCT is defined by: 
 

                               1/√ 2    for   Ɛ = 0                    
 
A(Ɛ) =  
                              1 otherwise 

 

As a result the basic fundamental of image steganography using artificial neural networks for this research was 
reported as follows; 

− The colour image of RGB was taken as cover image and converted into gray colour image to 
accomplish resizing of the image body. 

− The secret image used is TIF image format (32 * 32 ratio), we applied DCT technique to the block of 
cover image 

− Encoded data was embedded using Linear Embedding Technique [13,14] 
 

5. IMPLEMENTATION AND MEASURES 

Visual Basic programming was used to develop a prototype used to implement our steganographic algorithm 
because it’s a language with many user friendly tools applicable to a number of fields of speciality. Security and 
embedding distortion were used to evaluate the performance of data hiding schemes.  

 5.1 Mean Squared Error 

The evaluation process used the mean squared error between the cover digital image and the embedding 
distortion to assess the level of perceptibility of the hidden data. The use of imperceptibility was a result of 
human psycho redundancy which is very difficult to quantify. In this project we applied mean squared error 
(MSE) as a tool to measure the level of imperceptibility. 

 

 

5.2 Correlation 
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In this report correlation was recognised as one of the most preferred method of measuring the degree of 
closeness between the original image and a stego-bearing file since the detection of the presence of hidden 
messages depends on the use of cross correlation function RXY of two images X and Y as according to [8]. 

6. RESULTS ANALYSIS 

The quality image of stego image was compared was compared to the image using Peak Signal to Noise Ratio 
(PSNR) in a database. A minimum number of 25 images were embedded with different sizes. We automated the 
test cases by running a test tool which was created to take all cover images serially based on the embedding 
capacity, it automatically created a file whose length is the full embedding capacity of the image. Later the 
image was embedded and mean square error was calculated and PSNR was found out in all the cases. The 
results computed for our experiment are shown in the following table 1. 

 

Image 2 5 6  x  2 5 6 3 0 6 x 4 6 8 5 1 2 x 5 1 2 

% embed PSNR MSE PSNR MSE PSNR MSE 

0.1 42.53 3.64 42.53 3.60 42.57 3.60 

0.2 39.51 7.28 39.51 7.21 39.58 7.16 

0.3 38.49 7.21 38.49 9.02 38.60 8.97 

0.4 38.49 7.21 38.49 9.02 38.60 8.97 

0.5 38.44 9.32 38.44 9.02 38.60 8.97 

0.6 38.39 9.42 38.39 9.02 38.60 8.97 

0.7 38.35 9.52 38.35 9.01 38.60 8.97 

0.8 38.35 9.51 38.35 9.01 38.60 8.97 

0.9 38.30 9.61 38.30 9.01 38.60 8.98 

1.0 38.30 9.62 38.30 9.02 38.60 8.98 

Table 1: Showing Different Embedding Capacities 

7. CONCLUSION 

Neural network techniques enhance the complexity for hackers trying to access unauthorised resources and offer 
tightened degree of security. Neural steganography has become the most preferred tool allowing communication 
between people without any suspicion or knowledge of a form of communication taking place. This paper 
supports the school of thought saying steganographic techniques are being used to transmit private user 
information without the user’s knowledge. In addition this paper showed that the amount of hidden information 
depends on the size of the image. The applied algorithm needs improvement since it is effective for heavy 
multimedia content such as video. 
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