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Abstract:  

Security concerns are widely seen as an obstacle to the adoption of cloud computing solutions. 
Information Flow Control (IFC) is a well understood Mandatory Access Control methodology. 
Earlier IFC models targeted security in a centralized environment, but decentralized forms of 
IFC have been designed and implemented, mostly within academic research projects. Result of 
this there is potential for decentralized IFC to achieve better cloud security than is available 
today. For this purpose in the peer to peer type network we are going to implement our own API 
using the IFC mechanism along with different SNS.  

Index Terms—Cloud information flow, Centralized Server, Data security, information flow 
control (IFC). 

Keywords: IFC mechanism, Flow Control 

I. INTRODUCTION 

Cloud computing has matured into providing practical, inexpensive and on-demand access to 
computing resources. It is realizing utility computing—the vision of the Grid and other 
distributed systems before it. One of the least satisfactory aspects of cloud computing is the lack 
of assurances about security. Unless cloud tenants are able to trust cloud providers, the 
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widespread use of cloud computing solutions will be severely curtailed. The problem of cloud 
security is challenging due to its wide range of legal and technical facets. 

As a solution, we argue that data-centric security mechanisms such as Information Flow Control 

(IFC)—and Decentralized IFC (DIFC) in particular—have the potential to enhance substantially 

today’s cloud security approaches. So we envision future secure cloud computing platforms that 

support the attachment of security policies to data and use these policies at runtime to control 

where user data flows 

II. Background 

In this section we give an overview of the three main categories of cloud service provision (IaaS, 

PaaS, SaaS). For each service we discuss the typical approaches used to secure them. We then 

discuss Information Flow Control and discuss cross-cutting legal and security concerns. 

Cloud Computing and Security 

Cloud computing is the latest incarnation of utility computing: the notion that computing 
services can be provided in a manner that is abstracted away from the computing resource itself. 
The main aspect is the sharing of resources to increase their utilization and the consequent 
economy of scale offered to cloud providers allows them to sell slices of resource on demand in 
a cost effective manner Since last some of the  years, The  technology developments and 
tradeoffs often caused computing provision to switch between centralized and decentralized 
computing. Earlier processing machinery was bulky and expensive  in that case resources had to 
be shared to make them cost-effective. So users often accessed mainframe computers using 
shared “dumb” terminal devices. Personal computer shifted processing closer to the user but as 
communication bandwidth increased the advantages of remote server provision re-emerged. 

Cloud service offerings are typically divided into three main parts first Infrastructure as a Service 
(IaaS) Second Platform as a Service (PaaS) and third Software as a Service (SaaS). There has 
been a recent proliferation of other “Something-as-a- Service” varieties, This module have not 
reached critical mass compared to the three we describe 

1) Infrastructure as a Service Clouds: The IaaS customers rent computing resources directly. 
Iaas form of cloud computing allows tenants most flexibility over the software they use but 
requires most effort from them so they are responsible for the configuration and customization of 
the resources. Infrastructure as a service was the first widely available commercial cloud type 
first  initiated by Amazon’s launch of their EC2 service, and this  made possible by the 
widespread availability of efficient open source hardware virtualization. Some other notable 
providers include Rackspace, Google, and Microsoft. Infrastructure as a service resources are 
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usually provided to tenants in the form of Virtual Machines. There have been significant recent 
developments in the management of VM templates these ease the deployment of new VMs. 

2) Platform as a Service Clouds: PaaS customers must develop their applications using 
languages and service APIs specified by the cloud providers. Supported languages are typically 
those most popular for web-development. Services provided include facilities such as key-value 
stores, relational databases and various platform specific functionalities. Example, the Google 
App Engine which supports three programming languages (Python, Java and Go) and provides 
APIs to interact with Google accounts it also send e-mail, manipulate images and use various 
types of persistent storage. 

3) Software as a Service Clouds: The SaaS customers use applications and/or data hosted by the 
cloud provider. Mostly the data being manipulated will remain within the cloud So this avoids 
the comparatively slow Internet links between the tenant and the SaaS provider. Google Mail, 
Microsoft Office 3657, Google Drive (previously Google Documents), and Salesforce are 
examples of such services. Unlike IaaS or PaaS offerings, users of SaaS clouds need little 
technical knowledge about this. Individual users are unlikely to distinguish SaaS from other 
types of web-based service. For organizations  SaaS offering may be customized for the tenant 
by the SaaS provider. Further customization available to the tenant will be using configuration 
methodologies designed by the SaaS provider. 

 

III. Methodology 

In this section we are using the IFC mechanism for the moving data from one stage to next stage. 
For each and every request performing response as according to its accessibility. Request 
response architecture we are using for the flow control. There has been much work on 
information flow control and on the static analysis of security guarantees. In our proposed work 
we are working of ERP flow control. Here we are controlling flow control between various 
aspects of a college like HOD, Teacher and Student. They are transfer information as according 
to their authentication access of action. In this Admin is the root entity and only he is able to add 
sub-entities (HOD, Teacher and Student). And they are access their accessible events. 
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Fig.1 Working Use case diagram for IFC 

For security we are using the Flow Control Mechanism in our application. In this we are 
controlling the flow between various entities like  admin to HOD, Teacher and Student as same 
for the HOD, Teacher. Here Student is only access the data from given by its root entities. He 
does not perform any action in his portal. Here data moving according to the accessibility of 
user’s which are decided by sender as according to his settings. Data cannot be access by the user 
which is not authenticated for related data. 

An implicit flow of information arises from the control Structure of the program: 

Passing data between variable y: = x mod 2. 
1. x := x mod 2 
2. y := 0 
3. if  x = 1 then y := 1 
4. Illustrates the implicit flow x ⇒ y equivalent to the explicit flow y: = x mod 2. 

 

    Integrating IFC mechanisms within middleware means that policy can be enforced against all 
applications interactions using that middleware. IFC security can be exposed as an explicit 
service provided by the middleware, and/or the middleware may use IFC internally to act as a 
safety-net to mitigate against erroneous or insecure application behavior. The web frontend 
operates to serve requests by querying the local data store that holds the data, and associated 
labels, as a result of backend processing. The taint checker uses these labels to e_ect 
con_dentiality at the frontend, where a requesting client may only access a variables contents if 
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they hold the privileges allowing access to the associated label. In this way, the flow of 
information from the congenital database to web requests is indirect, and unidirectional. 

 

Fig.2 Activity diagram for IFC 

   

IV. Conclusion 

We have discussed how Information flow control has been used to protect user data integrity and 

secrecy. In order to apply these techniques to a cloud environment a number of challenges need 

to be overcome. These include: selecting the most appropriate Information flow control model; 

policy specification, translation, and enforcement; audit logging to demonstrate compliance with 

legislation and for digital forensics. IFC should not impose an unacceptable performance 
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overhead and it is important that application developers using cloud-provided IFC are aware of 

the trust assumptions inherent in the IFC provision. So we plan to address these kind of 

challenges in our future work. Security concerns are a major disincentive for use of the cloud, 

particularly for companies responsible for sensitive data. We believe that augmenting existing 

approaches to cloud security with DIFC is a promising way forward. 
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