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ABSTRACT 

With the rapid development of various multimedia technologies and also because of advances in digital 

content transmission which have increased in the past few years, security and privacy issues of the 

transmitted data have become an important concern in multimedia technology. With this development of 

various multimedia technologies more and more multimedia data are generated and transmitted in the 

military, medical and commercial fields which have some sensitive information which cannot be accessed by 

an unauthorized person, therefore privacy and security has become an important issue with the rise in 

development in computer and internet technology. 

In this paper a very simple and RSA algorithm is used for the encryption of the images or text. In this paper a 

method of Steganography is proposed under standard cryptographic assumptions and a very simple 

Algorithm is used for the encryption of images or text where a video is distributed into photo frames using 

Matlab code and for each frame two pixels are modified so as to insert text in each image after completion of 

the inserting text, frames are cascaded for generation of original video file with encryption. This new video is 

similar to original video with no changes visible to naked eye. 

1. Introduction 

1.1 Information Hiding 

Before moving to actual concept in this paper let us have a brief introduction about the techniques 

which we have used so far in order to transmit our information from one place to another that is from 

a sender to receiver without worrying about security and privacy. And an important aspect of our 
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modern way of life is communicating with each other either it may be secret or not. Attackers that is 

hacking the information without the knowledge of the person holding the secret information. In this 

communicating world the information what we had sent to the receiver is secure or not is an import 

issue related to privacy and safety during storage and communication.  

For example in many organizations share confidential and vital information on network while they are 

sending their secret information on the network hackers are always in wait for hacking the information 

these hackers hack the data and use this secret information. To protect this secret information from the 

hackers we can use technologies either Cryptography or Steganography.Let us have brief about what 

is cryptography how it came in to era and what is steganography how it came into era and another 

technique used to hide the secret information in order to protect it from the unauthorized person is 

watermarking this watermarking is different from cryptography and Steganography. 

In Information hiding the most common approaches are  

 Least significant bit (LSB) 

 Masking and filtering technique 

 Algorithms and Transformation 

 
 

 

 

 

 

 

 

So regarding the figure given in the above let us have brief about what is watermarking, cryptography and 

steganography. 

1.2 Watermarking 

 Watermarking is a technique for putting information (the watermark ) into an image (visible or invisible) the 

decryption key the idea is to change the text into a format which is not easy to decrypt without decryption 

 

Cryptography Watermark Steganography 

Linguistic Technical Visible/invisible copyright 

Figure 1.1 Information hiding [5]. 

Information hiding 
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key generally organization put there logo or seal which holds rights of the organization of image. Invisible 

watermarking is related to authentication copyrighting of image usually in this communicating world most of 

the organization uses cryptography and steganography but watermarking has its own use in its 

communication. 

1.3 Cryptography 

The one of the popular way of sending vital information in a secret manner without worrying about security 

is cryptography .The cryptographic word is derived from Greek word “hidden, Secret” and Graphic “writing” 

respectively. This cryptography is nothing but study of techniques for secure communication in the presence 

of third parties called hackers without worrying about security. 

Definition of cryptography 

The definition of cryptography is nothing but an art of protecting or securing the information in such a way 

that the unauthorized persons cannot see the information without the knowledge of cryptography. Original 

information transformed to another form called the cipher text. This conversion of original information into 

an encrypted format using a key and then this cipher text is transmitted to the receiver without worrying 

about security so that the receiver can decrypt the information using decrypted key which is known by only 

sender and receiver this whole process is called as Cryptography. 

Cryptographic Mechanism is shown below 

 Cipher text 

 

 

 

 

 

 

                                     Figure 1.2 Cryptography Mechanism [6]. 

1.4 Steganography 

Sometimes it is necessary to know the existence of message than only the content of the message secret this 

technique is called Steganography. The steganography word is derived from Greek word “stenos which mean 

covered or secret and ‘Graphic’ which means writing or drawing”. Therefore steganography means covered 

Hello world Hello world 

#$%^^&*&* 

Encryption 

Key Key 

Decryption 

Shared secret key 



IJRIT International Journal of Research in Information Technology, Volume 3, Issue 6, June 2015, Pg.160-174 

Shaziya Farheen, IJRIT-163 
 

writing or secret writing. Steganography does not going to vary the original message into another form 

instead it going to put the secret message into a cover image so that the unauthorized person cannot 

distinguish whether it is secret information or a cover image 

1.4.1 The stenographic technique can classified as  

 Spatial domain techniques 

 Transform domain techniques      

 Hybrid domain techniques 

Thus the steganography can be defined as the process of hiding the original information into a cover image. 

Thus the steganography types can be shown in the below figure 

Steganography 

 

 

 

 

Figure 1.3 Steganography types [4]. 

Basic model of Steganography system 

 

 

 

 

 

 

 

 

Figure 1.4 Basic Model of Steganography System [5]. 
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2. Literature Survey 

2.1 Comparison of video encryption algorithm  

        Some of the basic categories of video encryption algorithm are 

        Completely layered encryption 

 In this method, the entire video is first compressed and is then encrypted using traditional algorithm this 

technique is not applicable in real time video applications due to heavy computation and very low speed. In 

this complete video is used to encrypt the information so it required more computation time because of its 

entire video utilization. Therefore speed is automatically reduced. 

        Encryption using permutation 

Here the entire video is taken and it is scrambled using a permutation algorithm the entire video   content 

may be scrambled or only particular bytes. A permutation list may be used as secret key for encryption. 

Selective encryption  

As the name itself suggest that encryption is going to takes place on selective video bytes not on entire bytes 

so that the computational time is reduced with high speed. 

Perceptual encryption 

 In this after encryption using this technique the video will still be perceptible. The audio or video quality can 

be controlled continuously. 

Some of the existing algorithms are 

 Simple permutation:This method encrypts every byte in the video stream using algorithms such as AES or 

DES.  This algorithm considers the video bit stream a text data, The security level is high as every byte is 

encrypted one by one. 

Disadvantages 

  Encrypting large videos will take a very long time. 

  For real time applications it is not suitable. 

Pure scrambling 

In this proposed algorithm video bytes in each frame of the video are shuffled using permutation operation. 

Where hardware decodes the video but in day to day application decryption is the work of software. The 

permutation sequence can be easily figured out by comparing the known frames with the cipher text.  

Disadvantages 

 This method is susceptible to the known plaintext attack and hence should be used with caution 



IJRIT International Journal of Research in Information Technology, Volume 3, Issue 6, June 2015, Pg.160-174 

Shaziya Farheen, IJRIT-165 
 

 The attackers can easily decrypt the entire video. 

Crisscross permutation 

 This algorithm first generates a 64 byte permutation list. This list is then quantized into an 8*8 block.  

Random permutation list is then applied to the split blocks and the result is then encoded. Computational 

complexity is relatively low and hence the encryption and decryption process is not too complex. 

Disadvantages 

 This permutation distorts the DCT coefficients and hence the video compression rate is lowered 

 This algorithm also cannot withstand the known plaintext attack 

Choose and Encrypt 

 Encrypting and decrypting the entire video stream is not practical in real time applications. Frames in the 

video can be selectively encrypted if the proper solution is needed. So that the encryption/decryption 

overhead is decreased to a great level However, the level of security should also be maintained. This 

algorithm is successful if a proper tradeoff can be maintained between complexity and security. 

 In this paper all the algorithm is compared with the currently known methods of cryptography symmetric 

and asymmetric key encryption this are evaluated and compared with  respect to their security  level and 

encryption speed from the below table it is evident that simple permutation algorithm is the most secure 

algorithm.  

TABLE 2.1:   Comparisons of video encryption algorithms [8] 
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 A Steganography Implementation based on LSB and DCT 

In recent years, steganography and stego analysis are two important areas of research that involve a number 

of advantages. Computing the Mean square error and Peak signal to noise ratio, security and processing time 

takes place where the PSNR is more in LSB method but for security sake DCT is the best method. 

METHODOLOGY 

 

SECURITY 

LEVEL 

SPEED VIDEO SIZE 

 

ENCRYPTION 

RATIO 

SIMPLE HIGH SLOW 
NO 

CHANGE 

100% 

 

PURE LOW FAST 
NO 

CHANGE 

100% 

 

CRISS CROSS VERY LOW 
VERY 

FAST 

BIG 

CHANGE 

100% 

 

CHOOSE AND 

ENCRYPT 
HIGH FAST 

NO 

CHANGE 

50% 

 

PROPOSED 

ALGORITHM 
VERY HIGH FAST 

NO 

CHANGE 
100% 
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Image Steganography Technique: There are two categories in the steganography  

 Spatial domain based steganography     

 Transform domain based steganography 

         Spatial domain based steganography 

It mainly consists of least significant bit insertion, where the LSB is the most common method of inserting secret bit 

into the cover media. Here the secret information is converted into ASCII values then the corresponding binary 

values are taken from those ASCII values. The right most bit of the cover bit is replaced by the secret message bit.   

         Transformed domain based steganography 

The Frequency representation of the signal from its Time domain is called the DCT transformation. In 

steganography based on the transformed domain the cover media either the Images or Video is divided into frames 

and all frames are sequentially arranged then each block undergoes DCT where the block of 8x8 or 16x16 pixels are 

converted into DCT coefficients after obtaining this coefficients the embedding of the secret text information takes 

place that should be in binary. 

Error Analysis 

 Bit error rate (BER) 

The secret message is send from sender to receiver without worrying about the security. When we want to recover 

the original secret message the ideal communication channel most be  required but for real communication channel 

there will be always error when we want to recover the secret information this measure of error is called BER. 

= ( ) ||( ) − || … … … . . ( . . ) 

 Where i is the pixel position, Here the cover image is represented by co-vg and stego image is represented by steg 

in the above equation. 

  Mean square error (MSE) 

 The square of the error between cover image and the stego image measuring is known as MSE 

        = || ( , ) − ( , )||^ … … … … . … … … … … … ( . . ) 

 Peak Signal to Noise ratio (PSNR) 

 The ratio of the maximum signal to noise in the stego image is called as PS 
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=
√

… … … … … … … … … … … … … … … … . ( . . ) 

 The understanding of the LSB and DCT based steganography has been done with the help of parameters like 

MSE, PSNR, and Security, Processing time. But in this communicating world the security is more important 

therefore the DCT is the best approach. 

Disadvantages of using LSB  

 Hidden data can be destroyed by simple attacks 

 Robustness is low 

 Offsetting of Statistical properties of the image because of large Pay- load and also No full 

security. 

Proposed System 
Introduction 

The single function is obtained by changing the size of the function or scaling the translating this single 

functions. The function is called the MOTHER WAVELET thus the MOTHER WAVELET can be 

represented as shown below after scaling the WAVELET. And this WAVELET TRANSFORM is a way to 

represent the signal in time frequency form and this wavelet transform is based on small waves called the 

wavelets. The limited duration and varying frequency wavelet transform uses multiple resolutions. This 

provides a more detailed picture of the signal being analyzed. We will get more information than the original 

when we perform the transform. 

Wavelets properties 

 Possibility of time shifting        

 Flexibility 

 Orthogonal base 

 The calculation is easy 

 

 Discrete Wavelet Transform 

The DWT is used to convert a spatial domain into frequency domain. The DWT uses the filter bank approach 

to analyze and reconstruct the signal. This appealing procedure was presented by S. MALLAT in 1989 which 

utilizes the decomposition of the wavelet transform in terms of Low pass and High pass filters usually this 

Low pass filters are called as the averaging filters and this High pass filters are called as the differencing 

filters. 

 Error metric 
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 Two of the error metrics are used to compare the security of the based on different transformation those are 

Mean Square Error and the Peak Signal to Noise Ratio to achieve desirable compression ratio and desirable 

security. The Mean Square Error is the squared error between the compressed and the original images, 

whereas the PSNR is a measure of the peak error. 

Mean Square Error 

 Here the mean square error is the choice of the criteria that minimizes the sum of squared errors due to the 

bias and the variance and it can be said as the average of the square between the original signal and the 

reconstructed one and sometimes this mean square error is called as the loss function and hence it is called as 

the squared error loss.  

Thus the MSE is defined below. 

= ∑ ∑ || ( , ) − ( , )||^ …………… (5.1) 

Peak Signal Noise Ratio  

The PSNR means the ratio of signal to noise ratio where the signal is the original image and the noise is the 

error in reconstruction. PSNR can also be defined in terms of the MSE as the twenty multiplied by a 

logarithmic of maximum pixel value usually 255 to the square root of the MSE .since to obtain the better 

security the PSNR should be high in return the MSE should be low when compared to PSNR because they 

are inversely dependent on each other. 

=  (
√

) … … … … … … … … … … … … … . ( . ) 

Implementation of proposed system 

 Methodology 

Since in the existing system steganography and cryptography using RSA and DCT is used where there some 

advantages as well some disadvantages are present in this existing system. By using RSA and DCT where 

DCT represents an image as sum of sinusoids of varying magnitude and frequency ,however the RSA is one 

of the first public key cryptography which is simple and fast compared to other algorithms but this 

asymmetric algorithm is based on the practical difficulty of factoring the product of two large prime numbers 

and also several drawbacks exists such as timing attacks and problem with key distribution that is the Brute 

force attack, and also by using DCT when DCT is calculated on the blocks independent pixels ,because of 

this discontinuity between blocks are occur resulting in annoying blocking artifact, by having all this 

drawbacks of the existing system.  
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 The following proposed system is implemented where in this proposed system the DWT is applied with the 

proposed algorithm since in the DWT the cover video is divided into blocks and from the blocks 16*16 

blocks are selected after the selection of the frames The DWT is applied at the same time the message is 

converted into bits using the key, The same key is used at the encryption and decryption part. After applying 

DWT on the blocks of the Frame  video, the embedding of the secret message takes place at LL by modifying 

the LL to obtain modified LL after that IDWT is applied rearranging blocks and integrating the frames we 

obtain stego video, the proposed decryption key is applied which is same as encrypt key to obtain the secret 

message 

  Proposed Encryption Algorithm 

 Read the MESSAGE STRING 

 Obtain equivalent ASCII 

 Convert all ASCII into binary 

 Determine MESSAGE LENGTH ML=LENGTH (bins) 

 If mod (ML, 7) = 0  

 Right shift by 1 bit  

Else if  

 Calculate r=rem MOD (ML,7) right shift by r bits 

 Convert to Decimal 

 All characters from ASCII LUT 

 

Flowchart for DWT based with Proposed Encryption Algorithm 

The below diagram shows the block diagram of the DWT based encryption with steganography and cryptography 

concepts where the cover video is divided into frames from each frame select 16*16 pixels from the selected frames 

of the specified pixels, apply DWT on the selected frames. At the same time the message that is the secret message 

to be encrypted is converted into binary and embedding takes place at the DWT where applying DWT on the video 

frames the text secret message can be embedded at the LL HL LH and HH but here the text secret message is 

embedded into LL by modifying this LL. After embedding the inverse DWT is applied this process continues until 

all the text message is embedded into the LL of the DWT after embedding all the blocks are rearranged and 

Integrates of the frames takes place to obtain the stego video. 
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Flowchart for DWT with Proposed decryption Algorithm 

 Proposed DecryptionAlgorithm 

 Read the  CIPHER TEXT 

 Convert to equivalent ASCII 

 Convert to Binary 

 Calculate MESSAGE LENGTH ML=LENGTH(bins) 

 If MOD(ML,7)=0 

 Left shift by 1 bit 

 Else if 

 Calculate r=rem MOD(ML,7) left shift by r bits 

 Convert to Decimal and again convert to string 

 Obtain Secret Message 

 

COVER VIDEO 

FRAMES 

STEGO VIDEO 

DIVIDE FRAME 16X16 

FOR EACH BLOCK APPLY DWT 

TAKE LL and MODIFY LL 

REARRANGE BLOCK 

MESSAGE 

IDWT 

IF MSG BIT 
AVAILABLE? 

PROPOSED ENCRYPTION 

CONVERT TO BINARY 

CURRENT MSG BIT 

Figure:DWT based Encryption. 
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Figure:Flowchart for DWT based with proposed decryption. 

Results and Analysis 

The proposed system is implemented where the ultimate objectives of this proposed system is high security 

so that the authorized persons most not worry about the security that is un-detectability and also resistance to 

various image processing methods. 
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Cover video 

 

 

 

 

 

 

 

Figure: Video taken as Cover Media. 

Simulation Results using DWT and proposed algorithm 

 

 

 

 

 

 

Figure: Frame1.                                  Figure: Frame3. 

  

Figure: Frame10.              Figure: Stego video and IDWT. 
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TABLE 7.2: Frames used and their PSNR with Time taken based on DWT 

 

FRAMES USED 

 

PSNR IN DECIBEL 

 

TIMETAKEN 

FRAME1 52.9096db 2.836 

FRAME2 52.9093db 1.9511 

FRAME3 52.9063db 1.9445 

FRAME4 52.9082db 1.9378 

FRAME5 53.7193db 1.9689 

Therefore it is clear from the experimental results that DWT based approach is more better that the DCT based 

approach this proposed system based on the DWT takes less response time which is more suitable for security 

purposes and also for high accuracy. Finally this proposed system based on the Wavelet Transformation is reliable 

and better technique. So if the PSNR is high the security is high therefore in DWT based video-cryptography the 

PSNR is high so this DWT based encryption and decryption is better than the DCT based encryption and decryption. 

Conclusion and Future Enhancement 

Encryption only obscures a Message’s meaning, not its existence, therefore steganography, a technique that  hides 

the existence of message can be used to supplement encryption this method can be used everywhere with transfer of 

sensitive data through network. It can be used to transfer the message of RAW type security agencies. It can be used 

in banks to secure account information from intruders. Since the security is not entirely depends on the secret key 

which we share with the communicating party. We know that steganography and cryptography have some problems 

when used independently that, it consists of single level of security which can be easily broken by an unauthorized 

persons. So in order to protect our information from unauthorized persons. This paper used video cryptography with 

DCT based and RSA algorithm where in this paper it combines the features of both cryptography and steganography 

after combining these two techniques we obtain two level of security. 

This paper is proposed with DWT transformation with an proposed algorithm  where from the experimental results 

the PSNR of the proposed system is high when compared to the existing system so that if the PSNR is high then the 

security high, so that there will be no chances of hacking the information from the unauthorized persons. Which 

overcome the problem of brute force Attack, as in the proposed system, the hiding of secret message takes place at 

the two level of security that is the steganography and cryptography.  This proposed system is used to overcome the 

difficulties faced in existing system. 

Future Enhancement 

In the future work, the two level of security with different algorithms can be used Without worrying about the 

security however the different algorithm have different advantages, however this crypto-steganography can be used 

based on DWT and proposed algorithm for images as the secret message that is we can use this proposed system for 

image as a secret information without worrying about the security. 
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